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Introduction
In SA2#77 meeting S2-100919 is approved which brought forward a proposal the impacts from IPv6 migration architecture to the policy architecture needing to be taken into consideration. After careful analysis, we found there may be a problem with leg linking in PCRF when NAT is deployed. Figure 1 illustrates the PCC architecture with a NAT function residing on Gi reference point. The deployment as described in Figure 1 is common to IPv6 migration solutions in which NAT is key component, such as NAT44 used in Gateway-Initiated Dual-Stack LITE, PNAT used in Prefix-NAT, NAT64, etc.
In the architecture as described in Figure 1, the PCRF will fail to associate Rx session with corresponding Gx session since the IP address of the service data flow sent by the AF via Rx reference point has been translated by the NAT function, while the IP address from the Gx leg is the one before NAT translation, both the PCRF and the PCEF are not aware of the translation.
NOTE: The service having ALG function embedded in application layer has no impact on PCC.
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Figure 1: PCC architecture with deployment of NAT
Discussion
Case 1: A standalone NAT function (Figure 1)

Solution 1 Application Function Enhancement

In this solution, a Reverse translation function (RTF) within the AF will ask for the IP address translation map from the NAT function via a new interface Gxi as shown in Figure 2 before sending the service data flow information via Rx interface to the PCRF. The RTF module embedded in the AF will translate the IP address back to the original IP address before NAT translation, and IP address in Rx interface will be the IP address before translation. Thus, the PCRF is not need to be aware of the NAT in between, and leg linking works as it is today.

The reverse translation procedure can be abstracted as a new logic function which can be named as “Reverse Translation Function (RTF)”. The RTF is configured with whether NAT64 is enabled in the access network, and the corresponding NAT64 Gateway information, the RTF can find correct NAT64 Gateway according to the IP address of the service data flow.

Figure 3 illustrates the procedure of reverse translation taking NAT64 as an example. A UE with IPv6-only connectivity initiates communication to IPv4 service which requires dynamic policy and charging control. After service establishment between UE and AF the translation table is generated in NAT64 Gateway as described in Table 1. 
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Figure 2: Application function enhancement

[image: image3.emf]RTF

AF

NAT64

GW

2. Resolving service data info

4. Processing service info 

according translation info

PCRF

5. Application/service info

6. Ack

1. Application/service info

3. Translation info


Figure 3: Procedure of reverse translation in AF enhancement mode

	IPv6 session info
	IPv4 session info

	Src IPv6 address x:x:x::y
	Src IPv4 address (Public): a.b.c.d

	Dst IPv6 address y:y:y::z
	Dst IPv4 address (Public) e.f.g.h

	Src port number
	Src port number 

	Dst port number
	Dst port number

	Protocol
	Protocol


Table 1: Translation table in NAT64

1. After making service establishment with UE, the AF provides service information to the PCRF due to AF session signaling passing though the RTF. The RTF intercepts the service data info.

2. The RTF resolves the service info sent by AF to make sure whether reverse translation procedure needs to be performed. If dose, the RTF can select the right NAT GW to get the corresponding translation info according to the configuration and service data info. Otherwise, goes to step 5.

3. The RTF sends a request for translation info to NAT64 including service session info. NAT64 receives the request and give a respond including the corresponding NAT info.

4. The RTF translates the service info from IPv4 back to IPv6 according to the translation info from NAT. 

5. The RTF sends the service data info to the PCRF.

6. The PCRF stores the service information and responds with the Acknowledgement to the AF. The RTF will make necessary reverse translation to the Acknowledgement message and forward it to the AF. 

NOTE:    It is FFS how the PCRF associate Rx session with Gx session if overlapping IPv4 address is allocated to multiple UEs. 

Solution 2 PCRF Enhancement
The PCRF retrieves the translation from NAT via a new reference point Gxn (Figure 4) when it finds that the service info sent by the AF can not be associated with an existing IP-CAN session.
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Figure 4: PCRF Enhancement
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Figure 5:  Procedure of reverse translation in PCRF enhancement mode
1. After making service establishment with UE, the AF provides service information to the PCRF due to AF session signaling.

2. The PCRF resolves the service info sent by AF. If service info association to the IP-CAN bearer fails the RTF shall work on the PCRF. Otherwise, the PCRF sends an Acknowledgement to the AF directly as step 5.

3. The PCRF sends a request for translation info to NAT64 including service session info via Gxn. The NAT receives the request and give a respond including the corresponding NAT info. 

4. The PCRF translates the service info from IPv4 back to IPv6 according to the translation info from NAT64. 

5. The PCRF stores the service information and responds with the Acknowledgement to the AF.

NOTE:     It is FFS how the PCRF associate Rx session with Gx session if overlapping IPv4 address is allocated to multiple UEs. 
Case 2: NAT is co-located within P-GW (PCEF)
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Figure 6: NAT co-located within P-GW

Solution

In this scenario, a solution which is similar to Solution 2 in case 1 can be used to solve the issue by NAT. The PCRF ask the NAT via Gx for the corresponding translation info when it fails to associate the service info to the IP-CAN other than via Gxn in solution 2 in case 1.
Proposal 

*********************Start of the Change***********************

X PCC enhancement for IPv6 migration NAT
X.1
General

The deployment as described in Figure X.1 is common to IPv6 migration solutions in which NAT is key component, such as NAT44 used in Gateway-Initiated Dual-Stack LITE, PNAT used in Prefix-NAT, NAT64, etc.

In the architecture as described in Figure X.1, the PCRF will fail to associate Rx session with corresponding Gx session since the IP address of the service data flow sent by the AF via Rx reference point has been translated by the NAT function, while the IP address from the Gx leg is the one before NAT translation, both the PCRF and the PCEF are not aware of the translation. The following proposes several solutions on this issue under different deployments.
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Figure X.1: PCC architecture with deployment of NAT
The reverse translation procedure can be abstracted as a new logic function which can be named as “Reverse Translation Function (RTF)”.The RTF is configured with whether NAT64 is enabled in the access network, and the corresponding NAT64 Gateway information, the RTF can find correct NAT64 Gateway according to the IP address of the service data flow.
X.2
A standalone NAT function
X.2.1
Application Function Enhancement
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Figure X.2: Application function enhancement

In this solution, a Reverse translation function (RTF) within the AF will ask for the IP address translation map from the NAT function via a new interface Gxi as shown in Figure X.2 before sending the service data flow information via Rx interface to the PCRF. The RTF module embedded in the AF will translate the IP address back to the original IP address before NAT translation, and IP address in Rx interface will be the IP address before translation. Thus, the PCRF is not need to be aware of the NAT in between, and leg linking works as it is today.
Figure X.3 illustrates the Procedure of reverse translation in AF enhancement mode, taking NAT64/DNS64 based solution as defined in Annex 8.8 as an example. This solution applies also to other IPv6 migration solutions which utilize network address translation function, such as GI-DS-LITE and PNAT.
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Figure X.3: Procedure of reverse translation in AF enhancement mode
1. After making service establishment with UE, the AF provides service information to the PCRF due to AF session signalling passing though the RTF. The RTF intercepts the service data info.
2. The RTF resolves the service info sent by AF to make sure that whether reverse translation procedure needs to be performed. If dose, the RTF can select the right NAT GW to get the corresponding translation info according to the configuration and service data info. Otherwise, goes to step 5.

3. The RTF sends a request for translation info to NAT64 including service session info. NAT64 receives the request and give a respond including the corresponding NAT info.

4. The RTF translates the service info from IPv4 back to IPv6 according to the translation info from NAT. 

5. The RTF sends the service data info to the PCRF.

6. The PCRF stores the service information and responds with the Acknowledgement to the AF. The RTF will make necessary reverse translation to the Acknowledgement message and forward it to the AF. 

NOTE:     It is FFS how the PCRF associate Rx session with Gx session if overlapping IPv4 address is allocated to multiple UEs. 
X.2.2
PCRF Enhancement
In this solution the PCRF retrieves the translation from NAT via a new reference point Gxn (Figure X.4) when it finds that the service info sent by the AF can not be associated with an existing IP-CAN session.
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Figure X.4: PCRF Enhancement
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Figure X.5:  Procedure of reverse translation in PCRF enhancement mode

1. After making service establishment with UE, the AF provides service information to the PCRF due to AF session signalling.

2. The PCRF resolves the service info sent by AF. If service info association to the IP-CAN bearer fails the RTF shall work on the PCRF. Otherwise, the PCRF sends an Acknowledgement to the AF directly as step 5.

3. The PCRF sends a request for translation info to NAT64 including service session info via Gxn. The NAT receives the request and give a respond including the corresponding NAT info. 

4. The PCRF translates the service info from IPv4 back to IPv6 according to the translation info from NAT64. 

5. The PCRF stores the service information and responds with the Acknowledgement to the AF.

NOTE:     It is FFS how the PCRF associate Rx session with Gx session if overlapping IPv4 address is allocated to multiple UEs. 
X.3
NAT is co-located within P-GW
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Figure X.6: NAT co-located within P-GW

In this scenario, a solution which is similar to the solution PCRF enhancement as described in section X.2.2. The PCRF asks the NAT via Gx for the corresponding translation info when it fails to associate the service info to the IP-CAN other than via the Gxn in PCRF enhancement.

*********************End of the Change************************
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