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Abstract of the contribution: This paper introduces how PNAT supports host to host direct communication between IPv4 applications within IPv6 network. 
One important scenario to support IPv4 applications is to enable the IPv4 host to communicate with the host located within the same network, e.g., a home server. If using the overlapping address while accessing the home server, the DNS will return an IPv4 address the same as the UE’s own IPv4 address, and then the communication will fail. So GI-DS-Lite does not support this scenario. For non-overlapping IPv4 addresses, the host to host communication should travel through the CGN which adds to additional overhead. 

PNAT can fit into this scenario. PNAT host is only assigned with a unique IPv6 prefix, and will update a type AAAA record on the DNS server. The AAAA record is combined using the IPv6 prefix and the IPv4 address and hence keeps unique across the network, even if the IPv4 address is shared. By assigning an AAAA record for the PNAT host, DNS server will return an AAAA record to the UE. PNAT module will translate the AAAA record to an A record, representing another IPv4 address different from the UE’s self assigned address. In this way, PNAT can enable host to host direct communication. 

As in Figure 1, suppose PNAT host A is communicating with another PNAT host B, and their IPv6 addresses are denoted as A6 and B6 respectively, while their self assigned IPv4 addresses are denoted as A4 and B4 respectively. Note that A4 may be overlapping with B4. In step 5, when PNAT module A receives the AAAA record for host B, it will create a mapping between B6 and PB4, and PB4 is chosen from a local address pool to avoid conflict between A4 and PB4. This mapping is used for the translation between IPv4 and IPv6, during step 7 and step 8. On host B, PNAT module creates another mapping between A6 and PA4, so that communication won’t be hurt. 
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Figure 1: The flow chart of PNAT 464 host to host communication

Detailed flow chart of PNAT 464 host to host communication: 

1. Host A establishes the IPv6 bearer with the PGW, obtaining an IPv6 prefix

2. The IPv4 application on host A issues a DNS Type A query to the DNS server for “B.host.org”, and this request is intercepted by the PNAT module. 

3. The PNAT module sends out both A and AAAA DNS query to the DNS server. 

4. DNS server returns only AAAA record for host B. PNAT module intercepts the result. 

5. PNAT module identifies an unused IPv4 address in its local IPv4 address pool, say PB4. And it creates a mapping between PB4 and B6.

6. PNAT module returns this address PB4 to the application. 

7. The application on host A knows host B’s address, and it can start communicating with host B. 

8. PNAT module intercepts the IPv4 packets, and translates the packet according to the mapping created in Step.5. The IPv6 packet with destination address as B6 will be routed to host B via PGW. 

9. PNAT module on Host B intercepts the packet and creates a mapping between A6 and PA4, then translates the packet to IPv4 for the application. 

10. The IPv4 packet with source address PA4 and destination address B4 will be sent to the IPv4 application on Host B. 

11. Return data path from Host B to Host A. 
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