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1. Introduction

In the process of developing IMS over Fixed Access, the definition of some key security requirements is necessary to establish a baseline for a preferred access security solution. This contribution identifies some 3GPP working assumptions and security requirements and accordingly suggests the adoption of a baseline for the access security solution in fixed network.
2. 3GPP working assumptions

General 3GPP working assumptions should be taken into consideration when defining security requirements associated to IMS over Fixed Access.

· 3GPP User Equipment

In 3GPP the presence of the smart card in the 3GPP UE is mandatory. 

Consequently, the extension of IMS to wired access networks in the scope of 3GPP should not challenge this 3GPP working assumption.

· IMS security level

The security level associated to IMS access over Fixed Access should not reduce the level of security for existing 3GPP IMS Access. This was agreed by 3GPP SA WG3 at SA3#37 meeting. 

The 3GPP IMS user identification and authentication rely on the ISIM (or USIM), application residing on a smart card (tamper resistant device). 

Consequently, the 3GPP extension of IMS over Fixed Access should not challenge the usage of an application residing on a smart card to access IMS. 

3. UICC in User Equipment

Different scenarios exist to support the smart card in a 3GPP User Equipment.  The UICC can be present either in the terminal itself (e.g. ISO 7816-3 like interface) or in another locally connected physical device (i.e. UE functionally split over several physical devices as defined in TR 33.817 [2]).

· UICC interfaces

As described in contribution "Usage of ISM in IMS networks" [3], a UICC can be associated to the NGN terminal by means of a built-in or external smart card reader. But, we could also envisage having a UICC directly plugged in the NGN terminal.

· UE functional split and 3GPP WLAN-UE

3GPP Rel-6 TS 33.234 “Local Area Network (WLAN) inter-working security” [1] specifies the WLAN User Equipment in section 4.1.4 as following: 

"The WLAN‑UE, equipped with a UICC (or SIM card), for accessing the WLAN inter-working service):

-
May be capable of WLAN access only;

-
May be capable of both WLAN and 3GPP System access;

-
May be capable of simultaneous access to both WLAN and 3GPP systems;

NOTE:
Definition of simultaneous access is specified in TS 23.234 [13].

-
May be a laptop computer or PDA with a WLAN card, UICC (or SIM card) card reader, and suitable software applications;

-
May be functionally split over several physical devices, that communicate over local interfaces e.g. Bluetooth, Infrared or serial cable interface;”

In case of functional split, the UICC may reside in the 3GPP UE and be accessed by a WLAN terminal through a local interface which shall satisfy a list of requirements described in [1], e.g.:

· Any local interface shall be protected against eavesdropping, attacks on security-relevant information.

· Endpoints of a local interface should be authenticated and authorised.

· …

3GPP TR 33.817 "(U)SIM re-use" [2] also provides the description of the requirements. 

4. Proposal

Regarding the 3GPP working assumptions, we propose to add the following security requirements for IMS over Fixed Access: 

· Security level

The security level associated to the extension of IMS over Fixed Access shall not reduce the level of security for existing 3GPP IMS Access.

· IMS-UE

The IMS-UE shall be equipped with a UICC, for accessing IMS over fixed access. The IMS-UE:

· May be a NGN terminal with a UICC and a built-in or external UICC card reader and suitable software applications

· May be a NGN terminal with a UICC directly plugged (no smart card reader is needed).

· May be functionally split over several physical devices that communicate over local interfaces. However, the functional split shall satisfy a list of requirements provided in 3GPP TR "(U)SIM Security Reuse" [2].

5. Conclusion 

We kindly ask the workshop to adopt the proposals in section 4 as working assumptions for the development of the preferred access security solution in IMS over fixed networks.
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