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Abbreviations:

SPI1: First byte of SPI field

SD: secured data

RD: read data

ARD: additional response data

SC: status code

About this document

The following conventions are used in this document:

· Text coded as text is a highlighted issue for this working group; it can be an action point or related to a CR to TS 23.048 Testing.

· Text coded as text is a highlighted issue for the SWG API, which is to be included in a separate document addressed to that working group.

1 Generalised secured packet structure

1.1 Command packet structure

1.1.1 Conformance Requirements

Normal execution

CRRN1: The receiving application, indicated by the TAR field, processes the command packet once the security checks have been performed successfully.

CRRN2: The security of a command packet is defined according to SPI first byte and can combine encryption, integrity and anti-replay features.

CRRN3: The bit3 of SPI1 is used with Kic byte to specify which type of encryption is applied to the command packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN4: The bits b1b2 bit of SPI1 are used with KID field to specify which type of integrity check  protects the command packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN5: The bits b4b5 of SPI1 are used to specify how should the anti-replay be checked with the CNTR field: CNTR can be either greater or incremented by 1 compared to the last accepted command packet.

CRRN6: The different security features are processed in the following order: The receiving entity first deciphers the secured command packet, then checks its integrity and finally checks the anti-replay counter.

CRRN7: The anti-replay counter of the receiving entity is only updated once all the security checks are performed successfully.

CRRN9: If the SPI1 indicates that no RC, CC or DS is present in the Command Header, the RC/CC/DS field shall be of zero length.

CRRN10: A command packet where SPI1 indicates “no counter available” has its 5 byte CNTR field present.

CRRN11: In case of a ciphered command packet, the PCNTR indicates the number of padding bytes in the Secured Data field which are not processed by the receiving application.

Error cases

CRRE1: The receiving entity does not perform the security verification if the CPI is not a 23.048 secured command packet identifier.

CRRE2: The command packet is discarded if the CHL field is inconsistent.

CRRE3: No data is sent to the receiving application when the receiving entity fails to decipher the message if required. 

CRRE4: No data is sent to the receiving application when the RC/CC/DS field check fails. 

CRRE5: No data is sent to the receiving application when the CNTR field is lower or equal to the counter of the receiving entity, if b5 of SPI1 is set to 1.

CRRE6: No data is sent to the receiving application when the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11.

CRRE7: If SPI1 indicates that RC, CC or DS is present in the Command Header and if padding is required, the padding octets shall be coded '00'. These octets shall not be included in the secured data. Otherwise, the message is rejected.

1.2 Response packet structure

1.2.1 Conformance Requirements

Normal execution

CRRN1: The response packet is sent by the receiving entity when the command packet format is correct and SPI2 requires a PoR, even when a ciphering, integrity or anti-replay error occurs.

CRRN2: The security of a response packet is defined according to the second byte of SPI and can combine encryption and integrity.

CRRN3: If an error occurs in the security checks or in the receiving application and b2b1 of SPI2  is set to 10 (PoR on error), then a response packet is sent back by the receiving entity.

CRRN4: The TAR and CNTR fields of the deciphered response packet are the same as in the deciphered command packet.

CRRN5: The RC/CC/DS field is not included in the response packet when b4b3 in SPI2 are set to 00 (No RC/CC/DS).

CRRN6: The response packet is sent in unciphered when b5 of SPI2 is set to 0.

CRRN7: The bit5 of SPI2 is used with Kic byte to specify which type of encryption is applied to the response packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN8: The bits b3b4 bit of SPI2 are used with KID field to specify which type of integrity check  protects the response packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN9: In case of a ciphered response packet, the PCNTR indicates the number of padding bytes appended in the Secured Data field.

CRRN10: If a command packet with a PoR required is successfully delivered to the receiving application, then the response status code in the corresponding response packet is 0 (PoR OK).

Error cases

CRRE1: The receiving entity sends a response packet with a Response Status Code set to ‘01’ (RC/CC/DS failed) if there is an error in the calculation of RC/CC/DS and a PoR is requested.

CRRE2: The receiving entity sends a response packet with a Response Status Code set to ‘05’ (ciphering error) when deciphering fails in a ciphered command packet with PoR requesting encryption . This occurs e.g. when bits b5-b8 of Kic indicate an incorrect key identifier or when the ciphered data length is not correct.

CRRE3: The receiving entity sends a response packet with a Response Status Code set to ‘02’ (CNTR low) when the CNTR field is lower than or equal to the counter of the receiving entity, if  bit b5 of SPI1 is set to 1 and a PoR is requested.

CRRE4: The receiving entity sends a response packet with a Response Status Code set to ‘03’ (CNTR high) when the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11 and a PoR is requested.

CRRE5: The receiving entity sends a response packet with a Response Status Code set to ‘04’ (CNTR blocked) when the counter of the receiving entity is set to its maximum value (0xFFFFFFFFFF), if b5 of SPI1 is 1 and a PoR is requested.

CRPP6: The receiving entity sends a response packet with a Response Status Code set to ‘09’ (TAR unknown) when there no application matched by this TAR, if a PoR is requested.

CRPP7: The receiving entity sends a response packet with a Response Status Code set to ‘0A’ (Insufficient security level) when the application matched by this TAR has a minimum security level higher than the command packet one and a PoR is requested.

2 Implementation for SMS-PP

2.1 Structure of the SMS

2.1.1 Commands Description

Test Area Reference: SEC_SPP_SSS
2.1.2 Conformance Requirements

Normal execution

CRRN1: The command packet shall be accepted if the SMS-DELIVER, SMS-SUBMIT, SMS-DELIVER-REPORT or SMS-SUBMIT-REPORT header indicates that the data is binary (8 bit).

Error cases

CRRE1: The command packet is discarded if the UDHI bit is not set as defined in 3GPP TS 23.040  [3].

2.1.3 Test suite files

Test Applet: 


n.a.

Load Script: 


n.a.

Test Script:


(U)SIM_SEC_SPP_SSS _1.scr

Cleanup Script:

(U)SIM_SEC_SPP_SSS _1.clr.

Parameter File:

n.a.

2.1.4 Test Procedure

Default settings :

SPI:

· No counter available

· No RC, CC or DS

· No ciphering

· PoR required to be sent to the SE
· No RC, CC or DS applied to PoR response to SE

· PoR response shall no be ciphered

· PoR shall be sent using SMS-DELIVER-REPORT

  KIC:

· keyset 2 (SIM), keyset 3 (USIM) 

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

  KID:

· keyset 1

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

TARSIM   01 23 45

TARUSIM   01 23 47

CNTR  00 00 00 00 00

PCNTR 00

Test procedure

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	Accept SMS with 8 bit binary data

Good Case : SMS with 8 bit binary data

1- SD (121 bytes): SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01 02 03 04 05 06 07 08 09 0A 0B 0C 0B 0E 0F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E  with offset 0
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed 
	
	2- SW=9000, expected data shall be 01010203
	2- SW=9000, expected data shall be 01010203

	2
	Accept only SMS with UDHI bit set

Good Case : UDHI bit set

1- UDHI bit set
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed  

Bad Case : UDHI bit not set

3- UDHI bit not set
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 03
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed
	
	

2- SW=9000, expected data shall be 0201





4- SW=9000, expected data shall be 0201
	

2- SW=9000, expected data shall be 0201

4- SW=9000, expected data shall be 0201


2.1.5 Test Coverage

	CRR number
	Test case number

	N1
	1

	E1
	2


2.2 Command Packet contained in a Single SMS-PP

2.2.1 Commands Description

Test Area Reference: SEC_SPP_CSS
2.2.2 Conformance Requirements

Normal execution

CRRN1: In order to include a Command Packet inside a Single SMS-PP, the SMS-DELIVER data structure as defined in 3GPP TS 23.040 is used. 

CRRN2: The User Data Header of the SMS-PP is composed of one TLV field with a Tag value of 0x70 and a length value of 0x00 (and, therefore, an empty Value field). This TLV represents the Command Packet Identifier.

CRRN3: All  fields from the CPL to the Secured Data (except CHI, which is a Null field) of the Command Packet  are stored in order in the SM field of the SMS-PP structure.

CRRN4: The Command Packet Length field is coded over two octets. It shall not be coded according to ISO/IEC 7816-6.

CRRN5: The Command Header Length field is coded over one octet. It shall not be coded according to ISO/IEC 7816-6.

CRRN6: All fields from the SPI to the Secured Data are coded as defined in the Generalised Command Packet Structure.

CRRN7: The Command Packet Length and Command Header Length fields are included in the calculation of the RC/CC/DS, if used.

CCRN8: The maximum length of the user data within one single SMS-PP shall be 140 bytes.

Error cases

CRRE1: The receiving entity does not perform the security verification if the CPI is not a 23.048 secured command packet identifier.

CRRE2: The command packet is discarded if the CHL field is inconsistent.

2.2.3    Test suite files

Test Applet: 


n.a.

Load Script: 


n.a.

Test Script:


SEC_SPP_CSS_1.scr
Cleanup Script:

SEC_SPP_CSS_1.clr
Parameter File:

n.a.

2.2.4 Test Procedure

Default settings :

SPI:

· No counter available

· No RC, CC or DS

· No ciphering

· PoR required to be sent to the SE
· No RC, CC or DS applied to PoR response to SE

· PoR response shall no be ciphered

· PoR shall be sent using SMS-DELIVER-REPORT

  KIC:

· keyset 2 (SIM), keyset 3 (USIM) 

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

  KID:

· keyset 1

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

TARSIM   01 23 45

TARUSIM   01 23 47

CNTR  00 00 00 00 00

PCNTR 00

Test procedure

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	Maximum length of user data is 140 bytes

Good Case : SMS with 140 bytes user data

1- SD (121 bytes): SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01 02 03 04 05 06 07 08 09 0A 0B 0C 0B 0E 0F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E  with offset 0
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed 

Bad Case : SMS with 141 bytes user data

3- SD (122 bytes): SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 03 02 03 04 05 06 07 08 09 0A 0B 0C 0B 0E 0F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E  5F with offset 0
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 01010203…5D5E
4- SW=9000, expected data shall be 01010203…5D5E
	2- SW=9000, expected data shall be 01010203…5D5E
4- SW=9000, expected data shall be 01010203…5D5E

	2
	CPL and CHL are included in the CC calculation 

Good Case : Correct CC calculation

1- SPI Cryptographic Checksum ,
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01 with offset 0,
CC is calculated with CPL and CHL
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed 

Bad Case : CPL not used for CC calculation

3- SPI Cryptographic Checksum ,
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 03 with offset 0,
CC is calculated without CPL
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed

Bad Case : CHL not used for CC calculation

5- SPI Cryptographic Checksum ,
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 05 with offset 0,
CC is calculated without CHL
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0201

4- SW=9000, expected data shall be 0201

6- SW=9000, expected data shall be 0201
	2- SW=9000, expected data shall be 0201

4- SW=9000, expected data shall be 0201

6- SW=9000, expected data shall be 0201

	3
	Incorret value of CPI

1- CNTR: 00 00 00 00 00
PCNTR: 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01

CPI: 00 
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0201
	2- SW=9000, expected data shall be 0201

	4
	inconsistent CHL field 

1- CNTR: 00 00 00 00 00
PCNTR: 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01

CHL: 00 
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0201
	2- SW=9000, expected data shall be 0201


2.2.5 Test Coverage

	CRR number
	Test case number

	N1
	Tested in (U)SIM_SEC_SPP_SSS

	N2
	Tested in (U)SIM_SEC_SPP_SSS

	N3
	Tested in (U)SIM_SEC_SPP_SSS

	N4
	Tested in (U)SIM_SEC_SPP_SSS

	N5
	Tested in (U)SIM_SEC_SPP_SSS

	N6
	Tested in (U)SIM_SEC_SPP_SSS

	N7
	2

	N8
	1

	E1
	3

	E2
	4


2.3 Command Packet contained in a Concatenated SMS-PP

2.3.1 Commands Description

Test Area Reference: SEC_SPP_CCS
2.3.2 Conformance Requirements

Normal execution

CRRN1: If the length of a Command Packet exceeds 140 octets, the Concatenated SMS mechanism as described in 3GPP TS 23.040 shall be used.

CRRN2: The User Data Header of the first SMS consists of:
- The Concatenation Control Header TLV according to 3GPP TS 23.040 (5 octets).
- The Command Packet Identifier as a TLV with Tag value 0x70 and Length value 0x00.

CRRN3: The two elements of the User Data Header (IEIa and IEIb) of the first SMS can be given in any order.

CRRN4: The User Data Header of subsequent SMS consists only of the Concatenated Control Header TLV.

CRRN5: The CPL to RC/CC/DS fields are coded as in a Single SMS-PP for the first SMS, and are not present in all subsequent SMS’.

CRRN6: For the first SMS, the value of the CPL field shall contain the length of the complete Command Packet, including all parts of the Secured Data.

CRRN7: If the data is ciphered, then it is ciphered before being broken down into individual concatenated elements. 

CRRN8: The Command Packet Length and Command Header Length fields are included in the calculation of the RC/CC/DS, if used.

2.3.3 Test suite files

Test Applet: 


n.a.

Load Script: 


n.a.

Test Script:


(U)SIM_SEC_SPP_CCS_1.scr

Cleanup Script:

(U)SIM_SEC_SPP_CCS_1.clr

Parameter File:

n.a.

2.3.4 Test Procedure

Default settings :

SPI:

· No counter available

· No RC, CC or DS

· No ciphering

· PoR required to be sent to the SE
· No RC, CC or DS applied to PoR response to SE

· PoR response shall no be ciphered

· PoR shall be sent using SMS-DELIVER-REPORT

  KIC:

· keyset 2 (SIM), keyset 3 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

  KID:

· keyset 2 (SIM), keyset 3 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

TARSIM   01 23 45

TARUSIM   01 23 47

CNTR  00 00 00 00 00  

PCNTR 00

Test procedure

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	No Ciphering and No Integrity

Good Case : Send 1st of 2 concatenated SMS, UDH (IEIb, IEIa)

1- SD – part 1 (121 bytes): 
SELECT MF, SELECT DFSIM TEST,  SELECT EFTARU, 
UPDATE BINARY 
01 01 02 03 04 05 06 07 08 09 0A 0B 0C 0B 0E 0F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E  with offset 0
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD not executed  

Good Case : Send 2nd of 2 concatenated SMS

3- SD – part 2: 
Continue the UPDATE BINARY from the 1st SMS. 
5F 60 61 62 63 64 65
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed  

Good Case : Send 1st of 2 concatenated SMS 

5- SD – part 2: 
UPDATE BINARY 01 07 with offset 0
SMS-PP-DOWNLOAD
6- READ BINARY EFTARU, verify SD not executed  

Good Case : Send 2nd of 2 concatenated SMS

7- - SD – part 1: 
SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 05 with offset 0
SMS-PP-DOWNLOAD 
8- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be FFFFFF…FF


4- SW=9000, expected data shall be 01010203…6465



6- SW=9000, expected data shall be 01010203

8- SW=9000, expected data shall be 0107
	2- SW=9000, expected data shall be FFFFFF…FF


4- SW=9000, expected data shall be 01010203…6465



6- SW=9000, expected data shall be 01010203

8- SW=9000, expected data shall be 0107

	2
	Mixed mode Ciphering and Integrity

Good Case : Send 1st of 2 concatenated SMS

1- SPI, Redundancy Check, Ciphering
KID, DES, DES in CBC mode
KIC, DES, DES in CBC mode
SD – part 1 (137 bytes): 
SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01, UPDATE BINARY 02 02, UPDATE BINARY 02 03, UPDATE BINARY 02 04, UPDATE BINARY 02 05, UPDATE BINARY 02 06, UPDATE BINARY 02 07, UPDATE BINARY 02 08, UPDATE BINARY 02 09, UPDATE BINARY 02 0A, UPDATE BINARY 02 0B, UPDATE BINARY 02 0C, all updates with offset 0 
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD not executed  

Good Case : Send 2nd of 2 concatenated SMS

3- SPI, Redundancy Check, Ciphering
KID, DES, DES in CBC mode
KIC, DES, DES in CBC mode
SD – part 2: 
UPDATE BINARY 02 0D, UPDATE BINARY 02 0E, UPDATE BINARY 02 0F
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0107


4- SW=9000, expected data shall be 020F
	2- SW=9000, expected data shall be 0107









4- SW=9000, expected data shall be 020F


2.3.5 Test Coverage

	CRR number
	Test case number

	N1
	1, 2

	N2
	1, 2

	N3
	1

	N4
	1, 2

	N5
	1, 2

	N6
	1, 2

	N7
	2

	N8
	2


2.4 Response packet structure

2.4.1 Commands Description

Test Area Reference: SEC_SPP_RPS
2.4.2 Conformance Requirements

Normal execution

CRRN1: The Single SMS-PP Response Packet is contained in the response message delivered by the UICC through SMS-DELIVER-REPORT or SMS-SUBMIT depending on b6 of SPI2.

CRRN2: The User Data Header of the Single SMS-PP response message is composed of one TLV field with a Tag value of 0x71 and a length value of 0x00.

CRRN3: When a Response Packet is too large to be contained in a Single SMS-PP a Response Packet containing the Status Code “More Time” should be returned followed by a complete Response Packet, which may be concatenated. 

 CRRN4: All fields of the Response Packet from the RPL to the Additional Response Data (except the RHI which is a Null field) are stored in order in the SM field of the response message structure.

CRRN5: The Response Packet Length field is coded over two octets. It shall not be coded according to ISO/IEC 7816-6. 

CRRN6: The Response Header Length field is coded over one octet. It shall not be coded according to ISO/IEC 7816-6. 

CRRN7: All fields from the TAR to the RC/CC/DS are coded as defined in the Generalised Response Packet Structure.

CRRN8: The Response Packet Length and the three preceding octets (UDHL and the Tag and Length fields from the UDH) are included in the calculation of the RC/CC/DS, if used.

2.4.3 Test suite files

Test Applet: 


n.a.

Load Script: 


n.a.

Test Script:


n.a.

Cleanup Script:

n.a.

Parameter File:

n.a.

2.4.4 Test Procedure

N.a. because tested within SEC_SPP_SMR.

2.4.5 Test Coverage

	CRR number
	Test case number

	N1
	Tested within (U)SIM_SEC_SPP_SMR

	N2
	Tested within (U)SIM_SEC_SPP_SMR

	N3
	Not testable

	N4
	Tested within (U)SIM_SEC_SPP_SMR

	N5
	Tested within (U)SIM_SEC_SPP_SMR

	N6
	Tested within (U)SIM_SEC_SPP_SMR

	N7
	Tested within (U)SIM_SEC_SPP_SMR

	N8
	Tested within (U)SIM_SEC_SPP_SMR


2.5 Security Mechanism for the Command Packet

2.5.1 Commands Description

Test Area Reference: SEC_SPP_SMC
2.5.2 Conformance Requirements

Normal execution

CRRN1: The receiving application, indicated by the TAR field, processes the command packet once the security checks have been performed successfully.

CRRN2: The security of a command packet is defined according to SPI first byte and can combine encryption, integrity and anti-replay features.

CRRN3: The bit3 of SPI1 is used with Kic byte to specify which type of encryption is applied to the command packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN4: The bits b1b2 of SPI1 are used with KID field to specify which type of integrity check  protects the command packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN5: The bits b4b5 of SPI1 are used to specify how should the anti-replay be checked with the CNTR field: CNTR can be either greater or incremented by 1 compared to the last accepted command packet.

CRRN6: The different security features are processed in the following order: The receiving entity first deciphers the secured command packet, then checks its integrity and finally checks the anti-replay counter.

CRRN7: The anti-replay counter of the receiving entity is only updated once all the security checks are performed successfully.

CRRN8: If the SPI1 indicates that no RC, CC or DS is present in the Command Header, the RC/CC/DS field shall be of zero length.

CRRN9: A command packet where SPI1 indicates “no counter available” has its 5 bytes CNTR field present.

CRRN10: In case of a ciphered command packet, the PCNTR indicates the number of padding bytes in the Secured Data field which are not processed by the receiving application.

Error cases

CRRE1: No data is sent to the receiving application when the receiving entity fails to decipher the message if required. 

CRRE2: No data is sent to the receiving application when the RC/CC/DS field check fails. 

CRRE3: No data is sent to the receiving application when the CNTR field is lower or equal to the counter of the receiving entity, if b5 of SPI1 is set to 1.

CRRE4: No data is sent to the receiving application when the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11.

CRRE5: If SPI1 indicates that RC, CC or DS is present in the Command Header and if padding is required, the padding octets shall be coded '00'. These octets shall not be included in the secured data. Otherwise, the message is rejected.

2.5.3 Test suite files

Test Applet: 


n.a.

Load Script: 


n.a.

Test Script:


(U)SIM_SEC_SPP_SMC_1.scr






(U)SIM_SEC_SPP_SMC_2.scr






(U)SIM_SEC_SPP_SMC_3.scr






(U)SIM_SEC_SPP_SMC_4.scr

Cleanup Script:

(U)SIM_SEC_SPP_SMC_1.clr





(U)SIM_SEC_SPP_SMC_2.clr






(U)SIM_SEC_SPP_SMC_3.clr






(U)SIM_SEC_SPP_SMC_4.clr

Parameter File:

n.a.

2.5.4 Test Procedure

2.5.4.1 (U)SIM_SEC_SPP_SMC_1, Testfocus counter

Testfocus: Counter 

SPI

· 00: No counter available (note 1)

· 01: Counter available; no replay or sequence checking (note 2)

· 10: Process if and only if counter value is higher than the value in the RE (note 3)

· 11: Process if and only if counter value is one higher than the value in the RE (note 4)
Default settings:

SPI:

· No RC, CC or DS

· No cipehring

· No PoR required to be sent to the SE
· 
· 
· 
  KIC:

· keyset 2 (SIM), keyset 3 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

  KID:

· keyset 2 (SIM), keyset 3 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

 TARSIM   01 23 45

TARUSIM   01 23 47

 PCNTR 00

       Counter in Smartcard is 00 00 00 00 00

Testprocedure:

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	No counter available

Good case: use maximum counter value

1- CNTR: FF FF FF FF FF
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Good case: use minimum counter value

3- CNTR: 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 03
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed

Bad case: counter missing in CP

5- remove CNTR from CP
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 05
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD not executed
	
	2- SW=9000, expected data shall be 0101


4- SW=9000, expected data shall be 0103


6- SW=9000, expected data shall be 0103
	2- SW=9000, expected data shall be 0101


4- SW=9000, expected data shall be 0103


6- SW=9000, expected data shall be 0103

	2
	Counter available; no replay or sequence checking

Good case : use maximum counter value

1- CNTR: FF FF FF FF FF
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Good case: use minimum counter value

3- CNTR: 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 03
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed

Bad case : counter missing in CP

5- remove CNTR from CP
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 05
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD not executed
	
	2- SW=9000, expected data shall be 0201


4- SW=9000, expected data shall be 0203


6- SW=9000, expected data shall be 0203
	2- SW=9000, expected data shall be 0201


4- SW=9000, expected data shall be 0203



6- SW=9000, expected data shall be 0203

	3
	Process if and only if counter value is higher than the value in the RE

Good case : counter one higher then in the RE

1- CNTR: 00 00 00 00 01
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 01    SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Good case : counter 0x10 higher then in RE

3- CNTR: 00 00 00 00 11
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 03   SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD executed

Bad case : counter 0x11 lower then in the RE

5- CNTR: 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 05   SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD not executed

Bad case : counter one lower then in the RE

7- CNTR: 00 00 00 00 10
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 07   SMS-PP-DOWNLOAD

8- READ BINARY EFTARU, verify SD not executed

Bad case : counter equal to value in the RE

9- CNTR: 00 00 00 00 11
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 09   SMS-PP-DOWNLOAD

10- READ BINARY EFTARU, verify SD not executed

Good case : counter 0x0F higher then in the RE

11- CNTR: 00 00 00 00 20
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 11    SMS-PP-DOWNLOAD

12- READ BINARY EFTARU, verify SD executed

Bad case : counter missing in CP

13- remove CNTR from CP
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 13
SMS-PP-DOWNLOAD

14- READ BINARY EFTARU, verify SD not executed
	
	2- SW=9000, expected data shall be 0301


4- SW=9000, expected data shall be 0303


6- SW=9000, expected data shall be 0303


8- SW=9000, expected data shall be 0303


10- SW=9000, expected data shall be 0303




12- SW=9000, expected data shall be 0311


14- SW=9000, expected data shall be 0311
	2- SW=9000, expected data shall be 0301


4- SW=9000, expected data shall be 0303


6- SW=9000, expected data shall be 0303


8- SW=9000, expected data shall be 0303


10- SW=9000, expected data shall be 0303




12- SW=9000, expected data shall be 0311


14- SW=9000, expected data shall be 0311

	4
	Process if and only if counter value is one higher than the value in the RE

Good case : counter one higher then in the RE

1- CNTR: 00 00 00 00 21
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 01    SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case : counter 0x02 higher then in RE

3- CNTR: 00 00 00 00 23
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 03   SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Bad case : counter 0x21 lower then in the RE

5- CNTR: 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 05   SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD not executed

Bad case : counter one lower then in the RE

7- CNTR: 00 00 00 00 20
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 07   SMS-PP-DOWNLOAD

8- READ BINARY EFTARU, verify SD not executed

Bad case : counter equal to value in the RE

9- CNTR: 00 00 00 00 21
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 09   SMS-PP-DOWNLOAD

10- READ BINARY EFTARU, verify SD not executed

Good case : counter one higher then in the RE

11- CNTR: 00 00 00 00 22
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 11    SMS-PP-DOWNLOAD

12- READ BINARY EFTARU, verify SD executed

Bad case : counter missing in CP

13- remove CNTR from CP
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 13
SMS-PP-DOWNLOAD

14- READ BINARY EFTARU, verify SD not executed
	
	2- SW=9000, expected data shall be 0401


4- SW=9000, expected data shall be 0401


6- SW=9000, expected data shall be 0401


8- SW=9000, expected data shall be 0401


10- SW=9000, expected data shall be 0401



12- SW=9000, expected data shall be 0411


14- SW=9000, expected data shall be 0411
	2- SW=9000, expected data shall be 0401


4- SW=9000, expected data shall be 0401


6- SW=9000, expected data shall be 0401


8- SW=9000, expected data shall be 0401


10- SW=9000, expected data shall be 0401



12- SW=9000, expected data shall be 0411


14- SW=9000, expected data shall be 0411


2.5.4.2 (U)SIM_SEC_SPP_SMC_2, Testfocus integrity

Testfocus : Integrity

SPI

· 01: Redundancy Check

· 10: Cryptographic Checksum

KID

· 01: DES

· 00: DES in CBC mode

· 01: Triple DES in outer-CBC mode using two different keys

· 10: Triple DES in outer-CBC mode using three different keys

Default settings:

SPI:

· No cipehring

· No PoR response to SE

· 
· 
· 
KIC:

· keyset 2 (SIM), keyset 3 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

Keysets :

· Keyset 2 (SIM), keyset 3 (USIM), key for DES in CBC mode

· Keyset 9, key for Triple DES in outer-CBC mode using two different keys

· Keyset 10, key for Triple DES in outer-CBC mode using three different keys

· Keyset 15, key for DES in ECB mode
TARSIM   01 23 45

TARUSIM   01 23 47

CNTR  00 00 00 00 00  

PCNTR 00

Length of RC/CC equal to 8
Test procedure :
	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	Redundancy Check

1. Not testable, because no mandatory algorithm specified.
	
	
	

	2
	Cryptographic Checksum, DES in CBC mode

Good case: correct CC

1- KID : Keyset 2 (SIM), keyset 3 (USIM), DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01, SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect CC

3- KID : Keyset 2 (SIM), keyset 3 (USIM), DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 03, Toggle bit 0 of the last CC byte after CC calculation 
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct CC

5- KID : Keyset 10, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 05, SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0201


4- SW=9000, expected data shall be 0201


6- SW=9000, expected data shall be 0205
	2- SW=9000, expected data shall be 0201


4- SW=9000, expected data shall be 0201


6- SW=9000, expected data shall be 0205

	3
	Cryptographic Checksum, Triple DES in outer-CBC mode using two different keys
Good case: correct CC

1- KID : Keyset 9, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 01, SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect CC

3- KID : Keyset 9, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 03, Toggle bit 0 of the last CC byte after CC calculation 
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct CC

5- KID : Keyset 10, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 05, SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0301


4- SW=9000, expected data shall be 0301



6- SW=9000, expected data shall be 0305
	2- SW=9000, expected data shall be 0301


4- SW=9000, expected data shall be 0301




6- SW=9000, expected data shall be 0305

	4
	Cryptographic Checksum, Triple DES in outer-CBC mode using three different keys

Good case: correct CC

1- KID : Keyset 10, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 01, SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect CC

3- KID : Keyset 10, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 03, Toggle bit 0 of the last CC byte after CC calculation 
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct CC

5- KID : Keyset 10, DES 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 05, SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0401


4- SW=9000, expected data shall be 0401


6- SW=9000, expected data shall be 0405
	2- SW=9000, expected data shall be 0401


4- SW=9000, expected data shall be 0401


6- SW=9000, expected data shall be 0405


2.5.4.3 (U)SIM_SEC_SPP_SMC_3, Testfocus ciphering

Testfocus : Ciphering

KIC

· 01: DES

· 00: DES in CBC mode

· 01: Triple DES in outer-CBC mode using two different keys

· 10: Triple DES in outer-CBC mode using three different keys

· 11: DES in ECB mode
Default settings :

SPI:

· No RC, CC or DS

· Ciphering

· No PoR required to be sent to the SE

· 
· 
· 
KID:

· keyset 2 (SIM), keyset 3 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

KIC

· 01: DES

Keysets :

· Keyset 2 (SIM), keyset 3 (USIM), key for DES in CBC mode

· Keyset 9, key for Triple DES in outer-CBC mode using two different keys

· Keyset 10, key for Triple DES in outer-CBC mode using three different keys

· Keyset 15, key for DES in ECB mode
TARSIM   01 23 45

TARUSIM   01 23 47

CNTR  00 00 00 00 00

Test procedure :

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	DES in CBC mode

Good case: correct ciphering

1- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect ciphering

not testable

Bad case: correct ciphering but PCNTR one to low

3- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 02
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 05, padding bytes 00 00 00
Cipher with 3 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering

5- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 07, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0101



4- SW=9000, expected data shall be 0101


6- SW=9000, expected data shall be 0107
	2- SW=9000, expected data shall be 0101



4- SW=9000, expected data shall be 0101


6- SW=9000, expected data shall be 0107

	2
	Triple DES in outer-CBC mode using two different keys

Good case: correct ciphering

1- KIC : Keyset 9
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect ciphering

not testable

Bad case: correct ciphering but PCNTR one to low

3- KIC : Keyset 9
PCNTR: 02
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 05, padding bytes 00 00 00
Cipher with 3 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering

5- KIC : Keyset 9
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 07, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0201

4- SW=9000, expected data shall be 0201

6- SW=9000, expected data shall be 0207
	2- SW=9000, expected data shall be 0201

4- SW=9000, expected data shall be 0201

6- SW=9000, expected data shall be 0207

	3
	Triple DES in outer-CBC mode using three different keys

Good case: correct ciphering

1- KIC : Keyset 10
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 01, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect ciphering

not testable

Bad case: correct ciphering but PCNTR one to low

3- KIC : Keyset 10
PCNTR: 02
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 05, padding bytes 00 00 00
Cipher with 3 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering

5- KIC : Keyset 10
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 07, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0301

4- SW=9000, expected data shall be 0301





6- SW=9000, expected data shall be 0307
	2- SW=9000, expected data shall be 0301

4- SW=9000, expected data shall be 0301





6- SW=9000, expected data shall be 0307

	4
	DES in EBC mode

Good case: correct ciphering

1- KIC : Keyset 15
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 01, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect ciphering

not testable

Bad case: correct ciphering but PCNTR one to low

3- KIC : Keyset 15
PCNTR: 02
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 05, padding bytes 00 00 00
Cipher with 3 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering

5- KIC : Keyset 15
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 04 07, Padding bytes 00 00 00
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0401


4- SW=9000, expected data shall be 0401


6- SW=9000, expected data shall be 0407
	2- SW=9000, expected data shall be 0401


4- SW=9000, expected data shall be 401


6- SW=9000, expected data shall be 0407


2.5.4.4 (U)SIM_SEC_SPP_SMC_4, Testfocus mixed mode integrity, ciphering and counter

Default setting :

SPI:

· 10: Cryptographic Checksum
· Ciphering

· No PoR required to be sent to the SE

· 
· 
· 
KID:

· keyset 2 (SIM), keyset 3 (USIM)

· 01: DES

· 00: DES in CBC mode

KIC

· keyset 2 (SIM), keyset 3 (USIM)

· 01: DES

· 00: DES in CBC mode

Keysets :

· Keyset 2 (SIM), keyset 3 (USIM), key for DES in CBC mode

TARSIM   01 23 45

TARUSIM   01 23 47

CNTR  00 00 00 00 00

Test procedure :

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	Mixed mode Ciphering, Integrity, no counter available

Good case: correct ciphering and correct CC

1- PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01 Padding bytes 00 00 00
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case: incorrect ciphering (as a result incorrect CC)

3- PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 03 padding bytes 00 00 00
Toggle bit 0 of the last padding byte after correct ciphering
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Bad case: correct ciphering but PCNTR one to more and correct CC

5- PCNTR: 07
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 05 padding bytes 00 00 00
Cipher with 3 padding bytes.
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD not executed

Bad case: correct ciphering and incorrect CC

7- PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 05 padding bytes 00 00 00
Toggle bit 0 of last CC byte after CC calculation.
SMS-PP-DOWNLOAD

8- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering and correct CC

9- PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 09 Padding bytes 00 00 00
SMS-PP-DOWNLOAD

10- READ BINARY EFTARU, verify SD executed
	
	2- SW=9000, expected data shall be 0101

4- SW=9000, expected data shall be 0101


6- SW=9000, expected data shall be 0101


8- SW=9000, expected data shall be 0101


10- SW=9000, expected data shall be 0109
	2- SW=9000, expected data shall be 0101

4- SW=9000, expected data shall be 0101


6- SW=9000, expected data shall be 0101


8- SW=9000, expected data shall be 0101


10- SW=9000, expected data shall be 0109

	2
	Mixed mode Ciphering, Integrity, Process if and only if counter value is higher than the value in the RE

Good case: correct ciphering, correct CC, correct counter

1- CNTR: 00 00 01 00 00
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01 Padding bytes 00 00 00
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed

Bad case:correct ciphering, correct CC, counter to low

3- CNTR: 00 00 01 00 00
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 03 padding bytes 00 00 00
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering, correct CC, correct counter

5- CNTR: 00 00 01 00 01
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 05 Padding bytes 00 00 00
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD executed

Bad case: correct ciphering, incorrect CC, correct counter

7- CNTR: 00 00 01 00 02
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 07 Padding bytes 00 00 00
Toggle bit 0 of last CC byte after CC calculation.
SMS-PP-DOWNLOAD

8- READ BINARY EFTARU, verify SD executed

Good case: correct ciphering, correct CC, correct counter

9- CNTR: 00 00 01 00 02
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 09 Padding bytes 00 00 00
SMS-PP-DOWNLOAD

10- READ BINARY EFTARU, verify SD executed

Bad case: incorrect ciphering (as a result incorrect CC), correct counter

11- CNTR: 00 00 01 00 03
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 11 padding bytes 00 00 00
Toggle bit 0 of the last padding byte after correct ciphering
SMS-PP-DOWNLOAD

12- READ BINARY EFTARU, verify SD not executed

Good case: correct ciphering, correct CC, correct counter

13- CNTR: 00 00 01 00 03
PCNTR: 03
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 13 padding bytes 00 00 00
SMS-PP-DOWNLOAD

14- READ BINARY EFTARU, verify SD not executed
	
	2- SW=9000, expected data shall be 0201
4- SW=9000, expected data shall be 0201





6- SW=9000, expected data shall be 0205

8- SW=9000, expected data shall be 0205

10- SW=9000, expected data shall be 0209

12- SW=9000, expected data shall be 0209





14- SW=9000, expected data shall be 0213
	2- SW=9000, expected data shall be 0201
4- SW=9000, expected data shall be 0201





6- SW=9000, expected data shall be 0205

8- SW=9000, expected data shall be 0205

10- SW=9000, expected data shall be 0209

12- SW=9000, expected data shall be 0209

14- SW=9000, expected data shall be 0213


2.5.5 Test Coverage

	CRR number
	Test case number

	N1
	(U)SIM_SEC_SPP_SMC_1:
1, 2, 3, 4 (U)SIM_SEC_SPP_SMC_2:
1, 2, 3, 4 (U)SIM_SEC_SPP_SMC_3:
1, 2, 3, 4
(U)SIM_SEC_SPP_SMC_4:
1, 2

	N2
	(U)SIM_SEC_SPP_SMC_1:
1, 2, 3, 4 (U)SIM_SEC_SPP_SMC_2:
1, 2, 3, 4 (U)SIM_SEC_SPP_SMC_3:
1, 2, 3, 4
(U)SIM_SEC_SPP_SMC_4:
1, 2

	N3
	(U)SIM_SEC_SPP_SMC_3:
1, 2, 3, 4

	N4
	(U)SIM_SEC_SPP_SMC_2:
1, 2, 3, 4

	N5
	(U)SIM_SEC_SPP_SMC_1:
1, 2, 3, 4

	N6
	(U)SIM_SEC_SPP_SMC_4:
1, 2

	N7
	(U)SIM_SEC_SPP_SMC_4:
2

	N8
	(U)SIM_SEC_SPP_SMC_1:
1, 2, 3, 4

	N9
	(U)SIM_SEC_SPP_SMC_1:
1

	N10
	(U)SIM_SEC_SPP_SMC_3:
1, 2, 3, 4

	E1
	(U)SIM_GPS_SPP_SMRP:
1

	E2
	(U)SIM_GPS_SPP_SMRP:
1

	E3
	(U)SIM_GPS_SPP_SMRP:
1

	E4
	(U)SIM_SEC_SPP_SMC_1:4

	E5
	(U)SIM_SEC_SPP_SMC_2:2


2.6 Security Mechanism for the Response Packet

2.6.1 Commands Description

Test Area Reference: SEC_SPP_SMR
2.6.2 Conformance Requirements

Normal execution

CRRN1: The response packet is sent by the receiving entity when the command packet format is correct and SPI2 requires a PoR, even when a ciphering, integrity or anti-replay error occurs.

CRRN2: The security of a response packet is defined according to the second byte of SPI and can combine encryption and integrity.

CRRN3: If an error occurs in the security checks or in the receiving application and b2b1 of SPI2  is set to 10 (PoR on error), then a response packet is sent back by the receiving entity.

CRRN4: The TAR and CNTR fields of the deciphered response packet are the same as in the deciphered command packet.

CRRN5: The RC/CC/DS field is not included in the response packet when b4b3 in SPI2 are set to 00 (No RC/CC/DS).

CRRN6: The response packet is sent unciphered when b5 of SPI2 is set to 0.

CRRN7: The bit5 of SPI2 is used with Kic byte to specify which type of encryption is applied to the response packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN8: The bits b3b4 of SPI2 are used with KID field to specify which type of integrity check  protects the response packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be used.

CRRN9: In case of a ciphered response packet, the PCNTR indicates the number of padding bytes appended in the Secured Data field.

CRRN10: If a command packet with a PoR required is successfully delivered to the receiving application, then the response status code in the corresponding response packet is 0 (PoR OK).

Error cases

CRRE1: The receiving entity sends a response packet with a Response Status Code set to ‘01’ (RC/CC/DS failed) if there is an error in the calculation of RC/CC/DS and a PoR is requested.

CRRE2: The receiving entity sends a response packet with a Response Status Code set to ‘05’ (ciphering error) when deciphering fails in a ciphered command packet with PoR requesting encryption. This occurs e.g. when bits b5-b8 of Kic indicate an incorrect key identifier or when the ciphered data length is not correct.

CRRE3: The receiving entity sends a response packet with a Response Status Code set to ‘02’ (CNTR low) when the CNTR field is lower than or equal to the counter of the receiving entity, if  bit b5 of SPI1 is set to 1 and a PoR is requested.

CRRE4: The receiving entity sends a response packet with a Response Status Code set to ‘03’ (CNTR high) when the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11 and a PoR is requested.

CRRE5: The receiving entity sends a response packet with a Response Status Code set to ‘04’ (CNTR blocked) when the counter of the receiving entity is set to its maximum value (0xFFFFFFFFFF), if b5 of SPI1 is 1 and a PoR is requested.

CRRE6: The receiving entity sends a response packet with a Response Status Code set to ‘09’ (TAR unknown) when there is no application matched by this TAR, if a PoR is requested.

CRRE7: The receiving entity sends a response packet with a Response Status Code set to ‘0A’ (Insufficient security level) when the application matched by this TAR has a minimum security level higher than the command packet one and a PoR is requested.

2.6.3 Test suite files

Test Applet: 


n.a.

Load Script: 


n.a.

Test Script:


(U)SIM_SEC_SPP_SMR_1.scr

Cleanup Script:

(U)SIM_SEC_SPP_SMR_1.clr

Parameter File:

n.a.

2.6.4 Test Procedure

Testfocus : PoR

SPI

· 00: No PoR reply to the Sending Entity (SE)

· 01: PoR required to be sent to the SE

· 10: PoR required only when an error has occured

· 00: No RC, CC or DS applied to PoR response to SE

· 01: PoR response with simple RC applied to it

· 10: PoR response with CC applied to it

· 0 : PoR response shall not be ciphered

· 1 : PoR response shall be ciphered

· 0 : PoR response shall be sent using SMS-DELIVER-REPORT

· 1 : PoR response shall be sent using SMS-SUBMIT
Default settings :

SPI:

· Process if and only if counter value is higher than the value in the RE

· Cryptographic Checksum

· Ciphering

KIC:

· keyset 4 (SIM), keyset 5 (USIM)

· 00: Algorithm known implicitly by both entities

· 00: DES in CBC mode

KID

·  keyset 4 (SIM), keyset 5 (USIM)

· 01: DES

· 00: DES in CBC mode

· PCNTR 00

· Length of RC/CC equal to 8
Keysets :

·  keyset 4 (SIM), keyset 5 (USIM), key for DES in CBC mode

· Keyset 9, key for Triple DES in outer-CBC mode using two different keys

· Keyset 10, key for Triple DES in outer-CBC mode using three different keys

· Keyset 15, key for DES in ECB mode
TARSIM   01 23 45

TARUSIM   01 23 47

Test procedure

	Id
	Description
	API​-Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	0
	SELECT DFSIM TEST, SELECT EFTARU
	
	
	

	1
	PoR required to be sent to the SE
(No RC, CC or DS applied to PoR response to SE)
(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 01 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 01 
SMS-PP-DOWNLOAD

2- GET RESPONSE 


3- READ BINARY EFTARU, verify SD executed


Bad case: SMS-DELIVER-REPORT, CNTR low

4- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 04
SMS-PP-DOWNLOAD

5- GET RESPONSE

6- READ BINARY EFTARU, verify SD not executed


Bad case: SMS-DELIVER-REPORT, CC failed 

7- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 01 01, erroneous CC
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 07
SMS-PP-DOWNLOAD

8- GET RESPONSE

9- READ BINARY EFTARU, verify SD not executed


Bad case: SMS-DELIVER-REPORT, Chipering error 

not testable

Good case: SMS-SUBMIT

10- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 01 10
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 13, SMS-PP-DOWNLOAD

11- FETCH


12- TERMINAL RESPONSE

13- READ BINARY EFTARU, verify SD executed


Bad case: SMS- SUBMIT, CNTR low

14- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 17, SMS-PP-DOWNLOAD

15- FETCH

16- TERMINAL RESPONSE

17- READ BINARY EFTARU, verify SD not executed


Bad case: SMS- SUBMIT, CC failed 

18- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 01 11, erroneous CC
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 01 21, SMS-PP-DOWNLOAD

19- FETCH

20- TERMINAL RESPONSE

21- READ BINARY EFTARU, verify SD not executed


Bad case: SMS- SUBMIT, Chipering error 

not testable
	
	1- SW=9F13




2- SC=00
ARD=049000


3- SW=9000, expected data shall be 0101


4- SW=9F10




5- SC=02 

6- SW=9000, expected data shall be 0101


7- SW=9F10


8- SC=01

9- SW=9000, expected data shall be 0101


10- SW=9130 or 91 2E (depending on the Alpha Id TLV)



11- SC=00
ARD=049000

13- SW=9000, expected data shall be 0113


14- SW=912B or 91 2D (depending on the Alpha Id TLV) 




15- SC=02

17- SW=9000, expected data shall be 0113


18- SW=912B or 91 2D (depending on the Alpha Id TLV) 




19- SC=01

21- SW=9000, expected data shall be 0113 
	1- SW=6113



2- SC=00
ARD=049000


3- SW=9000, expected data shall be 0101


4- SW=6110




5- SC=02 

6- SW=9000, expected data shall be 0101


7- SW=6110


8- SC=01

9- SW=9000, expected data shall be 0101


10- SW=9130 or 91 2E (depending on the Alpha Id TLV)



11- SC=00
ARD=049000

13- SW=9000, expected data shall be 0113


14- SW=912B or 91 2D (depending on the Alpha Id TLV) 




15- SC=02

17- SW=9000, expected data shall be 0113


18- SW=912B or 91 2D (depending on the Alpha Id TLV) 




19- SC=01

21- SW=9000, expected data shall be 0113 

	2
	No PoR reply to the Sending Entity (SE) 
(No RC, CC or DS applied to PoR response to SE)
(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 02 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 01
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed


Bad case: SMS-DELIVER-REPORT, CNTR low

3- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 03
SMS-PP-DOWNLOAD

4- READ BINARY EFTARU, verify SD not executed


Bad case: SMS-DELIVER-REPORT, CC failed 

5- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 02 01, erroneous CC
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 05
SMS-PP-DOWNLOAD

6- READ BINARY EFTARU, verify SD not executed


Bad case: SMS-DELIVER-REPORT, Chipering error 

not testable

Good case: SMS-SUBMIT

7- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 02 10
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 09
SMS-PP-DOWNLOAD

8- READ BINARY EFTARU, verify SD executed


Bad case: SMS- SUBMIT, CNTR low

9- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 11
SMS-PP-DOWNLOAD

10- READ BINARY EFTARU, verify SD not executed


Bad case: SMS- SUBMIT, CC failed 

11- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 02 11, erroneous CC
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 02 13
SMS-PP-DOWNLOAD

12- READ BINARY EFTARU, verify SD not executed


Bad case: SMS- SUBMIT, Chipering error 

not testable
	
	1- SW=9000




2- SW=9000, expected data shall be 0201


3-  SW=9000




4-SW=9000, expected data shall be 0201


5- SW=9000




6- SW=9000, expected data shall be 0201


7- SW=9000




8- SW=9000, expected data shall be 0209


9- SW=9000




10- SW=9000, expected data shall be 0209


11- SW=9000 


 

12- SW=9000, expected data shall be 0209



	1- SW=9000




2- SW=9000, expected data shall be 0201


3-  SW=9000




4-SW=9000, expected data shall be 0201


5- SW=9000




6- SW=9000, expected data shall be 0201


7- SW=9000




8- SW=9000, expected data shall be 0209


9- SW=9000




10- SW=9000, expected data shall be 0209


11- SW=9000 


 

12- SW=9000, expected data shall be 0209




	3
	PoR required only when an error has occured
(No RC, CC or DS applied to PoR response to SE)
(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 03 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 01
SMS-PP-DOWNLOAD

2- READ BINARY EFTARU, verify SD executed


Bad case: SMS-DELIVER-REPORT, CNTR low

3- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 03, SMS-PP-DOWNLOAD

4- GET RESPONSE

5- READ BINARY EFTARU, verify SD not executed


Bad case: SMS-DELIVER-REPORT, CC failed 

6- PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 03 01, erroneous CC
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 06, SMS-PP-DOWNLOAD

7- GET RESPONSE

8- READ BINARY EFTARU, verify SD not executed


Bad case: SMS-DELIVER-REPORT, Chipering error 

not testable

Good case: SMS-SUBMIT

9- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 03 10
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 09
SMS-PP-DOWNLOAD

10- READ BINARY EFTARU, verify SD executed


Bad case: SMS- SUBMIT, CNTR low

11- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 00 00
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 11
SMS-PP-DOWNLOAD

12- FETCH

13- TERMINAL RESPONSE

14- READ BINARY EFTARU, verify SD not executed


Bad case: SMS- SUBMIT, CC failed 

15- PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 03 11, erroneous CC
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 03 15
SMS-PP-DOWNLOAD

16- FETCH

17- TERMINAL RESPONSE

18- READ BINARY EFTARU, verify SD not executed


Bad case: SMS- SUBMIT, Chipering error 

not testable
	
	1- SW=9000




2- SW=9000, expected data shall be 0301


3- SW=9F10



4- SC=02 

5- SW=9000, expected data shall be 0301


6- SW=9F10 




7- SC=01

8- SW=9000, expected data shall be 0301


9- SW=9000




10- SW=9000, expected data shall be 0309


11- SW=9134 




12-SC=02

14-SW=9000, expected data shall be 0309


15-SW=9134




16-SC=01

18-SW=9000, expected data shall be 0309
 


 
	1- SW=9000




2- SW=9000, expected data shall be 0301


3- SW=6110



4- SC=02 

5- SW=9000, expected data shall be 0301


6- SW=6110 




7- SC=01

8- SW=9000, expected data shall be 0301


9- SW=9000




10- SW=9000, expected data shall be 0309


11- SW=9134 




12-SC=02

14-SW=9000, expected data shall be 0309


15-SW=9134 




16-SC=01

18-SW=9000, expected data shall be 0309
 


 

	4
	PoR response with simple RC applied to it
not testable
	
	
	

	5
	PoR response with CC applied to it
(PoR required to be sent to the SE)
(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT 

1- PoR response shall be sent using SMS-DELIVER-REPORT
PoR response with CC applied to it
COUNTER 00 00 00 05 00 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 05 01
SMS-PP-DOWNLOAD

2- GET RESPONSE

3- READ BINARY EFTARU, verify SD executed


Good case: SMS-SUBMIT

4- PoR response shall be sent using SMS-SUBMIT
PoR response with CC applied to it
COUNTER 00 00 00 05 01 
SD: SELECT MF, SELECT DFSIM TEST, SELECT EFTARU, UPDATE BINARY 05 04, SMS-PP-DOWNLOAD

5- FETCH

6- TERMINAL RESPONSE

7- READ BINARY EFTARU, verify SD executed


	
	1- SW=9FXX





2- CC=

3- SW=9000, expected data shall be 0501



4-  SW=91XX




5- CC=

7- SW=9000, expected data shall be 0504
	1- SW=61XX





2- CC=

3- SW=9000, expected data shall be 0501



4-  SW=91XX




5- CC=

7- SW=9000, expected data shall be 0504

	6
	PoR response shall be ciphered
(PoR required to be sent to the SE)
(PoR response shall be ciphered)
(No RC, CC or DS applied to PoR response to SE)

DES in CBC mode 

Good case: correct ciphering

1- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 06 00
SMS-PP-DOWNLOAD

2- GET RESPONSE
Triple DES in outer-CBC mode using two different keys

Good case: correct ciphering

3- KIC : Keyset 9
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 00 00, counter low
SMS-PP-DOWNLOAD

4- GET RESPONSE

Triple DES in outer-CBC mode using three different keys

Good case: correct ciphering

5- KIC : Keyset 10
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 06 01
SMS-PP-DOWNLOAD

6- FETCH

7- TERMINAL RESPONSE

DES in EBC mode

Good case: correct ciphering

8- KIC : Keyset 15
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 00 00, counter low
SMS-PP-DOWNLOAD

9- FETCH

10- TERMINAL RESPONSE
	
	1- SW=9FXX

2- SC=00 deciphered
ARD=019000deciphered
3- SW=9FXX

4- SC=02 deciphered
5- SW=91XX

6- SC=00 deciphered
ARD=019000deciphered
8- SW=91XX

9- SC=02 deciphered



	1- SW=61XX

2- SC=00 deciphered
ARD=019000deciphered
3- SW=61XX

4- SC=02 deciphered
5- SW=91XX

6- SC=00 deciphered
ARD=019000deciphered
8- SW=91XX

9- SC=02 deciphered




	7
	PoR response shall be ciphered and CC applied to it
(PoR required to be sent to the SE)
(PoR response shall be ciphered)
(PoR response with CC applied to it)

DES in CBC mode 

Good case: correct ciphering

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 07 00
SMS-PP-DOWNLOAD

2- GET RESPONSE
Triple DES in outer-CBC mode using two different keys

Good case: correct ciphering

3- KIC : Keyset 9
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 00 00, counter low
SMS-PP-DOWNLOAD

4- GET RESPONSE

Triple DES in outer-CBC mode using three different keys

Good case: correct ciphering

5- KIC : Keyset 10
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 07 01
SMS-PP-DOWNLOAD

6- FETCH



7- TERMINAL RESPONSE

DES in EBC mode

Good case: correct ciphering

8- KIC : Keyset 15
PCNTR: 01
SD: SELECT MF
padding byte 00
PoR response shall be sent using SMS-SUBMIT
COUNTER 00 00 00 00 00, counter low
SMS-PP-DOWNLOAD

9- FETCH


10- TERMINAL RESPONSE
	
	1- SW=9FXX

2- CC=
SC=00 deciphered
ARD=019000deciphered
3- SW=9FXX

4- CC=
 SC=02 deciphered
5- SW=91XX

6- CC=
SC=00 deciphered
ARD=019000deciphered
8- SW=91XX

9- CC=
SC=02 deciphered


	1- SW=61XX

2- CC=
SC=00 deciphered
ARD=019000deciphered
3- SW=61XX

4- CC=
 SC=02 deciphered
5- SW=61XX

6- CC=
SC=00 deciphered
ARD=019000deciphered
8- SW=91XX

9- CC=
SC=02 deciphered



	8
	Status Code for CNTR high 
(PoR required to be sent to the SE)

(counter only one higher)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00
SD: SELECT MF
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 10 00 00 07 00
SMS-PP-DOWNLOAD

2- GET RESPONSE
	
	1- SW=9F10°
2- SC=03
	1- SW=6110

2- SC=03 

	9
	Status Code for TAR unknown 
(PoR required to be sent to the SE)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00
SD: SELECT MF
PoR response shall be sent using SMS-DELIVER-REPORT

COUNTER 00 00 00 07 02
TAR: ABCDEF

SMS-PP-DOWNLOAD

2- GET RESPONSE
	
	1- SW=9F10
2- SC=09
	1- SW=6110

2- SC=09 

	10
	Status Code for Insufficient security level 
(PoR required to be sent to the SE)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00
SD: SELECT MF
PoR response shall be sent using SMS-DELIVER-REPORT

COUNTER 00 00 00 07 03

TAR: 000000

SMS-PP-DOWNLOAD

2- GET RESPONSE
	
	1- SW=9F10
2- SC=0A
	1- SW=6110

2- SC=0A 

	11
	Status Code for CNTR blocked 
(PoR required to be sent to the SE)
1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00
SD: SELECT MF
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER FF FF FF FF FF
SMS-PP-DOWNLOAD

2- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00
SD: SELECT MF
PoR response shall be sent using SMS-DELIVER-REPORT
COUNTER 00 00 00 07 20
SMS-PP-DOWNLOAD

3- GET RESPONSE
	
	3- SW=9F10
4- SC=04
	3- SW=6110

4- SC=04 


2.6.5 Test Coverage

	CRR number
	Test case number

	N1
	1

	N2
	3, 4, 5, 6, 7

	N3
	3

	N4
	1

	N5
	1

	N6
	1

	N7
	6

	N8
	5

	N9
	6

	N10
	1

	E1
	1

	E2
	1

	E3
	1

	E4
	8

	E5
	11

	E6
	9

	E7
	10
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