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1 Annex A commands
1.1
Remote Applet Management
1.1.1 
Commands Description

Test Area Reference: ANA_RAM_CMDS
1.1.1.1
Conformance Requirements

Normal execution

CRRN1: The minimum security applied to a Secured Packet containing Applet Management Commands shall be integrity using CC or DS
.

CRRN2: 
The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management, therefore the corresponding data field length for the file DAP shall be set to 0.
 

Error

CRRE1: If the AID is already present in the registry the card shall reject the applet downloading.

1.1.1.2
Test suite files

Test Script: 


(U)SIM_ANA_RAM_CMDS_1.scr

Test Applet: 


ANA_RAM_CMDS_1.java

Load Script: 




Cleanup Script:

(U)SIM_ANA_RAM_CMDS_1.clr

Parameter File:

ANA_RAM_CMDS_1.par

1.1.1.3
Test Procedure

Note: for the following tests cases the PoR is sent using SMS Deliver-Report.

Id
Description
API Expectation
SIM APDU Expectation
USIM APDU Expectation







1
An install(load) with no security applied shall fail
1- Send a formatted SMS with a PoR required on error, which contains an Install(load) for the test applet with no security applied.

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2
An install(load) with CC applied shall be successful
1- Send a formatted SMS with a PoR required on error, which contains an Install(load) for the test applet with CC applied.

1-  SW 90 00
1-  SW 90 00

3


A load command with no security applied shall fail
1- Send a formatted SMS with a PoR required on error which contains a Load command for the first data block of the test applet with no security applied.

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

4
A load command with CC applied shall be successful
1- Send a formatted SMS with a PoR required on error which contains a Load command for the first data block of the test applet with CC applied.
2- If necessary: Send all further formatted SMS’ with a PoR required on error and with CC applied to load the remainder of the test applet.

1-  SW 90 00

2- SW 90 00 (for each SMS)
1-  SW 90 00
2- SW 90 00 (for each SMS)

5
An install(install) with no security applied shall fail

1- Send a formatted SMS with a PoR required on error, which contains an Install(install) for the test applet with no security applied.

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

6
An install(install) with CC applied shall be successful
1- Send a formatted SMS with a PoR required on error, which contains an Install(install) for the test applet with CC applied.

1- SW 90 00
1- SW 90 00

7
An install(makeSelectable) with no security shall fail
1- Send a formatted SMS with a PoR required on error, which contains an Install(MakeSelectable) for the test applet with no security applied.

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

8
An install(makeSelectable) with CC applied shall be successful
1- Send a formatted SMS with a PoR required on error, which contains an Install(MakeSelectable) for the test applet with CC applied.
2- Select the applet
3- Reset the card

1-  SW 90 00
2- SW 90 00
1-  SW 90 00


2- SW 90 00

9
A Set Status command with no security applied shall fail
1- Send a formatted SMS with a PoR required on error, which contains a Set Status command with no security applied. The command shall set the test applet instance to the state LOCKED.

2- Select the test applet

3- Reset the card

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2- SW 90 00

1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2- SW 90 00

10
A Set Status command with CC applied shall be successful
1- Send a formatted SMS with a PoR required on error, which contains a Set Status command with CC applied. The command shall set the test applet instance to the state LOCKED.

2- Select the applet instance
3- Reset the card

1- SW  90 00

2- SW 6X XX
1- SW  90 00

2- SW 6X XX


11
A Get Status command with no security applied shall fail
1- Send a formatted SMS with a PoR required on error, which contains a Get Status command for the test applet instance with no security applied.

 

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

12
A Get Status command with CC applied shall be successful

1- Send a formatted SMS with a PoR required on error, which contains a Get Status command for the test applet instance with CC applied.

2- Send a formatted SMS with a PoR required on error, which contains a Set Status command with CC applied. The command shall set the status of the test applet instance to SELECTABLE.

1- SW 90 00

2- SW 90 00
1- SW 90 00

2- SW 90 00

13
A Delete command with no security applied shall fail

1- Send a formatted SMS with a PoR required on error, which contains a Delete command for the test applet instance with no security applied.

2- Select the test applet instance.

3- Reset the card

1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2- SW 90 00
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2- SW 90 00







14
A Delete command with CC applied shall be successful
1- Send a formatted SMS with a PoR required on error which contains a Delete command for the test applet instance with CC applied.

2- Select the test applet instance.

1- SW 90 00



2- SW 6X XX

1- SW 90 00


2- SW 6X XX
· 

15
A Get Data command with no security applied shall fail

1- Send a formatted SMS with a PoR required on error, which contains a Get Data command for the Card Resources with no security applied.



1-  SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’
1-  SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

16
A Get Data command with CC applied shall be successful

1- Send a formatted SMS with a PoR required on error, which contains a Get Data command for the Card Resources with CC applied.


 

1. SW 90 00
1. SW 90 00

17
A PutKey command with no security applied shall fail
1- Send a formatted SMS with a PoR required on error which contains a Put Key command to replace the KID of the first key set with “FF FF FF FF FF FF FF FF” with no security applied.
2- Send a formatted SMS with a PoR required which contains a SELECT MF command with CC applied. The CC shall be built using the default KID key “01 23 45 67 89 AB CD EF” and shall be checked with the KID of the first key set.

1- SW 9F 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2- SW 9F 13, additional data expected shall be 01 90 00.
1- SW 61 10, Response Status Code shall be 0A – ‘Insufficient Security Level’

2- SW 61 13, additional data expected shall be 01 90 00.

1.1.1.4
Test Coverage

CRR number
Test case number

N1
1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17 

E1
Not testable

RAM Command
with CC (successful)
no CC (unsuccessful)

DELETE
14
13

GET DATA
16
15

GET STATUS
12
11

INSTALL(LOAD)
2
1

INSTALL(INSTALL)
6
5

INSTALL(MAKE_SELECTABLE)
8
7

LOAD
4
3

SET STATUS
10
9

PUT KEY
not testable
17

�SEITE \# "'Seite: '#'�'"  �� Not testable because DS not standardized.


�SEITE \# "'Seite: '#'�'"  ��Why limited to Install commands?


�SEITE \# "'Seite: '#'�'"  ��Unclear how to test it and what expected behavior should be.





