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Foreword

This Technical Specification (TS) has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
The present document covers the minimum characteristics considered as necessary in order to provide compliance to TS 23.048 " Security Mechanisms for the (U)SIM application toolkit; Stage 2" [8].

The present document describes the technical characteristics and methods of test for testing the Security Mechanisms for the (U)SIM application toolkit. It specifies the following parts:

-
test applicability

-
test environment description

-
tests format

-
test area reference

-
conformance requirements

-
test suite files

-
test procedure

-
test coverage

-
a description of the associated testing tools that shall be used.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.048: "Security mechanisms for (U)SIM Application Toolkit; Stage 1".

[3]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[4]
3GPP TS 24.011: "Point‑to‑Point (PP) Short Message Service (SMS) support on mobile radio interface".

[5]
3GPP TS 51.011: "Specification of the Subscriber Identity Module ‑ Mobile Equipment (SIM ‑ ME) interface".

[6]
3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[7]
3GPP TS 43.019: "Subscriber Identity Module Application Programming Interface (SIM API); SIM API for Java Card™; Stage 2".

[8]
3GPP TS 23.048 Rel-5: "Digital cellular telecommunications system (Phase 2+); Security Mechanisms for the SIM application toolkit; Stage 2"

[9]
3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".

[10]
3GPP TS 24.012: "Short Message Service Cell Broadcast (SMSCB) support on the mobile radio interface".

[11]
3GPP TS 23.038: "Alphabets and language-specific information".

[12]
SUN Java Card Specification "Java Card 2.1 API Specification".

[13]
SUN Java Card Specification "Java Card 2.1 Runtime Environment Specification".

[14]
SUN Java Card Specification "Java Card 2.1 VM Architecture Specification".

[15]
Open Platform Card Specification version 2.0.1’

[16]
ETSI TS 101 220 "Numbering System for Telecommunication IC card applications".

3
Definitions and abbreviations

3.1
Definitions

Applet: An Applet is an application built up using a number of classes which will run under the control of the Java Card virtual machine.
Applet installation parameters: Default values for applet installation parameters.

Applet loading script: File containing the APDU commands that will load and install the test applet in the card.

CleanUp Script file: File containing the APDU commands that will restore the Default Initial Conditions on the SIM
Conformance Requirement Reference: Description of the expected card behaviour  according to TS 23.048.

Expected state: the state in which the (U)SIM is supposed to be after the execution of the test procedure applied on the relevant initial conditions
Security parameters: Minimum security requirements defined for the applet installation process.

Test Area: Set of Test Cases applicable to a specific part ( Security mechanisms, Remote file management, …) of the TS 23.048.

Test Case: Elementary test that checks the compliance with one or more Conformance Requirement References.

Test procedure: the sequence of actions/commands to perform all the test cases defined in a test area.

Test Script file: File containing the APDU commands that will execute and verify the test results. 

Test Applet: Applet designed to test a specific functionality of the TS 23.048.

3.2
Abbreviations

For the purpose of the present document, the following abbreviations apply, in addition to those listed in TR 21.905 [1]:

AC
Application Code

AID
Application Identifier

APDU
Application Protocol Data Unit

API
Application Programming Interface

CAD
Card Acceptance Device

FFS
For Further Study

IFD
Interface Device

JCRE
Java Card™ Run Time Environment

JVM
Java Virtual Machine

SIM
Subscriber Identity Module

SE
Sending Entity

4
Test Environment

This clause specifies requirements that shall be met and the testing rules that shall be followed during the test procedure.

4.1
Applicability

This specification contains tests that would ensure service interoperability between smart cards for “Security Mechanisms for the USAT”.

4.2
Test environment description

The general architecture for the test environment is:
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Note:
This diagram shows the test architecture required to test interoperability at both API and bytcode level. The latter is currently not included in the current specification. The diagram is for information.

4.3
Tests format

4.3.1 Test Area Reference

4.3.1.1 Format description

The area reference shall be derived from main area, sub area and subject from the TS [8] as follows:

	MainArea1
	Description of MainArea1

	
	SubArea1
	Description of SubArea1

	
	
	Subject1
	Description of Subject1

	
	
	Subject2
	Description of Subject2

	
	SubArea2
	Description of SubArea2

	
	
	Subject1
	Description of Subject1


Based on this format description, the test area reference name shall be:


<MainArea>_<SubArea>_<Subject>

See annex A for the acronym table.

4.3.1.1
Conformance requirements

The conformance requirements are expressed in the following way:

-
Normal execution:

-
Contains normal execution, each referenced as a Conformance Requirement Reference Normal (CRRN)
-
Error case:
-
Contains error cases, each referenced as a Conformance Requirement Reference Error (CRRE)
4.3.1.2
Test Area files

The files included in the Test Area use the following naming convention:
-
Test Script: 


[Mode]_[Test Area Reference]_[Test script number].scr

-
Test Applet: 


[Test Area Reference]_[Test applet number].java

-
Load Script: 


[Mode]_[Test Area Reference]_[Load Script number].ldr

-
Cleanup Script: 

[Mode]_[Test Area Reference]_[Cleanup Script number].clr

-
Parameter File:

[Test Area Reference]_[Parameter File number].par
The field [Mode] takes the values SIM or USIM depending on the type of application, SIM or USIM, for which the test script is dedicated.
The test script, applet, installation parameters, load script, cleanup script and conversion parameters numbers start from '1'.

The test script, load script and cleanup script shall share a common syntax and format (see Annex B).

The parameter file has an own syntax (see Annex G) and contains parameters to be used for CAP-file conversion and loading/cleanup script generation.

Scripts file shall be run in the following order:

[Mode]_ [Test Area Reference]_1.ldr

[Mode]_ [Test Area Reference]_1.scr

[Mode]_ [Test Area Reference]_1.clr

[Mode]_ [Test Area Reference]_2.ldr

[Mode]_ [Test Area Reference]_2.scr

[Mode]_ [Test Area Reference]_2.clr

….

[Mode]_ [Test Area Reference]_n.ldr

[Mode]_ [Test Area Reference]_n.scr

[Mode]_ [Test Area Reference]_n.clr

In case that one of the files is not needed, it shall be skipped during the tests execution.

4.3.1.3
Test Procedure

Each test procedure contains a table to indicate the test description and the expected responses from the applet and/or the APDU level as follows:

	

	Id
	Description
	Applet Expectation
	SIM APDU Expectation
	USIM APDU Expectation

	
	Test Case detailed description
	Applet expected behavior.
	Expected response at APDU level for a SIM application.
	Expected response at APDU level for an USIM application.


4.3.1.4
Test Coverage

The table at the end of each test procedure indicates the correspondence between the Conformance Requirements Reference (CRR) and the different test cases.

4.4
Initial Conditions

The Initial Conditions are a set of general prerequisites for the (U)SIM prior to the execution of testing. For each test procedure described in this document, the following rules apply to the Initial Conditions:

-
unless otherwise stated, the file system and the files content shall fulfil the requirements described in the "Default Prepersonalisation" paragraph;

-
unless otherwise stated, before installing the applet(s) relevant to the current test procedure, no packages specific to other test procedures shall be present.

When both statements apply, a test procedure is said to be in the "Default Initial Conditions" state.

4.4.1
Security parameters

The following key sets are required to run the security tests:

	Key set number
	Parameter
	Value
	Comment

	1
	KIC
	01 23 45 67 89 AB CD EF
	Keyset 1 is reserved for applet installation and shall not be modified by test cases

	
	KID
	01 23 45 67 89 AB CD EF
	

	
	Counter
	00 00 00 00 01
	

	9
	KIC
	01 23 01 23 01 23 01 23
32 10 32 10 32 10 32 10
	Reserved for SIM SMS_PP Test

	
	KID
	32 10 32 10 32 10 32 10
01 23 01 23 01 23 01 23
	

	
	Counter
	00 00 00 00 00
	

	10
	KIC
	11 11 11 11 11 11 11 11
22 22 22 22 22 22 22 22
33 33 33 33 33 33 33 33 
	Reserved for SIM SMS_PP Test

	
	KID
	01 01 01 01 01 01 01 01
02 02 02 02 02 02 02 02
03 03 03 03 03 03 03 03
	

	
	Counter
	00 00 00 00 00
	

	15
	KIC
	AA AA AA AA AA AA AA
	Reserved for SIM SMS_PP Test

	
	KID
	EE EE EE EE EE EE EE EE
	

	
	Counter
	00 00 00 00 00
	


Different counter range have to be used for SIM and USIM Test.

4.4.2 Prepersonalisation

The following table presentes the minimun prepersonnalisation required to run the test suites. 
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See annex C for the files description.

4.4.3
Environment

For tests interoperability reason, the Remote File Management Application TAR shall be set to ’01 23 45’ when running in a SIM mode, and to ’01 23 47’ when running in an USIM mode.

4.5
Package name

For the specific tests of 3GPP TS 43.019 compliant cards, the Java packages integrating this Test Suite shall follow this naming convention:

sim.test.security.[Test Area Reference]: 
Java Card packages containing Test Area for security features 

sim.test.remote.[Test Area Reference]: 
Java Card packages containing Test Area for remote management features 


Example: 
The package ../sim.test.remote.ANA_...  creates the following directory structure 

../sim/test/remote/ANA_.../ANA_..._[1..n].*,  where 'ANA_..._[1..n].*'  are the different test applets Java source files used in [Test Area Reference] ANA_....

4.6
AID Coding 

The AID coding for the Test Packages, Applet classes and Applet shall be as specified in  TS 101 220 [18]. In addition, the following TAR values are defined for use within the present document:

TAR Coding (3 bytes/ 24 bits): 

	b1
	b2
	b3
	b4
	b5
	b6
	
	
	b21
	b22
	b23
	b24
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Specific Test Applet Name

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Test Package Identifier

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


4.6.1
Test package Identifier( bits b1-b3): 

000 reserved (as TAR= '00.00.00' is reserved for Card Manager)

001 Test suite

111  sim.test.util

other values are RFU

Application Provider specific data (1 byte):

'00' for Package

'01' for Applet class 

'02' for Applet Instance 

For example, the AID of Package sim.test.util is 'A0 00 00 00 09 00 02   FF FF   FF FF 89  E0 00 00   00'

4.6.2
Specific Test Applet Name 
Specific applet test name (bits b4-b24):

	b4
	b5
	b6
	b7
	b8
	b9
	b10
	b11
	b12
	b13
	b14
	b15
	b16
	b17
	b18
	b19
	b20
	b21
	b22
	b23
	b24

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Applet instance Number

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Package Number

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Set to 0


Package number (3 bits): it shall start with 1 for the class and shall be 0 for the package.

Applet Instance number (4 bits) defined in the test procedure it shall start with 1 for the applet instance and shall be 0 for package and class.

4.7
Test Equipment

These subclauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

4.7.1
APDU tool

This test tool shall meet the following requirements:

-
be able to send command to the card TPDU;

-
be able to check none, only a part, or all of the data returned;

-
be able to check none, only part, or all of the status returned;

-
be able to accept all valid status codes returned;

-
be able to support Reader commands;




-
if there is an error in data or status returned, the tool shall return an error.









4.7.2
Util packages

Annex D includes loading , testing and cleaning script examples.

4.7.3
Applet installation parameters 

4.7.3.1
Security parameters

Loading scripts shall use the following security parameters as stated in TS [8] for applet installation:

	Parameter
	Value in hexadecimal

	SPI
	0A 00

	KIC
	00

	KID
	11

	TAR
	00 00 00

	PCNTR
	00


4.7.3.2
Loading components

Cap files in loading scripts shall not include the descriptor component as described in Java Card 2.1 VM Architecture Specification [17].

4.8
Testing methodology

4.8.1
Test interfaces and facilities

The (U)SIM-ME interface provides the main transport interface for the purpose of performing conformance tests.

5
Test specification

TBU

Annex A (normative):
Test area reference acronym table

	SEC
	Security

	
	GSP
	Generalised Secured Packet testing

	
	
	CMD
	Command Packet structure

	
	
	RESP
	Response Packet Struture

	
	SPP
	SMS PP Implementation

	
	
	SSS
	Structure of SMS PP

	
	
	CSS
	Command Packet containing a Single SMS

	
	
	CCS
	Command Packet containing a Concatenated SMS

	
	
	RPS
	Response Packet Structure

	
	
	SMC
	Security Mechanism for Command Packet

	
	
	SMR
	Security Mechanism for Reponse Packet

	
	SCB
	SMS CB Implementation

	
	
	SCB
	Structure of SMS CB

	
	
	CCB
	Command Packet containing in a SMS CB

	
	
	SMC
	Security Mechanism for Command Packet

	RFM
	Remote File Management

	
	SRB
	SIM Remote file management Behaviour

	
	
	CMDS
	Command session description

	
	SCC
	SIM Command Coding

	
	
	INPT
	Input Commands

	
	
	OUPT
	Output commands

	
	SRP
	SIM Response Packet

	
	
	SMSP
	SMS PP Response Packet

	
	URB
	USIM R Remote file management Behaviour

	
	
	CMDS
	Command session description

	
	UCC
	USIM Command Coding

	
	
	INPT
	Input Commands

	
	
	OUPT
	Output commands

	
	URP
	USIM Response Packet

	
	
	SMSP
	SMS PP Response Packet

	RAM
	Remote Applet Management

	
	RAB
	Remote Applet management Behaviour

	
	
	CMDS
	Command session description

	
	
	MNGT
	Applet Management Behaviour

	
	RCC
	Command Coding

	
	
	STRC
	Command Coding Structure

	
	
	INPT
	Input Command Coding

	
	
	OUPT
	Output Command Coding

	
	SRP
	(U)SIM Response Packet

	
	
	SMSP
	SMS PP Response Packet

	ANA
	Annex A

	
	INS
	Install commands

	
	
	LOAD
	Install for Load Command

	
	
	INMS
	Install for Instal and Make Selectable Command

	
	CMD
	Commands

	
	
	PUTK
	Put Key Command

	
	
	GETD
	Get Data Command

	
	RAM
	Remote Applet Management Commands

	
	
	CMDS
	Command session description


Annex B (normative):
Script file syntax and format description

B.1
Syntax description
Following is a syntax description in BNF.

<statement list> ::= 
[ <statement> \n] +

<statement> ::= 
<simple> | <switch> | <blank line>
<simple> ::= 
<Mode> <reset> | <init> | <command> | <remark>

<Mode> ::= 
SIM | USIM
<reset> ::= 
RST
<init> ::= 
INI | <data>

<command> ::=  
CMD <data> [ <response> ] ( <status> )

<response> ::= 
[ <data> ]
<status> ::= 
( <hexbyte><hexbyte> ) 

<data> ::=
[ < hexbyte > ]+




<remark> ::= 
REM <text line>
<switch> ::= 
SWI { [<labelled list>] + }
<labelled list> ::= 
<label> : \n <statement list>

Description of syntax metalanguage :

\n
represents a linebreak

[ x ]
means x can appear optionally

[ x ] +
means 1 or more appearances of x

x | y
means x or y

 
[]{}:
(bold) these are characters that appear literally in the script files

<text line>
any character until the end of the line

<blank line>
a line containing no text is acceptable

<data>
each hexbyte are separated from the following by a whitespace 

<hexbyte>
single data byte written in hexadecimal

Any other statement begining with a command not defined in this document shall be ignored by the parser.
' ', '\t' : Can be used as separator. 

Leading and trailing separators will be ignored.

A long statement can be broken into several lines by using the character ‘\’ at the end of each line, except for   the last line.

For more details refer to the examples in B.3.

B.2
Semantics

Following is the meaning of each of the statements :

SIM 
Commands shall be performed in SIM mode in the INI sequence and RST. It is the default selected mode.
USIM
Commands shall be performed in USIM mode in the INI sequence and RST
CMD 
Sends an APDU Command to  the card, including (optionally) the expected response data and also (optionally) the expected status words SW1, SW2.
RST 
Resets and powers on the card and performs the following commands depending on the active mode. 

· In USIM mode: Perform a select of the first USIM application by using a select by partial AID (As specified in ETSI TS 101 220)
· In SIM mode: Perform a SIM select (CLA = A0) of the MF.
INI
Performs the terminal profile with the following data in USIM mode if  ‘USIM’ key word is present at the beginning of the script, or Performs the terminal profile with the following data in SIM mode otherwise (no mode specified or ‘SIM’ key word specified at the beginning of the script). 
Afterwards, it shall perform all the fetch and terminal response commands until there is no proactive session in progress.
REM  
Used for comments
SWI  
Activates a switch condition. Every labelled list represents a list of statements to be executed, if the label matches the SW resulting from the previously executed command.
Evaluation of expected response and status in the case of a CMD:

<response> 
data within […] has to be checked, it needs to be present for an outgoing command. Bytes written as XX shall not be checked by the APDU tool. When several responses are valid they shall be separated by commas.
<status>
status contained within (…) has to be checked; when several status are valid they shall be separated by commas. Nibble written as X shall not be checked by the APDU tool.


B.3
Example

REM this is an example

SIM
RST 

INI  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

REM Case 1 example

CMD A0 C2 00 00 00 \


(91 33 , 69 XX)

REM Case 2 example

CMD A0 B6 00 00 07 \


[XX XX XX 55 55 XX 55] \


(91 33 , 67 XX)

CMD A0 B6 00 00 07 \


(91 33 , 67 XX)

CMD A0 C0 00 00 1F \


[10 A0 00 00 00 09 00 02 FF FF FF FF 89 28 A4 05 \


02 0D CC CC CC CC CC CC CC CC CC CC CC CC CC ] \


(90 00)

REM Case 3 example

CMD A0 C2 00 00 33 \


D1 31 82 02 83 81 06 05 80 11 22 33 44 8B 24 40 \


08 00 24 23 85 18 41 04 51 10 10 00 00 00 00 13 \


02 70 00 00 0E 0D 00 00 00 00 28 A4 05 00 00 00 \


00 00 00 \


(90 00)

REM Case 4 example with switch statement

CMD 00 A4 04 00 10 \


A0 00 00 00 09 00 02 FF FF FF FF 89 41 04 44 02 \


(61 XX, 6A 82)

SWI {

61 XX: 

CMD 00 C0 00 00 14 \


[10 A0 00 00 00 09 00 02 FF FF FF FF 89 41 04 44 \


02 02 CC CC] \


(90 00)

CMD A0 A4 00 00 02 \


3F 00

6A 82:

RST

}

REM Case 5 example

CMD A0 C2 00 00 33 \


D1 31 82 02 83 81 06 05 80 11 22 33 44 8B 24 40 \


08 00 24 23 85 18 41 04 51 10 10 00 00 00 00 13 \


02 70 00 00 0E 0D 00 00 00 00 28 A4 05 00 00 00 \


00 00 00 \


(6X 00)

REM Case 6 example

CMD A0 B6 00 00 07 \


[AA AA AA AA AA AA AA], \


[55 55 55 55 55 55 55] \


(90 00)

REM Case 7 example

CMD A0 B6 00 00 07 \


[AA AA AA AA AA AA AA], \


[55 55 55 55 55 55 55] \


(90 00, 91 XX)

SWI {

91 XX: 

RST

}












B.4
Style and formatting
In order to  show a common appearance all the scripts shall follow those format rules:

· If the mode (‘SIM’ or ‘USIM’) is specified, it shall be the first command of the script. SIM mode is the default mode.

· start always with a 'RST'.


The command, data to be checked and status to be checked shall be presented in the following order:

CMD COMMAND  [EXPECTED DATA]  (EXPECTED STATUS)


APDU shall be presented with command (CLA INS P1 P2 P3) in one line and data (if present) in next line grouped  16 bytes per line (see example above).


The expected data (if present) shall be presented in 16 bytes groups per line (see example above).

Annex C (normative):
Default Prepersonalisation

C.1
General Default Prepersonalisation

This table shows the default prepersonalisation, the file system and the files' content, that the test (U)SIM cards shall contain  unless otherwise stated.

Files under MF:

	Name
	Identifier
	Default Value
	Special Features 

	EFICCID
	2FE2
	0F FF FF FF FF FF FF FF FF FF
	This value is not compliant with GSM 11.11

	EFIMSI
	6F07
	FF FF FF FF FF FF FF FF FF
	This value is not compliant with GSM 11.11

	EFLP
	6F05
	01 FF FF FF
	

	EFKc
	6F20
	FF FF FF FF FF FF FF FF 07
	

	EFPLMNsel
	6F30
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFHPLMN
	6F31
	05 
	

	EFACMmax
	6F37
	00 00 00
	Access condition UPDATE: CHV1 

	EFSST
	6F38
	FF 3F C3 0F 0C 00 FF 0F 00 33
	

	EFACM
	6F39
	00 00 00
	Access condition UPDATE: CHV1 

	EFPUCT
	6F41
	FF FF FF 00 00
	Access condition UPDATE: CHV1 

	EFBCCH
	6F74
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFACC
	6F78
	00 00
	

	EFFPLMN
	6F7B
	FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFLOCI
	6F7E
	FF FF FF FF 00 F0 00 00 00 FF 01
	

	EFAD
	6FAD
	00 FF FF
	

	EFPhase
	6FAE
	03
	

	EFFDN
	6F3B
	Default value in all the records:

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 5

	EFSMSP
	6F42
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	Records: 1

	EFLND
	6F44
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 1

	EFSMSS
	6F43
	FF FF
	

	EFSMS
	6F3C
	1st record: 00 FF … FF(length 176)

2nd record:00 FF … FF(length 176)

3rd record: 00 FF … FF(length 176)
	Records: 3

	EFADN
	6F3A
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	Records: 1

	EFCCP
	6F3D
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFMSISDN
	6F40
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 1

	EFSDN
	6F49
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 1

	EFSUME
	6F54
	85 0C 54 4F 4F 4C 4B 49 54 20 54 45 53 54 FF FF FF FF
	

	EFCBMI
	6F45
	FF FF
	

	EFCBMID
	6F48
	10 80
	

	EFCBMIR
	6F50
	10 80 10 9F
	

	EFIMG
	4F20
	FF FF FF FF FF FF FF FF FF FF FF

1st record:


	


The default value for the CHV1 shall be "0x31 0x31 0x31 0x31 0xFF 0xFF 0xFF 0xFF" and its state shall be 'enabled' during tests execution.

The default value for PIN1 is the same than CHV1, so PIN1 has to be mapped to CHV1.

The maximum number of tries for the CHV1 checking shall be 3.

The default value for the Unblock CHV1 value shall be "0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33”.

C.2
Sim.Access.SimView test default prepersonalisation

C.2.1
DFSIMTEST (SIM Test) 

Identifier: '0319'

C.2.2
EFTNR (Transparent Never Read) 

	Identifier: '6F01'
	Structure: transparent
	Mandatory

	File size: 3 bytes
	Update activity: low

	Access Conditions:


READ
NEVER


UPDATE
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Bytes
	Description
	Default Value
	M/O
	Length

	1 – 3
	Test Data
	AA AA AA 
	M
	3 bytes


C.2.3
EFTNU (Transparent Never Update) 

	Identifier: '6F02'
	Structure: transparent
	Mandatory

	File size: 3 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
NEVER


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Bytes
	Description
	Default Value
	M/O
	Length

	1 - 3
	Test Data
	55 55 55
	M
	3 bytes


C.2.4
EFTARU (Transparent Always Read and Update) 

	Identifier: '6F03'
	Structure: transparent
	Mandatory

	File size: 260 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Bytes
	Description
	Default Value
	M/O
	Length

	1 - 260
	Test Data
	FF ... FF 
	M
	260 bytes


C.2.5
EFCNR (Cyclic Never Read)

	Identifier: '6F04'
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
NEVER


UPDATE
ALWAYS


INCREASE 
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.6
EFCNU (Cyclic Never Update)

	Identifier: '6F05'
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
ALWAYS


UPDATE
NEVER


INCREASE 
NEVER


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.7
EFCNIC (Cyclic Never Increase)

	Identifier: '6F06
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE 
NEVER


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.8
EFCNIV (Cyclic Never Invalidate)

	Identifier: '6F07
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE 
ALWAYS


INVALIDATE
NEVER


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.9
EFCNRH (Cyclic Never Rehabilitate)

	Identifier: '6F08'
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE 
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
NEVER



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.10
EFCARU (Cyclic Always Read and Update)

	Identifier: '6F09'
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE 
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	55 55 55
	M
	3 bytes

	2
	Test Data
	AA AA AA
	M
	3 bytes


C.2.11
EFLNR (Linear Fixed Never Read)

	Identifier: '6F0A'
	Structure: linear fixed
	Mandatory

	Record length: 4 bytes
	Update activity: low

	Access Conditions:


READ
NEVER


UPDATE
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data - Record 1
	FF FF FF FF
	M
	4 bytes

	2
	Test Data - Record 2
	FF FF FF FF
	M
	4 bytes


C.2.12
EFLNU (Linear Fixed Never Update)

	Identifier: '6F0B'
	Structure: linear fixed
	Mandatory

	Record length: 4 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
NEVER


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data - Record 1
	FF FF FF FF
	M
	4 bytes

	2
	Test Data - Record 2
	FF FF FF FF
	M
	4 bytes


C.2.13
EFLARU (Linear Fixed Always Read and Update)

	Identifier: '6F0C'
	Structure: linear fixed
	Mandatory

	Record length: 4 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data - Record 1
	55 55 55 55
	M
	4 bytes

	2
	Test Data - Record 2
	AA AA AA AA 
	M
	4 bytes


C.2.14
EFCINA (Cyclic Increase Not Allowed)

	Identifier: '6F0D’
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: high

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE 
ALWAYS (see note 1)


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes

	Note 1:
This file will be personalised in a way such that increase is not allowed, as indicated by the FCI byte 8, bit 7 (GSM 11.11: FCI structure of an EF returned by the SELECT command)


C.2.15
EFTRAC (Transparent Read Access Condition CHV2)

	Identifier: '6F0E’
	Structure: transparent
	Mandatory

	Record length: 3 bytes
	Update activity: low

	Access Conditions:


READ
CHV2


UPDATE
ALWAYS


INCREASE
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Bytes
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes


C.2.16
EFTIAC (Transparent Invalidate Access Condition CHV1)

	Identifier: '6F0F’
	Structure: transparent
	Mandatory

	Record length: 3 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE
ALWAYS


INVALIDATE
CHV1


REHABILITATE
ALWAYS



	Bytes
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes


C.2.17
EFCIAC (Cyclic Increase Access Condition CHV2)

	Identifier: '6F10’
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE
CHV2


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.18
EFCIAA (Cyclic Increase Access Condition ADM)

	Identifier: '6F11’
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE
ADM


INVALIDATE
ALWAYS


REHABILITATE
ALWAYS



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


C.2.19
EFCNRI (Cyclic Never Rehabilitate Invalidated)

	Identifier: '6F12’
	Structure: cyclic
	Mandatory

	Record length: 3 bytes
	Update activity: low

	Access Conditions:


READ
ALWAYS


UPDATE
ALWAYS


INCREASE
ALWAYS


INVALIDATE
ALWAYS


REHABILITATE
NEVER



	Logical Record Number
	Description
	Default Value
	M/O
	Length

	1
	Test Data
	00 00 00
	M
	3 bytes

	2
	Test Data
	00 00 00
	M
	3 bytes


The file status shall be invalidated as defined in [3]

Annex D (normative):
 loading , testing and cleaning script examples.

See attached the file
 
Annex_D_Examples.zip

Annex E (normative):
Test Area files.

See attached files:

-
Annex_E_SIM_SourceScript.zip

-
Annex_E_USIM_SourceScript.zip

-
Annex_E_SourceJavaCode.zip

The Annex_E_SIM_ SourceScript.zip developes the following folders tree:

SIM



Remote




Test_Area_reference




SIM_Test_Area_reference_x.scr




SIM_Test_Area_reference_x.clr




SIM_Test_Area_reference_x.ldr



Security




Test_Area_reference




SIM_Test_Area_reference_x.scr




SIM_Test_Area_reference_x.clr




SIM_Test_Area_reference_x.ldr

The Annex_E_USIM_ SourceScript.zip developes the following folders tree:


USIM



Remote




Test_Area_reference




USIM_Test_Area_reference_x.scr




USIM_Test_Area_reference_x.clr




USIM_Test_Area_reference_x.ldr



Security




Test_Area_reference




USIM_Test_Area_reference_x.scr




USIM_Test_Area_reference_x.clr




USIM_Test_Area_reference_x.ldr

The Annex_E_SourceJavaCode.zip developes the following folders tree:


SIM

Test



Remote




Test_Area_reference





Test_Area_reference_x.java





Test_Area_reference_x.par




Security





Test_Area_reference





Test_Area_reference_x.java





Test_Area_reference_x.par

Note that these applets are used for both test areas (SIM and USIM).

Annex F (Normative): Configuration Parameters File

This file describes all the mandatory and optional parameters that are used in order to create the loading script(s) for one test area. The configuration parameters file contains the values for the parameters needed in order to generate the loading and cleanup scripts.

The name of the parameters file will be <test area reference>_<n>.par.

The number <n> is associated with the loading/cleanup script number, i.e. RAM_RAB_CMDS_1.par is used to generate RAM_RAB_CMDS _1.ldr etc.

F.1
Syntax

The general syntax for this file will be:

<file> ::= <section>+

<section> ::= <section heading> <line break> <section body>

<section heading> ::= ‘[’ <name> ‘]’
<section body> ::= <parameter assignment>+

<parameter assignment> ::= <name> ‘=’ <value> <line break>

Where ‘+’ indicates one or more repetitions of the previous syntax element.

Any text included between the symbol  ‘;’ and the end of line is considered a comment and ignored by parsing tools.

Empty values are considered valid. They are used to indicate that an optional value is not present.

Names of sections, names of parameters and values are case-sensitive. 

Blank spaces and Tabs between tokens are allowed and will be ignored by the parser.

When values represent a sequence of bytes, they are expressed in hexadecimal format, where every 2 digits represent one byte. Blank space between bytes is optional.

Example:

; comment

[Section1]

Parameter11 = 00 11 22 33

Parameter12 = 0101   ; another comment

[Section2]

Parameter21 = vvwwxxyyzz

F.2
File Contents and Organisation

Parameters in this file are organised in the following sections:

	[CONVERT] 
	Conversion parameters used during conversion (i.e. CAP file generation)

	[INSTALL(load)]
	Parameters used by the Install for Load command

	[LOAD]
	Parameters used by the Load command

	[INSTALL(install)]
	Parameters used by the Install for Install command


All sections may appear only once in the file, except for the “INSTALL(install)” section. If that section appears more than once, it will apply to different applet instances, in sequence.

F.2.1
Default values, order and processing

The ordering of the parameters and the sections is relevant, since parameter names may be repeated and apply to different applets.

When one single parameter is repeated within one section, it refers to different applets. The value of the nth appearance of the parameter applies to applet n.

When one section is repeated (INSTALL(install)), then the nth appearance of the section applies to applet n. Parameter/value pairs which are found in one appearance of the section are valid for the subsequent applets as long as they are not overriden. For example, first INSTALL(install) may contain all values for parameters, whereas the subsequent INSTALL(install) sections may only contain parameters whose values change.

If one required parameter is missing from one section, the last defined value of this parameter in a previous section of the same file will be used.

F.2.2
CONVERT Section

These parameters allow configuration of the conversion process of the Java class file(s) into one CAP file.

	Parameter
	Description

	PackageAID
	AID of the package

	PackageName
	Fully qualified name of the package

	PackageVersion
	Version of the package

	AppletClassAID
	AID of the applet

	AppletClassName
	Name of the applet


F.2.3
INSTALL(load) Section

Here are the parameters to be included in the Install(Load) command (as specified in GSM 03.48 [8] ).

	Parameter
	Description

	PackageAID
	AID of the package

	PackageNonVolatileMemSize
	Non Volatile memory space (in bytes) required for package loading 

	InstallationNonVolatileMemSize 
	Non volatile memory required for installation, in bytes

	InstallationVolatileMemSize
	Volatile memory required for installation, in bytes


F.2.4
LOAD Section

Here are the parameters to be included in the Load command (as specified in GSM 03.48 [8] ).

	Parameter
	Description

	MaxLoadCommandDataLength
	Maximum length of the data provided in the load command (P3 parameter of the LOAD APDU embedded in the command packet)


F.2.5
INSTALL(install) Section

Here are the parameters to be included in the Install(Install) command (as specified in GSM 03.48 [8]

	Parameter
	Description

	PackageAID
	AID of the package

	AppletClassAID
	AID of the applet

	InstanceAID
	AID of the instance of the applet

	InstallationNonVolatileMemSize
	Non volatile memory required for installation, in bytes

	InstallationVolatileMemSize
	Volatile memory required for installation, in bytes

	AccessDomain
	Specify the SIM files that may be accessed by the applet and the operations allowed on these files. This parameter includes the Access Domain Parameter (ADP) and Access Domain Data (ADD)

	PriorityLevel
	Priority level of the Toolkit applet instance

	MaxNumberOfTimers
	Maximum number of timers allowed for this applet instance

	MaxMenuEntryTextLength
	Maximum text length for a menu entry

	MaxNumberOfMenuEntries
	Maximum number of menu entries allowed for this applet instance

	MenuEntriesPositionIdentifier
	For each menu entry: Position and identifier of that menu entry

	MaxNumberOfChannels
	Maximum Number of channels for this applet instance

	MSLFieldLength
	Length of Minimum Security Level field

	MSLParameter
	MSL Parameter

	MSLData
	MSL Data

	AppletSpecificParameters
	Parameters specific to the applet


The applet shall be installed with install(install and make selectable) command.

F.3
Full example

[CONVERT]

PackageAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 00 00

PackageName = sim.test.remote.RAM_RAB_CMDS

PackageVersion = 1.0

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 10 01

AppletClassName = RAM_RAB_CMDS_1

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 20 02

AppletClassName = RAM_RAB_CMDS_2

[INSTALL(load)]

PackageNonVolatileMemSize = 0D27

;InstallationNonVolatileMemSize = 0400

;InstallationVolatileMemSize = 0000

[LOAD]

MaxLoadCommandDataLength = 6C ; max value

[INSTALL(install)]

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 10 01

InstanceAID =    A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 11 02

InstallationNonVolatileMemSize = 0400

InstallationVolatileMemSize = 0000

AccessDomain = 00

PriorityLevel = FF

MaxNumberOfTimers = 00

MaxMenuEntryTextLength = 10

MaxNumberOfMenuEntries = 01

MenuEntriesPositionIdentifier = 0001

AppletSpecificParameters = 

[INSTALL(install)]

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 20 01

InstanceAID =    A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 21 02

InstallationNonVolatileMemSize = 0200

InstallationVolatileMemSize = 0000

MenuEntriesPositionIdentifier = 0002

MaxNumberOfChannels = 05

MSLFieldLength = 00

MSLParameter =

MSLData =

; rest of INSTALL(install) parameters are taken from previous INSTALL(install)...
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