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Abstract

This contribution aims at defining commands in the UICC for support of MBMS service. 

1. Introduction

Contributions describing commands, files and parameters in the USIM for support of MBMS service were presented at T3#29 meeting ([1], [2], [3]). This input paper proposes new solutions. 

2. MBMS use
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2.1. Existing proposal

A command for MBMS use was proposed in [2] and [3].

MBMSRetrieveServiceKey Command

	Code
	Value

	CLA
	

	INS
	‘40’

	P1
	'00'

	P2
	'00'

	Lc
	Length of the subsequent data field

	Data
	Service Type, Service Identifier, Session key identifier, Service Key Seed

	Le
	Empty, '00', or maximum length of data expected in response


Data field contains the information to retrieve the SK key. 

Respond field contains the SK key, which will be used by the mobile

The INTERNAL AUTHENTICATE command initiates the computation of the authentication data by the card using the challenge data sent from the interface device and a relevant secret (e.g. a key) stored in the card. 

2.2. New proposal

We propose to use the INTERNAL AUTHENTICATE command since it uses a challenge received in the Data field to compute and send a relevant secret. 

	Code
	Value

	CLA
	8X

	INS
	‘88’

	P1
	'00' or reference to the algo

	P2
	'00' or reference to the secret

	Lc
	Length of the subsequent data field

	Data
	Authentication related data

	Le
	Empty, '00', or maximum length of data expected in response


CLA equals ‘8X’ to indicate that the coding and the meaning of this INTERNAL AUTHENTICATE command and response are proprietary. 

3. MBMS Administrative commands

3.1. Overview












3.2. Existing proposal

A MBMS Administrative Command was proposed in [2] and [3] 

MBMSManagement Command

	Code
	Value

	CLA
	

	INS
	‘41’

	P1
	'00'

	P2
	'00'

	Lc
	Length of the subsequent data field

	Data
	Service Type, Master Key Identifier, Payload

	Le
	Empty, '00', or maximum length of data expected in response


Data field:

	MBMS 

Service-Type
	Key Version Number
	MBMSManagementRequest  with the following Payload:

	
	
	TK_RAND
	OP_ENCRYPTED= 

(OP_CODE | OP_BODY | OP_Counter)

encrypted with TK
	OP_Digest

Integrity protection


· TK_RAND is used by the UICC to retrieve the Temporary Key (TK) used to OP_ENCRYPTED data

· OP_CODE: indicates the type of the MBMS management operations to perform 

The identified operations are:

· UPDATE_BAK

· DELETE_BAK

· SUBSCRIBE

· UNSUBSCRIBE

· RETRIEVE_SUBSCRIPTION_INFORMATION

· UPDATE_COUNTERS

· OP_BODY contains the data required to perform the management operation specified in the OP_CODE. 

· OP_Digest offers integrity protection on (OP_CODE , OP_BODY and OP_Counter)

In case of an “ACK_Needed” field in the Data field then a MBMSManagementResponse is required. 

Response field in case of ACK_Needed:

	MBMS 

Service-Type
	Key Version Number
	MBMSManagementResponse  with the following Payload:

	
	
	TK_RAND
	RES_ENCRYPTED= 

(RES_CODE | RES_BODY | RES_Counter)

encrypted with TK
	RES_Digest

Integrity protection


3.3. GP commands

The use of Global Platform to specify MBMS may allow the reuse of mechanisms already present on the UICC. 

There are different GP commands to deal with keys: PUT KEY or STORE DATA command.

STORE DATA:

The STORE DATA command is flexible and allows transfer of different types of sensitive data. Moreover, this command was selected by ETSI-SCP_WG2 to address “Sensitive Data Creation” work item
Format command:

	CLA
	80 or 84
	

	INS
	E2
	STORE DATA

	P1
	xx
	Reference control parameter P1

	P2
	xx
	Block Number

	Lc
	
	Length of data field

	Data
	
	GP- TAG
	Length
	Sensitive Data


The sensitive data are a sequence of TLVs which themselves contains others TLVs. The TLV sensitive data contains “Encrypted Sensitive Data Block TLV” or “Plain Sensitive Data Block TLV”. 

Example of Sensitive Data field:

	Encrypted block TLV
	Encrypted block

TLV
	Plain block TLV
	Plain block TLV


Exemple of Plain Sensitive Data Block TLV:

	Plain block 

TAG
	Length
	MAC Key Id TLV
	MAC TLV
	Plain sensitive data TLV


MAC Key Id TLV and MAC TLV are optional TLVs containing a key identifier and a MAC computed with this key. The card may also use the or an implicit key Mk .

Exemple of Encrypted Sensitive Data Block TLV:

	Encrypted block TAG
	Length
	Algorithm Key Id TLV
	MAC Key Id TLV
	MAC TLV
	Encrypted sensitive data TLV


Algorithm Key Id TLV , MAC Key Id TLV and MAC TLV are optional TLVs containing a algorithm identifier for the ciphering, a key identifier and a MAC computed with this key. The card may also use the or an implicit key Ek and Mk.

3.4. New proposals

The identified MBMS Administrative operations could be covered by GP commands: 

	Administrative operations:
	GP commands that could be used 

	UPDATE_BAK
	STORE DATA

	DELETE_BAK
	DELETE

	SUBSCRIBE
	STORE DATA

	UNSUBSCRIBE
	STORE DATA

	RETRIEVE_SUBSCRIPTION_INFORMATION
	GET DATA

	UPDATE_COUNTERS
	STORE DATA


3.4.1. STORE DATA

The STORE DATA command would be sent to the UICC after a “SELECT Application” command. This application would be the USIM application or preferably an independent MBMS application.

The TLVs of the STORE DATA command would be defined for MBMS service, they would be interpreted by the application in charge of MBMS functionalities. 

Data field:

	Plain Block

TLV
	Encrypted Block TLV 
	…

TLV
	


The data of this block could be MBMS_Service_Type and TK_RAND used by the MBMS application to compute the Temporary Key TK

The encrypted sensitive data could correspond to the OP_ENCRYPTED field described in section 3.2 “Existing proposal”. The ciphering key identified in this TLV would be the Temporary Key previously computed 

The STORE DATA would be used during the personalization phase to load the MBMS sensitive data and during the post issuance to perform the administrative commands. 

3.4.2. ACKNOWLEDGMENT

In the MBMSManagement command (existing proposal [2] and [3]), an optional [Ack_Needed] field may be present in the input data. In this case an MBMSManagementResponse is sent out: 

The STORE DATA command does not define outgoing data. So, it is not possible with the STORE DATA command to provide the MBMSManagementResponse field. 

Ways to solve this issue

To have an acknowledgement some solutions exist: 

· A RECEIPT command

The Response Data could be computed during the STORE DATA command and saved. A RECEIPT command would follow the STORE DATA command and would send out the acknowledgment data previously computed. 

· A dedicated MBMS Security Domain

With a dedicated MBMS Security Domain it is possible in Post Issuance to have a “Response MAC” mechanism providing an acknowledgement, which corresponds to a group of commands executed during a determined session. 

· Select “MBMS Security Domain”

· Begin RMAC session

· STORE DATA commands

· Cmd xx

· End RMAC Session

· RMAC command

Advantage: the acknowledgment (signature) would be performed on a set of commands.

Remarks

Here are some info for open discussion:

· Is this acknowledgment really useful?
· In case of a systematic acknowledgement it could be more interesting to have a dedicated/proprietary MBMS command with incoming and outgoing data instead of GP command like STORE DATA
· Is it necessary to decide which entity is performing the GP formatting?
4. Conclusion

GP commands could be used for support of MBMS service.
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 BM-SC derives the Short-term Key (SK) from the Broadcast Access Key (BAK) and a random SK_RAND


SK=Algo [BAK] (SK_RAND) with Algo=3DES or AES
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6- The UICC:


- derives the Temporary Key TK from RK and TK_RAND


- decrypts the AdminData to update





5- (AdminData)TK | TK_RAND





4- (AdminData)TK | TK_RAND





3- The BM-SC encrypts the AdminData with TK





2- TK | TK_RAND





1- The Home Network derives a Temporary Key from the Registration Key and a random TK_RAND


TK=Algo [RK] (SK_RAND) 


with Algo=3DES or AES
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