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1 Delete command

No specific functionalities introduced by the TS 3GPP 23.048
2 Load command

No specific functionalities introduced by the TS 3GPP 23.048

3 Put Key command

3.1 Command session description

Test Area Reference: ANA_CMD_PUTK

3.1.1. Conformance Requirements

Normal execution


CRRN1: For a card in post issuance state, the Put Key command is able to update the transport security keys KID and KIc of an existing key set version.
CRRN2: Key indexes 1 and 2 are used for Kic and KID transport security keys and key index 3, KIK, is used to encrypt the key data value.

Error

CRRE1: For a card in post issuance state, the Put Key is not able to create a new key set version.
CRRE2: In post issuance state the Put Key command is not able to update the KIK value of an existing key set version.

3.1.2 Test suite files

Test Script: 


ANA_CMD_PUTK_1.scr

Parameter File:

ANA_CMD_PUTK_1.par

3.1.3 Test Procedure

Note: For the following test cases, the PoR is sent using SMS Deliver-Report.

Id
Description
API Expectation
APDU Expectation

1
1- Send a formatted SMS with a PoR required that contains a Put Key command to create a new key set version (P1 = 00, key set version in data field = 04) with arbitrary data.

1- SW 9F 13, additional data expected shall be either 01 6A 86 or 01 69 85

2
1- Send a formatted SMS with a PoR required that contains a Put Key command to update the KIK of the first key set (P1 = 01, P2 = 03) with arbitrary data and a Get Response command with P3 = 0.

1- SW 9F 13, additional data expected shall be 01 6A 86

Test Coverage

CRR number
Test case number

-
-

N1
Not testable

N2
Not testable

E1
1

E2
2

4 Set Status command
No specific functionalities introduced by the TS 3GPP 23.048
�SEITE \# "'Seite: '#'�'"  ��Not testable: Successful Put Key command requires key data encrypted with KIK, but encryption algorithm is not specified and proprietary.
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