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1 Remote File Management for SIM

1.1 Behaviour of the Remote File Management Application
1.1.1 Command session description

Test area reference: RFM_SRB_CMDS
1.1.1.1 Conformance Requirement

CRRN1: The parameter(s) in the Data Download Message to UICC is either a single command, or a list of commands and shall be processed sequentially. 
CRRN2: The application shall take parameters from the Data Download Message to UICC and shall act upon the GSM files according to these parameters.
CRRN3: A Command "session" is defined as starting upon receipt of the parameter/command list, and ends when the parameter list in the Data Download Message to UICC is completed, or when an error is detected which shall halt further processing of the command list.
CRRN4: A command “session” shall not change the logical state (e.g. file pointers) of the UICC. 
1.1.1.2 Test suite files

Test Script: 


RFM_SRB_CMDS_1.scr





RFM_SRB_CMDS_1.clr
1.1.1.3 Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	A command session may contain a single command

1- Send a formatted SMS which contains a Select DFSIMTEST command on the applet, with a PoR required.


	
	1- SW = 9F 13, additional data expected shall be 01 9F XX

	2
	A command session may contain multiple commands

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Update Binary command with data 01 01 01


	
	1- SW = 9F 13, additional data expected shall be 03 90 00

	3
	A command session end when a error occurs

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select Unknow file.

· Select EFTARU.

· Update Binary command with data 02  02 02

2- Select EF_TARU

3- Read binary command


	
	1- SW = 9F 13, additional data expected shall be 02 94 04

2- SW = 9F XX

3- SW = 90 00, expected data shall be 01 01 01

	4
	A Command session shall not change the logical state of the UICC.

1- Select DFSIMTEST
2- Select EFLARU

3- Read the selected file using read record command in NEXT access mode.
4- Read the selected file using read record command in NEXT access mode.
5- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Read the selected file using read record command in NEXT access mode
6- Read the selected file using read record command in current access mode


	
	3- SW = 90 00, Returned data shall be 55 55 55 55

4- SW = 90 00, Returned data shall be AA AA AA AA

5- SW =9F 17, additional data expected shall be 03 90 00 55 55 55 55
6- SW = 90 00, Returned data shall be AA AA AA AA



1.1.1.4 Test Coverage

	CRR number
	Test case number

	N1
	1, 2

	N2
	1,2,3,4

	N3
	3

	N4
	4


1.2 Coding of the command
1.2.1 SIM Input command

Test area reference: RFM_SCC_INPT

1.2.1.1 Conformance Requirement
CRRN1: The standardised following input commands shall be accepted. The commands are as defined in 3GPP TS 51.011:

· SELECT extended to include the “SELECT by path” command.

· UPDATE  BINARY

· UPDATE RECORD

· SEEK

· INCREASE

· VERIFY CHV

· CHANGE CHV

· DISABLE CHV

· ENABLE CHV

· UNBLOCK CHV

· INVALIDATE

· REHABILITATE

1.2.1.2 Test suites files 

Test Script: 


RFM_SCC_INPT_1.scr

1.2.1.3 Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	A select command shall be accepted

1- Send a formatted SMS which contains a Select DFSIMTEST command on the applet, with a PoR required.


	
	1- SW = 9F 13, additional data expected shall be 01 9F XX

	2
	A select “by path” command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST / EFTARU.


	
	1- SW = 9F 13, additional data expected shall be 01 9X XX

	3
	An update binary command shall be accepted

1- Select DFSIMTEST
2- Select EFTARU
3- Update the selected binary command with the following data 00 00 00

4- Send a formatted SMS, with a PoR required in case of error, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Update Binary command with data 01  01 01

5- Select EF_TARU

6- Read binary command


	
	3- SW = 90 00

4- SW = 90 00

3- SW = 90 00, expected data shall be 01 01 01

	4
	An update record command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Update  the selected file with data 00 00 00 00 using update record command in first access mode.
4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Update the selected file update record command in first access mode with data 01 01 01 01

5- Read the selected file using read record command in current access mode


	
	3- SW = 90 00

4- SW =9F 13, additional data expected shall be 03 90 00 

5- SW = 90 00, Returned data shall be 01 01 01 01



	5
	A seek command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Seek  command first-forward access mode with data 01 01 01 01


	
	1- SW =9F 13, additional data expected shall be 03 90 00 



	6
	An increase command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Send a formatted SMS, with a PoR required in case of error, which contains the following commands:

· Select DFSIMTEST
· Select EFCARU
· Increase  command with the following data  01

4- Read the current selected file using read record command in first access mode.


	
	3- SW = 90 00

4- SW = 90 00, returned data  shall be 55 55 56.



	7
	A verify CHV command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Verify CHV1 with the correct value of the code


	
	1- SW =9F 13, additional data expected shall be 03 90 00 



	8
	A change CHV command shall be accepted

1- Send a formatted SMS which contains the following commands:

· Change CHV1 with value 32 32 32 32

2- Send a verify CHV1 command with the new CHV1 value.


	
	1- SW =90 00 

2- SW =90 00

	9
	A disable CHV command shall be accepted

1- Send a formatted SMS which contains the following commands:

· disable CHV1command
2- Reset the card

3- Select DFSIMTEST
4- Select EFTCHVRU

5- Send a read binary command.

	
	1- SW =90 00 

5- SW= 90 00

	10
	A enable CHV command shall be accepted

1- Send a formatted SMS which contains the following commands:

· enable CHV1command
2- Reset the card

3- Select DFSIMTEST
4- Select EFTCHVRU

5- Send a verify CHV1 command with the correct code value.

6- Send a read binary command.

	
	1- SW =90 00 

6- SW= 90 00

	11
	A unblock CHV command shall be accepted

1- Block the CHV1 secret code by sending three unsuccessful Verify CHV1 commands.

2- Send a verify CHV1 command with the correct code value.

3- Send a formatted SMS which contains the following commands:

· unblock CHV1command
4- Send a verify CHV1 command with the correct code value.


	
	2- SW= 98 40

4- SW= 90 00

	12
	An invalidate command shall be accepted
1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Invalidate EFTNR
2- Select DFSIMTEST
3- Select EFTNR

4- Send an update binary command to update the selected file.
	
	1- SW =9F 13, additional data expected shall be 03 90 00 

4- SW = 98 10.



	13 
	A rehabilitate command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Rehabilitate EFTNR
2- Select DFSIMTEST
3- Select EFTNR

4- Send an update binary command to update the selected file.
	
	1- SW =9F 13, additional data expected shall be 03 90 00 

4- SW = 90 00.




1.2.1.4 Test coverage

	CRR number
	Test case number

	N1
	1, 2,3,4,5,6,7,8,9,10,11,12,

13


1.2.2 SIM Output command

Test area reference: RFM_SCC_OUPT

1.2.2.1 Conformance requirement

CRRN1: If a command has P3=’00’, then the UICC shall send back all available response parameter/data.

CRRN2:  The standardised following output commands shall be accepted. These commands shall only occur once in a command string and, if present, shall be the last command in the string. The commands are as defined in 3GPP TS 51.011:

· READ BINARY

· READ RECORD

· GET RESPONSE

:.


CRRN3: The Response Data shall be placed in the Additional Response Data element of the Response Packet.

1.2.2.2 Test suites files

Test Script: 


RFM_SCC_OUPT_1.scr

1.2.2.3 Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	A read binary command shall be accepted

1- Select DFSIMTEST
2- Select EFTARU
3- Update the selected binary command with the following data 11 11 11

4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Read Binary command.


	
	3- SW = 90 00

4- SW = 9F 16, additional data expected shall be 03 90 00 11 11 11



	2
	A read record command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Update  the selected file with data 22 22 22 22 using update record command in first access mode.
4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Read the selected file by read record command in first access mode with data


	
	3- SW = 90 00

4- SW = 9F 17, additional data expected shall be 04 90 00 22 22 22 22



	3
	A get response command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFCARU
· Increase  command with the following data  01

· Get response command with P3=00


	
	3- SW = 9F 17, additional data expected shall be 04 90 00 55 55 57 01




1.2.2.4 Test coverage

	CRR number
	Test case number

	N1
	1,2,3

	N2
	3


1.2.3 SIM specific behaviour for Response Packets (Using SMS_PP)

Test area reference: RFM_SRP_SMSP

1.2.3.1 Conformance requirements

CRRN1: If PoR is not requested, no data shall be returned by the SIM’s RE/RA and the SIM’s RE/RA shall indicate to the terminal to issue a RP-ACK. (Note: need for clarification from the 23.048 WG)

CRRN2: If PoR is requested, data shall be returned by the SIM. The SIM shall indicate to the terminal to issue a RP-ACK if the response status code octet is ‘00’ or a RP-ERROR if there is a security error of some kind.

CRRN3: The data returned by the SIM is the complete Response Packet to be included in the User Data part of the SMS-DELIVER-REPORT.

CRRN4: If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote File Management Application shall be formatted according to the following table:

	Length
	Name

	1
	Number of commands executed within the command script (see note)

	2
	Last executed command status word

	X
	Last executed command response data if available (i.e., if the last command was an outgoing command)

	NOTE:
This field shall be set to '01' if one command was executed within the command script, '02' if two commands were executed, etc…


1.2.3.2 Test suite files

Test Script: 


RFM_SRP_SMSP_1.scr

1.2.3.3 Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	If PoR is not requested, no data shall be returned

1- Send a formatted SMS, with no PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select Unknow file.

2- Send a formatted SMS, with no PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Update Binary command with data 44  44 44


	
	1- SW = 90 00, no additional data expected

2- SW = 90 00, no additional data expected.



	2
	If PoR is requested, data shall be returned by the SIM.

1- Reset the card and perform a Terminal Profile without the facility of ‘9E XX’

2- Send a formatted SMS, with PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Read Binary command with data 45  45 45

3- Perform GetResponse command

4- Send a formatted SMS with a PoR required and  a RC/CC/DS error, which contains the following commands:

· Select DFSIMTEST.

5- Perform GetResponse command


	
	2- SW = 9F XX

3- Additional data expected shall be 03 90 00 45 45 45.

4- SW = 9F XX

5- Status code expected shall be 01.




1.2.3.4 Test Coverage

	CRR number
	Test case number

	N1
	1

	N2
	2

	N3
	2

	N4
	2


2 Remote File Management for USIM

2.1 Behaviour of the Remote File Management Application 

Test area reference: RFM_URB_CMDS

2.1.1 Conformance Requirement

CRRN1: The parameter(s) in the Data Download Message to UICC is either a single command, or a list of commands and shall be processed sequentially. 
CRRN2: The application shall take parameters from the Data Download Message to UICC and shall act upon the 3G files according to these parameters.
CRRN3: A Command "session" is defined as starting upon receipt of the parameter/command list, and ends when the parameter list in the Data Download Message to UICC is completed, or when an error is detected which shall halt further processing of the command list.
CRRN4: A command “session” shall not change the logical state (e.g file pointers) of the UICC. 
2.1.2 Test suite files

Test Script: 


RFM_URB_CMDS_1.scr

2.1.3 Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	A command session may contain a single command

1- Send a formatted SMS which contains a Select DFSIMTEST command on the applet, with a PoR required.


	
	1- SW = 61 13, additional data expected shall be 01 9F XX

	2
	A command session may contain multiple commands

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Update Binary command with data 01 01 01


	
	1- SW = 61 13, additional data expected shall be 02 90 00

	3
	A command session end when a error occurs

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select Unknow file.

· Select EFTARU.

· Update Binary command with data 02  02 02

2- Select EF_TARU

3- Read binary command


	
	1- SW = 61 13, additional data expected shall be 02 94 04

2- SW = 61 XX

3- SW = 90 00, expected data shall be 01 01 01

	4
	A Command session shall not change the logical state of the UICC.
1- Select DFSIMTEST
2- Select EFLARU

3- Read the selected file using read record command in first access mode.
4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Read the selected file using read record command in last access mode with data 

5- Read the selected file using read record command in current access mode


	
	3- SW = 90 00, Returned data shall be 55 55 55 55

4- SW =9F 17, additional data expected shall be 03 90 00 AA AA AA AA 

3- SW = 90 00, Returned data shall be 55 55 55 55




2.1.4 Test Coverage

	CRR number
	Test case number

	N1
	1, 2

	N2
	1,2,3,4

	N3
	3

	N4
	4


2.2 Coding of the command

2.2.1 USIM Input command

Test area reference: RFM_UCC_INPC

2.2.1.1 Conformance requirements:
CRRN1: The standardised following input commands shall be accepted. The commands are as defined in 3GPP TS 31.101:

· SELECT (SELECT command shall not include the selection by DF name corresponding to P1=’04’ in the Command)

· UPDATE  BINARY

· UPDATE RECORD

· SEARCH RECORD

· INCREASE

· VERIFY_PIN

· CHANGE_PIN

· DISABLE_PIN

· ENABLE PIN

· UNBLOCK PIN

· DEACTIVATE FILE

· ACTIVATE FILE

2.2.1.2 Test suites files 

Test Script: 


RFM_UCC_INPC_1.scr

2.2.1.3 Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	A select command shall be accepted

1- Send a formatted SMS which contains a Select DFSIMTEST command on the applet, with a PoR required.


	
	1- SW = 61 13, additional data expected shall be 01 9F XX

	2
	A select “by path” command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST / EFTARU.


	
	1- SW = 61 13, additional data expected shall be 01 9X XX

	3
	An update binary command shall be accepted

1- Select DFSIMTEST
2- Select EFTARU
3- Update the selected binary command with the following data 00 00 00

4- Send a formatted SMS, with a PoR required in case of error, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Update Binary command with data 01  01 01

5- Select EF_TARU

6- Read binary command


	
	3- SW = 90 00

4- SW = 90 00

3- SW = 90 00, expected data shall be 01 01 01

	4
	An update record command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Update  the selected file with data 00 00 00 00 using update record command in first access mode.
4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Update the selected file update record command in first access mode with data 01 01 01 01

5- Read the selected file using read record command in current access mode


	
	3- SW = 90 00

4- SW =61 13, additional data expected shall be 03 90 00 

5- SW = 90 00, Returned data shall be 01 01 01 01



	5
	A seek command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Seek  command first-forward access mode with data 01 01 01 01


	
	1- SW =61 13, additional data expected shall be 03 90 00 



	6
	An increase command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Send a formatted SMS, with a PoR required in case of error, which contains the following commands:

· Select DFSIMTEST
· Select EFCARU
· Increase  command with the following data  01

4- Read the current selected file using read record command in first access mode.


	
	3- SW = 90 00

4- SW = 90 00, returned data  shall be 55 55 56.



	7
	A verify CHV command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Verify CHV1 with the correct value of the code


	
	1- SW =61 13, additional data expected shall be 03 90 00 



	8
	A change CHV command shall be accepted

1- Send a formatted SMS which contains the following commands:

· Change CHV1 with value 32 32 32 32

2- Send a verify CHV1 command with the new CHV1 value.


	
	1- SW =90 00 

2- SW =90 00

	9
	A disable CHV command shall be accepted

1- Send a formatted SMS which contains the following commands:

· disable CHV1command
2- Reset the card

3- Select DFSIMTEST
4- Select EFTCHVRU

5- Send a read binary command.

	
	1- SW =90 00 

5- SW= 90 00

	10
	A enable CHV command shall be accepted

1- Send a formatted SMS which contains the following commands:

· enable CHV1command
2- Reset the card

3- Select DFSIMTEST
4- Select EFTCHVRU

5- Send a verify CHV1 command with the correct code value.

6- Send a read binary command.

	
	1- SW =90 00 

6- SW= 90 00

	11
	A unblock CHV command shall be accepted

1- Block the CHV1 secret code by sending three unsuccessful Verify CHV1 commands.

2- Send a verify CHV1 command with the correct code value.

3- Send a formatted SMS which contains the following commands:

· unblock CHV1command
4- Send a verify CHV1 command with the correct code value.


	
	2- SW= 98 40

4- SW= 90 00

	12
	A  deactivate file command shall be accepted
1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Deactivate EFTNR
2- Select DFSIMTEST
3- Select EFTNR

4- Send an update binary command to update the selected file.
	
	1- SW =61 13, additional data expected shall be 03 90 00 

4- SW = 62 83, Selected file invalidate

	13 
	An activate command shall be accepted

1- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Activate EFTNR
2- Select DFSIMTEST
3- Select EFTNR

4- Send an update binary command to update the selected file.
	
	1- SW =61 13, additional data expected shall be 03 90 00 

4- SW = 90 00.




2.2.1.4 Test coverage

	CRR number
	Test case number

	N1
	1, 2,3,4,5,6,7,8,9,10,11,12,

13


2.2.2 USIM Output command

Test area reference: RFM_UCC_OUPT

2.2.2.1 Conformance requirements:

CRRN1: If a command has P3=’00’, then the UICC shall send back all available response parameter/data
.

CRRN2:  The standardised following output commands shall be accepted. These commands shall only occur once in a command string and, if present, shall be the last command in the string. The commands are as defined in 3GPP TS 31.101:

· READ BINARY

· READ RECORD

· GET RESPONSE

:.


CRRN3: The Response Data shall be placed in the Additional Response Data element of the Response Packet.

2.2.2.2 Test suites files

Test Script: 


RFM_UCC_OUPT _1.scr

2.2.2.3 Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	A read binary command shall be accepted

1- Select DFSIMTEST
2- Select EFTARU
3- Update the selected binary command with the following data 11 11 11

4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Read Binary command.


	
	3- SW = 90 00

4- SW = 9F 16, additional data expected shall be 03 90 00 11 11 11



	2
	A read record command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Update  the selected file with data 22 22 22 22 using update record command in first access mode.
4- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFLARU
· Read the selected file by read record command in first access mode with data


	
	3- SW = 90 00

4- SW = 9F 17, additional data expected shall be 04 90 00 22 22 22 22



	3
	A get response command shall be accepted

1- Select DFSIMTEST
2- Select EFLARU

3- Send a formatted SMS, with a PoR required, which contains the following commands:

· Select DFSIMTEST
· Select EFCARU
· Increase  command with the following data  01

· Get response command with P3=00


	
	3- SW = 9F 17, additional data expected shall be 04 90 00 55 55 57 01




2.2.2.4 Test coverage

	CRR number
	Test case number

	N1
	1,2,3

	N2
	3


2.2.3 USIM specific behaviour for Response Packets (Using SMS_PP)

Test area reference: RFM_URP_SMSP

2.2.3.1 Conformance requirements:
CRRN1: If PoR is not requested, .no data shall be returned by the USIM’s RE/RA and the USIM’s RE/RA shall indicate to the terminal to issue a RP-ACK. (Note: need for clarification from the 23.048 WG)

CRRN2: If PoR is requested, data shall be returned by the USIM. The USIM shall indicate to the terminal to issue a RP-ACK if the response status code octet is ‘00’ or an RP-ERROR if there is a security error of some kind.

CRRN3: The data returned by the USIM is the complete Response Packet to be included in the User Data part of the SMS-DELIVER-REPORT.

CRRN4: If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote File Management Application shall be formatted according to the following table:

	Length
	Name

	1
	Number of commands executed within the command script (see note)

	2
	Last executed command status word

	X
	Last executed command response data if available (i.e., if the last command was an outgoing command)

	NOTE:
This field shall be set to '01' if one command was executed within the command script, '02' if two commands were executed, etc…


2.2.3.2 Test suite files

Test Script: 


RFM_URP_SMSP_1.scr

2.2.3.3 Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	If PoR is not requested, no data shall be returned

1- Send a formatted SMS, with no PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select Unknow file.

2- Send a formatted SMS, with no PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Update Binary command with data 44  44 44


	
	1- SW = 90 00, no additional data expected

2- SW = 90 00, no additional data expected.



	2
	If PoR is requested, data shall be returned by the SIM.

1- Reset the card and perform a Terminal Profile without the facility of ‘9E XX’

2- Send a formatted SMS, with PoR required, which contains the following commands:

· Select DFSIMTEST.

· Select EFTARU.

· Read Binary command with data 45  45 45

3- Perform GetResponse command

4- Send a formatted SMS with a PoR required and  a RC/CC/DS error, which contains the following commands:

· Select DFSIMTEST.

5- Perform GetResponse command


	
	2- SW = 61 XX

3- Additional data expected shall be 03 90 00 45 45 45.

4- SW = 61 XX

5- Status code expected shall be 01.




2.2.3.4 Test Coverage

	CRR number
	Test case number

	N1
	1

	N2
	2

	N3
	2

	N4
	2
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