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1
Remote Applet Management

1.1 Remote Applet Management Application behaviour

1.1.1 
Command session description

Test Area Reference: RAM_RAB_CMDS

1.1.1.1
Conformance Requirements

Normal execution

CRRN1: The parameter(s) in the Data Download Message to UICC is either a single command, or a list of commands, which shall be processed sequentially

CRRN2: A Command "session" starts upon the reception of the command list

CRRN3: A Command "session" ends when the parameter list in the Data Download Message to UICC is completed, or when an error is detected which shall halt further processing of the command list

Parameters error

CRRP1: A Command "session" ends when an error is detected which shall halt further processing of the command list

1.1.1.2
Test suite files

Test Script: 


RAM_RAB_CMDS_1.scr

Test Applet: 


RAM_RAB_CMDS_1.java

Load Script: 


RAM_RAB_CMDS_1.ldr

Cleanup Script:

RAM_RAB_CMDS_1.clr

Parameter File:

RAM_RAB_CMDS_1.par

1.1.1.3
Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.

	Id
	Description
	API Expectation
	APDU Expectation

	0
	Install of the applet using the load() and install() methods
	
	

	1
	A command session may contain a single command

1- Send a formatted SMS which contains a Delete command on the applet, with a PoR required 
	
	1- SW = 9F 13, additional data expected shall be 01 61 01

	2
	A command session may contain multiple commands

1- Send a formatted SMS, with a PoR required, which contains the following commands:


- Install and make selectable the applet.


- SetSatus to lock the applet.
	
	1- SW = 9F 13, additional data expected shall be 02 90 00

	3
	A command session end when an error occurs

1- Send a formatted SMS, with a PoR required, which contains the following commands:

- SetSatus to make selectable the applet.

- SetSatus to make selectable an applet with an unknown AID.

- Delete the applet

2- Select the applet

3- Reset the card
	
	1- SW = 9F 13, additional data expected shall be 02 6A 88

2- SW = 90 00

	4
	A Command session starts upon the reception of the command list

1- Send a formatted SMS, with a PoR required, which contains the following commands:

- SetSatus to lock the applet.

- GetSatus on the applet.

- GetResponse with P3=0

2- Select the applet


	
	1- SW = 9F 26, additional data expected shall be 03 90 00 10 { AID } FF XX 

2- SW = 6X XX 

	
	
	
	


1.1.1.4
Test Coverage

	CRR number
	Test case number

	N1
	1, 2, 3, 4

	N2
	4

	N3
	3, 4

	P1
	3

	
	


1.1.2 
Applet management behaviour

Test Area Reference: RAM_RAB_MNGT

1.1.2.1
Conformance Requirements

Normal execution

CRRN1: A loading session consists of a sequence of 1 INSTALL(load) command, 1 or more LOAD(multiple intermediate) commands and 1 LOAD(final) command

CRRN2: Applet installation may only be performed if the corresponding package has already been loaded onto the card

CRRN3: Applet Installation is performed using an INSTALL(install) command

CRRN4: The Package Removal process is performed using a DELETE command

CRRN5: The Applet Removal process is performed using a DELETE command. The UICC shall remove the components that make up the applet

CRRN6: The Applet locking (and unlocking) procedure allows the Network Operator or Service Provider to disable (and enable) an applet using a SET STATUS command

CRRN7: A locked applet could not be triggered or selected

CRRN8: All menu entries of a locked applet will be disabled (i.e. removed from the SET UP MENU command) 

CRRN9: An applet Parameters Retrieval procedure allows the Network Operator or Service Provider to remotely request the parameters of an applet, using a GET DATA command

Context error

CRRC1: The card shall reject a package removal command with the corresponding status error code if non removed applications installed from this package remains

CRRC2: The card shall reject a package removal command with the corresponding status error code if the package is referred by other package(s)

1.1.2.2
Test suite files

Test Script: 


RAM_RAB_MNGT_1.scr

Test Applet: 


RAM_RAB_MNGT_1.java






RAM_RAB_MNGT_2.java

Load Script: 


RAM_RAB_MNGT_1.ldr

Cleanup Script:

RAM_RAB_MNGT_1.clr

Parameter File:

RAM_RAB_MNGT_1.par

1.1.2.3
Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Bad package loading sequence 1

1- Send SMS to load Package1 using the following sequence: 

1 or more LOAD(multiple intermediate) commands
1 LOAD(final) command

2- Send SMS to install Applet1 using INSTALL(install+selectable)

3- Select Applet1
	
	1- SW = 90 00 for each command

2- SW = 90 00

3- SW = 6X XX

	2
	Bad package loading sequence 2

1- Send SMS to load Package1 using the following sequence: 

1 INSTALL(load) command

1 LOAD(final) command

2- Send SMS to install Applet1 using INSTALL(install+selectable)

3- Select Applet1
	
	1- SW = 90 00 for each command

2- SW = 90 00

3- SW = 6X XX

	3
	Bad package loading sequence 3

1- Send SMS to load Package1 using the following sequence: 

1 INSTALL(load) command
1 or more LOAD(multiple intermediate) commands with 1 LOAD missing
1 LOAD(final) command

2- Send SMS to install Applet1 using INSTALL(install+selectable)

3- Select Applet1
	
	1- SW = 90 00 for each command

2- SW = 90 00

3- SW = 6X XX

	4
	Bad package loading sequence 4

1- Send SMS to load Package1 using the following sequence: 

1 INSTALL(load) command
1 or more LOAD(multiple intermediate) commands 

2- Send SMS to install Applet1 using INSTALL(install+selectable)

3- Select Applet1
	
	1- SW = 90 00 for each command

2- SW = 90 00

3- SW = 6X XX

	5
	Bad package loading sequence 5

1- Send SMS to load Package1 using the following sequence: 

1 LOAD(final) command

1 or more LOAD(multiple intermediate) commands 
1 INSTALL(load) command

2- Send SMS to install Applet1 using INSTALL(install+selectable)

3- Select Applet1
	
	1- SW = 90 00 for each command

2- SW = 90 00

3- SW = 6X XX

	6
	Good packages loading

Package2 imports Package1

Applets installation

1- Send SMS to load Package1 using the correct sequence: 

1 INSTALL(load) command
1 or more LOAD(multiple intermediate) commands
1 LOAD(final) command

2- Send SMS to load Package2 using the correct sequence: 

1 INSTALL(load) command
1 or more LOAD(multiple intermediate) commands
1 LOAD(final) command

3- Send SMS to install Applet1 using INSTALL(install+selectable)

4- Select Applet1

5- Reset the card

6- Send SMS to install Applet2 using INSTALL(install+selectable)

7- Select Applet2
	
	1- SW = 90 00 for each command

2- SW = 90 00 for each command

3- SW = 90 00

4- SW = 90 00

5- SW = 90 00

6- SW = 90 00

	7
	Applet locking

1- Reset the card and perform a Terminal Profile with the menus facilities

2- Send a SMS to lock Applet1 using SetStatus()

3- Select Applet1

4- Send a Formatted SMS to trigger Applet1

5- Reset the card and perform a Terminal Profile with the menus facilities


	4- Applet1 is not triggered
	1- Set Up Menu proactive command is fetched with the menus “Menu1” and “Menu2”

2- SW = 90 00

3- SW = 6X XX

4- SW = 90 00

5- Set Up Menu proactive command is fetched with only  menu “Menu2”

	8
	Applet unlocking

1- Reset the card and perform a Terminal Profile without the menus facilities

2- Send a SMS to make selectable Applet1 using SetStatus()

3- Select Applet1

4- Reset the card and perform a Terminal Profile without the menus facilities

5- Send a Formatted SMS to trigger Applet1 

6- Reset the card and perform a Terminal Profile with the menus facilities


	5- Applet1 is triggered
	2- SW = 90 00

3- SW = 90 00

5- SW = 91 XX and a DISPLAY test proactive session is processed

6- Set Up Menu proactive command is fetched with the menus “Menu1” and “Menu2”

	9
	Applet removal

1- Send a SMS to delete Applet1 using Delete() command.

2- Reset the card and perform a Terminal Profile with the menus facilities.


	
	1- SW = 90 00

2- Set Up Menu proactive command is fetched with only menu “Menu2”

	10
	Bad package removal

1- Send a SMS to delete Package2 using Delete() command with a PoR required.

2- Send a SMS to delete Applet2 using Delete() command.

3- Send a SMS to delete Package1 using Delete() command with a PoR required.
	
	1- SW = 9F 13, additional data expected shall be 01 69 85

2- SW = 90 00

3- SW = 9F 13, additional data expected shall be 01 69 85

	11
	Good package removal

1- Send a SMS to delete Package2 using Delete() command with a PoR required.

2- Send a SMS to delete Package1 using Delete() command with a PoR required.
	
	1- SW = 9F 13, additional data expected shall be 01 61 01

2- SW = 9F 13, additional data expected shall be 01 61 01


1.1.2.4
Test Coverage

	CRR number
	Test case number

	N1
	1, 2, 3, 4, 5

	N2
	1, 2, 3, 4, 5, 6

	N3
	1, 2, 3, 4, 5, 6

	N4
	10, 11

	N5
	9, 10

	N6
	7, 8

	N7
	7, 8

	N8
	7, 8

	N9
	Not testable

	C1
	10

	C2
	10


1.2 
Commands coding

1.2.1 
Commands coding structure

Test Area Reference: RAM_RCC_STRC

1.2.1.1 
Conformance Requirements

Normal execution

CRRN1: The messages for the Card Manager shall have a TAR value set to '000000' in hexadecimal

CRRN2: Each command is coded according to the generalised structure defined below; each element other than the Data field is a single octet; see 3GPP TS 51.011.

	Class byte (CLA)
	Instruction code (INS)
	P1
	P2
	P3
	Data 


CRRN3: If a command has P3='00', then the UICC shall send back all available response parameters/data (case of getResponse)

1.2.1.2
Test suite files

Test Script: 


RAM_RCC_STRC_1.scr

Test Applet: 


RAM_RCC_STRC_1.java

Load Script: 


RAM_RCC_STRC_1.ldr

Cleanup Script:

RAM_RCC_STRC_1.clr

Parameter File:

RAM_RCC_STRC_1.par

1.2.1.3
Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.

	Id
	Description
	API Expectation
	APDU Expectation

	0
	Install of the package using the load() and install() methods
	
	

	1
	The TAR of the Card Manager shall be 

’00 00 00’

1- Send a formatted SMS with the TAR set to ’01 01 01’, to install the applet, using the Install(install+selectable) command.

2- Select the applet

3- Send a formatted SMS with the TAR set to ’00 00 00’, to install the applet, using the Install(install+selectable) command.

4- Select the applet

5- Reset the card
	
	1- SW = 90 00

2- SW = 6X XX

3- SW = 90 00

4- SW = 90 00

	2
	Available response data

1- Send a formatted SMS to get data using GetStatus() and GetResponse() with P3 set to 00, with a PoR required.
	
	1- SW = 9F 26, additional data expected shall be 02 90 00 10 {Applet AID} 07 XX


1.2.1.4
Test Coverage

	CRR number
	Test case number

	N1
	1

	N2
	Test in sections input and output command coding

	N3
	2


1.2.2
Input command coding

Test Area Reference: RAM_RCC_INPT

1.2.2.1
Conformance Requirements

Normal execution

CRRN1: The Remote Applet Management Application shall process the following input commands: INSTALL, LOAD, DELETE, SET STATUS and PUT KEY

1.2.2.2
Test suite files

Test Script: 


RAM_RCC_ INPT_1.scr

Test Applet: 


RAM_RCC_ INPT_1.java

Load Script: 


RAM_RCC_ INPT_1.ldr

Cleanup Script:

RAM_RCC_ INPT_1.clr

Parameter File:

RAM_RCC_ INPT_1.par

1.2.2.3 Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Package Installation

1- Send a formatted SMS with a PoR required to initialise the package loading using the Install(load) command

2- Send all the formatted SMS with a PoR required to load the package loading using the Load() command
	
	1- SW = 9F 13, additional data expected shall be 01 61 01

2- SW = 9F 13, additional data expected shall be 01 61 01

	2
	Applet installation

1- Send a formatted SMS with a PoR required to install the applet using the Install(install) command
	
	1- SW = 9F 13, additional data expected shall be 01 61 01

	3
	SetStatus() command

1- Send a formatted SMS with a PoR required to make selectable the applet using the SetSatus() command

2- Select Applet

3- Reset the card
	
	1- SW = 9F 13, additional data expected shall be 01 90 00

2- SW = 90 00

	4
	PutKey() command

1- Send a formatted SMS with a PoR required to modify the Keys of keyset 1 using the PutKey() command
	
	1- SW = 9F 13, additional data expected shall be 01 61 01




1.2.2.4
Test Coverage

	CRR number
	Test case number

	N1
	1 to 4


1.2.3
Output command coding

Test Area Reference: RAM_RCC_OUPT

1.2.3.1
Conformance Requirements

Normal execution

CRRN1: The Remote Applet Management Application shall process the following output commands: GET STATUS and GET DATA

CRRN2: For output commands, response Data shall be placed in the Additional Response Data element of the Response Packet. If SMS is being used, these should result in the generation of a single SM by the UICC.

1.2.3.2
Test suite files

Test Script: 


RAM_RCC_OUPT_1.scr

Test Applet: 


RAM_RCC_OUPT_1.java

Load Script: 


RAM_RCC_OUPT_1.ldr

Cleanup Script:

RAM_RCC_OUPT_1.clr

Parameter File:

RAM_RCC_OUPT_1.par

1.2.3.3
Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.

	Id
	Description
	API Expectation
	APDU Expectation

	0
	Install of the package and the applet (with 1 menu entry) using the load() and install() methods
	
	

	1
	GetStatus() command

1- Send a formatted SMS with a PoR required to retrieve the applet’s status using the GetStatus()and GetResponse() with P3=0 commands
	
	1- SW = 9F 26, additional data expected shall be 02 90 00 10 { Applet AID } 07 XX

	2
	GetData() command

1- Send a formatted SMS with a PoR required to retrieve the applet’s menu data using the GetData() command with tag “FF 1F” and GetResponse command with P3=0
	
	1- SW = 9F 15, additional data expected shall be 02 90 00 01 01


1.2.3.4
Test Coverage

	CRR number
	Test case number

	N1
	1,2

	N2
	1,2


1.3
SIM Response Packet

Test Area Reference: RAM_SRP_SMSP

1.3.1.1

Conformance Requirements

Normal execution

CRRN1: If PoR is required, expected status word shall be '9F XX' (PoR OK, status code '00') or '9E XX' (security error of some kind) if bit 6 of SPI2 is set to 0.

CRRN2: If PoR is not required, expected status word shall be '90 00' or '91 XX' (null RP-ACK)

CRRN3: If the SIM responds with the '90 00' or '91 XX' code, then there is no data to retrieve.

CRRN4: In the case of a '9F XX' or '9E XX' response from the SIM, 'XX' indicates the length of the response data to be obtained from the SIM using a later GET RESPONSE command

CRRN5: If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote File Management Application shall be formatted as following:

-The first byte shall be the number of commands processed within the command script.

-The second and third bytes shall be the last processed command status word.

-Other bytes are the last processed command response data if available (i.e., if the last command was an outgoing command)

1.3.1.2
Test suite files

Test Script: 


RAM_SRP_SMSP_1.scr

Test Applet: 


RAM_SRP_SMSP_1.java

Load Script: 


RAM_SRP_SMSP_1.ldr

Cleanup Script:

RAM_SRP_SMSP_1.clr

Parameter File:

RAM_SRP_SMSP_1.par

1.3.1.3
Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report

	Id
	Description
	API Expectation
	APDU Expectation

	0
	Install of the package and the applet using the load() and install() methods
	
	

	1
	PoR Required

1- Reset the card and perform a Terminal Profile without the facility of ‘9E XX’

2- Send a formatted SMS with a PoR required to retrieve the applet’s status using the GetStatus() command and GetResponse()

3- Send a formatted SMS with a PoR required to retrieve the applet’s status using the GetStatus() and GetResponse() commands and with a RC/CC/DS error.

4- Reset the card and perform a Terminal Profile with the facility of ‘9E XX’

5- Send a formatted SMS with a PoR required to retrieve the applet’s status using the GetStatus() and GetResponse() commands

6- Send a formatted SMS with a PoR required to retrieve the applet’s status using the GetStatus() command and with a RC/CC/DS error


	
	2- SW = 9F 26, and additional data expected shall be 02 90 00 10 { Applet AID } 07 XX

3- SW = 9F 10 and status code expected shall be 01

5- SW = 9F 26 and additional data expected shall be 02 90 00 10 { Applet AID } 07 XX

6- SW = 9E 10 and status code expected shall be 01

	2
	PoR not required

1- Send a formatted SMS with a PoR not required to retrieve the applet’s status using the GetStatus() command

2- Perform GetResponse command

3- Send a formatted SMS with a PoR not required to retrieve the applet’s status using the GetStatus() command and with a RC/CC/DS error.

4- Perform GetResponse command

5- Reset the card and perform a Terminal Profile with the facility of ‘9E XX’

6- Send a formatted SMS with a PoR not required to retrieve the applet’s status using the GetStatus() command

7- Perform GetResponse command

8- Send a formatted SMS with a PoR not required to retrieve the applet’s status using the GetStatus() command and with a RC/CC/DS error

9- Perform GetResponse command
	
	1- SW = 90 00

2- SW = 6F 00

3- SW = 90 00

4- SW = 6F 00

6- SW = 90 00

7- SW = 6F 00

8- SW = 90 00

9- SW = 6F 00

	3
	Get Reponse

1- Send a formatted SMS, with a PoR required, to lock the applet using SetStatus command.

2- Perform a GetResponse command with the length 16

3- Send a formatted SMS, with a PoR required, to lock the applet using SetStatus command.

4- Perform a GetResponse command with the length 13
	
	1- SW = 9F 13

2- SW = 67 XX

3- SW = 9F 13

4- Additional data expected shall be 01 90 00

	4
	Response Structure

1- Send a formatted SMS, with a PoR required, which contains the following commands:

- SetSatus to make selectable the applet.

- GetSatus on the applet.

- GetResponse with P3=0

2- Send a formatted SMS, with a PoR required, to lock the applet using SetStatus command.


	
	1- SW = 9F 26, and additional data expected shall be 03 90 00 10 { AID } 07 XX  

2- SW = 9F 13 and additional data expected shall be 01 90 00


1.3.1.4
Test Coverage

	CRR number
	Test case number

	N1
	1

	N2
	2

	N3
	2

	N4
	3

	N5
	4


