6.3.8.8 Minimum Security Level

Test Area Reference: FWK_TIN_MSL

6.3.8.8.1
Conformance Requirements

Normal execution

CRRN1: The Receiving Entity shall check the Minimum Security Level during processing the security of the Command Packet.

CRRN2: The Receiving Entity shall reject the message if the MSL check fails.

CRRN3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code shall be sent if required.

CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used to specify the minimum level of security to be applied to Secured Packets. The first byte shall be the MSL Parameter, other bytes shall be the MSL Data.

CRRN5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

CRRN6: If no Minimum Security Level field is present (no MSL length, no MSL parameter and no MSL data), no minimum security level check shall be performed by the receiving entity.

CRRN7: If the Maximum number of channels field is included in the command data then the Length of Minimum Security Level field shall also be included.

CRRN8: If an optional parameter is included, then all the previous parameters shall be included also 

6.3.8.8.2
Test suite files

Test Script: 


FWK_TIN_MSL_1.scr

Test Applet: 


FWK_TIN_MSL_1.java

Load Script: 


FWK_TIN_MSL_1.ldr

Cleanup Script: 

FWK_TIN_MSL_1.clr

Parameter File: 

FWK_TIN_MSL_1.par

6.3.8.8.3
Test Procedure

Id
Description
API/Framework Expectation
APDU Expectation

1
Installation with MSL length of 0
1- Install (install) applet with a MSL length = 0

2- Send formatted SMS PP env with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS PP env with CC, ciphering and counter mode 1 (counter available and no checking)

4- Delete the applet instance 
2- Applet is triggered

3- Applet is triggered
1- 9000

2
Installation without MSL field
1- Install (install) applet without MSL field (no MSL  length, no MSL parameter and no data)

2- Send formatted SMS PP env with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS PP env with CC, ciphering and counter mode 1 counter available and no checking)

4- Delete the applet instance
2- Applet is triggered

3- Applet is triggered
1- 9000

3
Installation with one optional field missing

1- Install (install) applet with 0 for maximum of channels and without MSL field (no MSL  length, no MSL parameter and no data) (it also corresponds to an installation without Maximum of channels field and a MSL length = 0)



2-9F13


2 – Response Packet with Status Word '6A80' ( incorrect parameters in data field, to the Install(Install) command).


6.3.8.8.4 Test Coverage

CRR number
Test case number

CRRN1
Not applicable

CRRN2
Not applicable

CRRN3
Not applicable

CRRN4
Not applicable

CRRN5
1

CRRN6
2

CRRN7
3


CRRN8
3


6.3.7

Envelope Response Posting

6.3.7.4
EVENT_FORMATTED_SMS_PP_ENV

Test Area Reference: FWK_ERP_EFSE

6.3.7.4.1 

Conformance Requirement

Normal Execution

CRRN1: If PoR is required a SMS-DELIVER REPORT is sent by the SIM, when the post() or the postAsBERTLV() method is invoked and if bit 6 of the second octet of SPI is set to 0.

CRRN2:  If PoR is required a SMS-SUBMIT is sent by the SIM, when the post() or the postAsBERTLV() method is invoked and if bit 6 of the second octet of SPI is set to 1. In this case the statusType method parameter is meaningless. The SIM Toolkit Framework shall build and issue a Send Short Message proactive command as defined in TS 31.111 [4].

6.3.7.4.2
Test Suite Files

Test Script: 


FWK_ERP_EFSE_1.scr

Test Applet: 


FWK_ERP_EFSE_1.java





FWK_ERP_EFSE _2.java

Load Script: 


FWK_ERP_EFSE _1.ldr

Cleanup Script: 

FWK_ERP_EFSE _1.clr

Parameter File: 

FWK_ERP_EFSE _1.par

6.3.7.4.3
Test Procedure 

Id
Description
API/Framework Expectation
APDU Expectation

1
SMS DELIVER REPORT  

1- A formatted sms pp envelope with SMS Deliver Report required is sent to the SIM with bit 6 of SPI2 set to 0.

2- EnvelopeResponseHandler.getTheHandler() method is called by Applet1

3- Applet1 builds the answer and calls the post() method with StatusType=SW1_RP_ACK

4- A formatted sms pp envelope with SMS Deliver Report required is sent to the SIM with bit 6 of SPI2 set to 0.

5- EnvelopeResponseHandler.getTheHandler() method is called by Applet1

6- Applet1 builds the answer and calls the postAsBERTLV() method with StatusType=SW1_RP_ACK


1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

4- Applet1 is triggered

5- No exception is thrown.

Applet1 finalizes


3- ME receives 9FXX and checks the response

5- ME receives 9FXX and checks the response



2
SMS-SUBMIT

1- A formatted sms pp envelope with SMS Submit required is sent to the SIM with bit 6 of SPI2 set to 1. 

2- EnvelopeResponseHandler.getTheHandler() method is called by Applet1

3-  Applet1 builds the answer and calls the post() method with StatusType=SW1_RP_ACK


4- A formatted sms pp envelope with SMS Submit required is sent to the SIM with bit 6 of SPI2 set to 1. 

5- EnvelopeResponseHandler.getTheHandler() method is called by Applet1


6- Applet1 builds the answer and calls the post() method with StatusType=SW1_RP_ERROR

7- A formatted sms pp envelope with SMS Submit required is sent to the SIM with bit 6 of SPI2 set to 1. 

8- EnvelopeResponseHandler.getTheHandler() method is called by Applet1

9.-Applet1 builds the answer and calls the postAsBERTLV() method with StatusType=SW1_RP_ACK


10- A formatted sms pp envelope with SMS Submit required is sent to the SIM with bit 6 of SPI2 set to 1. 

11- EnvelopeResponseHandler.getTheHandler() method is called by Applet1

12- Applet1 builds the answer and calls the postAsBERTLV () method with StatusType=SW1_RP_ERROR



1- Applet1 is triggered

2- No exception is thrown.

Applet1 finalizes

4- Applet1 is triggered

5- No exception is thrown

Applet1 finalizes

7-  Applet1 is triggered

8- No exception is thrown.

Applet1 finalizes

10- Applet1 is triggered

11- No exception is thrown.


3- ME receives a Send Short Message proactive command.
6- ME a Send Short Message proactive command.
9- ME receives a Send Short Message proactive command.
12- ME receives a Send Short Message proactive command.


6.3.7.4.4
Test Coverage

CRR Number
Test Case Number

CRRN1
1

CRRN2
2
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