6.3.8.8 Minimum Security Level

Test Area Reference: FWK_TIN_MSL

6.3.8.8.1
Conformance Requirements

Normal execution

CRRN1: The Receiving Entity shall check the Minimum Security Level during processing the security of the Command Packet.

CRRN2: The Receiving Entity shall reject the message if the MSL check fails.

CRRN3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code shall be sent if required.

CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used to specify the minimum level of security to be applied to Secured Packets. The first byte shall be the MSL Parameter, other bytes shall be the MSL Data.

CRRN5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

CRRN6: If no Minimum Security Level field is present (no MSL length, no MSL parameter and no MSL data), no minimum security level check shall be performed by the receiving entity.

CRRN7: If the Maximum number of channels field is included in the command data then the Length of Minimum Security Level field shall also be included.

CRRN8: If an optional parameter is included, then all the previous parameters shall be included also 

6.3.8.8.2
Test suite files

Test Script: 


FWK_TIN_MSL_1.scr

Test Applet: 


FWK_TIN_MSL_1.java

Load Script: 


FWK_TIN_MSL_1.ldr

Cleanup Script: 

FWK_TIN_MSL_1.clr

Parameter File: 

FWK_TIN_MSL_1.par

6.3.8.8.3
Test Procedure

Id
Description
API/Framework Expectation
APDU Expectation

1
Installation with MSL length of 0
1- Install (install) applet with a MSL length = 0

2- Send formatted SMS PP env with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS PP env with CC, ciphering and counter mode 1 (counter available and no checking)

4- Delete the applet instance 
2- Applet is triggered

3- Applet is triggered
1- 9000

2
Installation without MSL field
1- Install (install) applet without MSL field (no MSL  length, no MSL parameter and no data)

2- Send formatted SMS PP env with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS PP env with CC, ciphering and counter mode 1 counter available and no checking)

4- Delete the applet instance
2- Applet is triggered

3- Applet is triggered
1- 9000

3
Installation with one optional field missing

1- Install (install) applet with 0 for maximum of channels and without MSL field (no MSL  length, no MSL parameter and no data) (it also corresponds to an installation without Maximum of channels field and a MSL length = 0)



2-9F13


2 – Response Packet with Status Word '6A80' ( incorrect parameters in data field, to the Install(Install) command).

6.3.8.8.4 Test Coverage

CRR number
Test case number

CRRN1
Not applicable

CRRN2
Not applicable

CRRN3
Not applicable

CRRN4
Not applicable

CRRN5
1

CRRN6
2

CRRN7
3

CRRN8
3

