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1 Putkey command

Conformance Requirements

Normal execution


CRRN2: The Putkey is able to replace one or more existing keys at a time in an existing key set.


CRRN4: The Putkey is able to create a new key set version containing one or more keys.

CRRN5: The MSB bit of the parameter P1 determines whether additional Putkey commands are needed to complete the key loading.

CRRN6: The 7 LSB bits of  parameter P1 determines the current key set version to update, between 0x01 and 0x0F. The value 0x00 indicates a key set creation.

CRRN7: The MSB bit of the parameter P2 indicates if the DATA field contains one or more keys.

CRRN8: The 7 LSB bits of the parameter P2 determines the starting key index attributed to the key DATA fields present in the command, between 0x01 and 0x7F. This key index is incremented by one for each following key DATA field contained in the current command. Key indexes 1 and 2 are used for Kic and KID transport security keys and key index 3 is used  KIK putkey encryption key.
CRRN9: The command message DATA field contains the key set version number updated followed by one or multiple key set data field. The key set data field contains the algorithm ID, the key length, the key value, the length of the key check value.

CRRN10: The data field of the response message contains in clear text the key-set version.
Parameters error


CRRP1: The PutKey command should be rejected when replacing a key set version number by another one
.
CRRP2: The command fails with the status word 0x6A84 if there were not enough memory to create new keys or a new key set version.

CRRP3: The command fails with the status word 0x9484 if the algorithm ID mentioned in the command DATA field is not supported by the card.

CRRP4: The command fails with the status word 0x6A88 if a key set number or key index to update is not present in the card.


1.2 Set Status command

Conformance Requirements

Normal execution


CRRN1: The parameter P1 indicates if the status to update belongs to the Card Manager or to an application loaded on the card.

CRRN2: The parameter P2 indicates the new status value to set to. For an application, it can be: LOGICALLY_DELETED, INSTALLED, SELECTABLE, PERSONALIZED, BLOCKED or LOCKED. For the Card Manager, it can be: OP_READY, INITIALIZED, SECURED, CM_LOCKED or TERMINATED.

CRRN3: The command DATA field contains the AID of the Card Manager or of the application whose status has to be updated.

Parameters error


CRRP2: The command fails with the status word 0x6A88 if the AID specified in the command DATA field is not present in the card.

CRRP3: The command fails with the status word 0x6A80 if the status specified in P2 cannot be applied to the AID specified in the command DATA field because of its state or its value.

�PAGE \# "'Page: '#'�'"  �� Waiting for the API group confirmation (T3z030108).


�PAGE \# "'Page: '#'�'"  �� Not testable (depends on the hardmask EEPROM management)


�PAGE \# "'Page: '#'�'"  �� Tests depending on the card cryptographic support and card initialisation. Feasibility has to be checked during test initialisation definition.





