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1 Install

1.1 Install(install) command

1.1.1 Conformance Requirements

Normal execution

CRRN1: The Install command shall be coded according to the Open Platform specification [xx].

CRRN2: Command status words placed in the Additional Response Data element of the Response Packet shall be coded according to the Open Platform specification.

CRRN3: The applet shall be registered with the instance AID present in the Install(install) command.

CRRN4: The Install Parameters Field is a TLV list composed of a System Parameters TLV (Tag = 0xEF) and an Applet Specific Parameters TLV (Tag = 0xC9)

CRRN5: For a toolkit application installation, the System Parameters TLV is composed of:
- a Non Volatile Memory Requirements for Installation TLV (Tag = 0xC8, length = 0x02)
- a Volatile Memory Requirements for Installation TLV (Tag = 0xC7, length = 0x02)
- a Toolkit Applet Specific Parameters TLV (Tag = 0xCA) (scp2-020316)
CRRN6: If an optional parameter of Applet Specific Parameters is included, then all the previous parameters shall be included also

CRRN7: For the applet installation, the card shall used the values defined in the Install(install) command for the Non Volatile Memory Requirement and the Volatile Memory Requirement and not the one of the Install(load) command.

CRRN8: The Toolkit Applet Specific Parameters is composed of mandatory and optional field:
- the Access Domain field (mandatory),
- the priority level of the toolkit applet instance field (mandatory),
- the maximum number of timers allowed for the applet instance (mandatory),
- the maximum text length for a menu entry (mandatory),
- the maximum number of menu entries allowed for the applet instance (mandatory),
- the position and the identifier of each menu entry (optional, must be present if the maximum number of menu entry is not null),
- the maximum number of channels for the applet instance (optional),
- the minimum security level field (optional). 

CRRN9: the Access Domain field is composed of:
- the length of the field (mandatory, minimum is 1)
- the Access Domain Parameter (mandatory),
- the Access Domain Data (optional).

CRRN10: The Access Domain parameter indicates the mechanism used to control the applet instance access to the GSM file System (‘00’ means full access to the GSM File System, ‘FF’ means no access to the GSM File System).

CRRN11: The priority specifies the order of activation of an applet compared to the other applet registered to the same event ('01': Highest priority level, 'FF': Lowest priority level)

CRRN12: If two or more applets are registered to the same event and have the same priority level, the applets are activated according to their installation date (i.e. the most recent applet is activated first)

CRRN13: The maximum length of item text string is defined at the installation of the toolkit applet.

CRRN14: The maximum number of menu entries is defined at the installation of the toolkit applet and each correct call to initMenuEntry() up to this maximum shall be successful.

CRRN15: The position of the new menu entries is an absolute position among the existing ones.
CRRN16: If the position identifier is 00h, the menu shall have the last position

CRRN17: If the requested item identifier in the range [1-127] is not already allocated, then this item identifier shall be allocated to the current applet.

CRRN18: If the requested item identifier is '00', then the card shall take the first free value in the range [128,255].

CRRN19: The Receiving Entity shall check the Minimum Security Level during processing the security of the Command Packet.

CRRN20: The Receiving Entity shall reject the message if the MSL check fails, and a Response Packet with the 'Insufficient Security Level' Response Status Code shall be sent when required.

CRRN21: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used to specify the minimum level of security to be applied to Secured Packets. The first byte shall be the MSL Parameter, other bytes shall be the MSL Data.

CRRN22: If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

CRRN23: If no Minimum Security Level field is present (no MSL length, no MSL parameter and no MSL data), no minimum security level check shall be performed by the receiving entity.

CRRN24: If the Maximum number of channels field is included in the command data then the Length of Minimum Security Level field shall also be included.


Parameters error


CRRP1: For a toolkit applet installation, if the Install Parameters Field TLV list or the System Parameters TLV list are incorrect, the installation failed with the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

CRRP2: If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

CRRP3: If an applet with Access Domain Parameter 'FF' (i.e. No Access to the GSM File System) tries to access a GSM file (e.g. invoke the updateBinary(..) method) the framework shall throw a SIMViewException with a AC_NOT_FULFILLED reason.

CRRP4: If an applet with Access Domain Parameter '00' (i.e. Full Access to the GSM File System) tries to access a GSM file (e.g. invoke the updateBinary(..) method) with an access condition set to NEVER, the framework shall throw a SIMViewException with a AC_NOT_FULFILLED reason.

CRRP5: The total number of timers allocated for all the applets shall not exceed 8. If the maximum number of timers required is greater than '08' (maximum numbers of timers specified in TS 31.111 [X], the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

CRRP6: If the requested item identifier is in the range [128,255], then the card shall reject the install command.

CRRP7: The total number of channels allocated for all the applets shall not exceed 7. If the maximum number of channels required is greater than '07' (maximum numbers of channels specified in TS 31.111 [X]), the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

Context error

CRRC1: At the installation, if the toolkit applet is not in the state SELECTABLE, the toolkit registration is not active, and becomes active once the applet is set to the state SELECTABLE.

CRRC2: If the AID present in the Install(install) command and in the Load() command are different, the installation failed.

CRRC3: If the memory (volatile or non volatile) requested in the Install(install) command is insufficient, the installation failed with the error code ‘65 81’.

CRRC4: If the requested item identifier in the range [1-127] is already allocated, then the card shall reject the install command.
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