3GPP TSG-T3 Java Card API Testing ad hoc #83

La Ciotat, France, 09-11 October, 2002

51.013 Rel5 Gemplus specification. 

Source : T3 adhoc
Tdoc T3z022201

-------------------------------------------------------------------------------------------------------

6.2.4
Class EnvelopeHandler

---

6.2.4.18
Method getCapacity

Test Area Reference: API_2_ENH_GCAP

6.2.4.18.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler. 

6.2.4.18.2
Test suite files

Test Script: 



API_2_ENH_GCAP_1.scr

Test Applet: 



API_2_ENH_GCAP_1.java

Load Script: 



API_2_ENH_GCAP_1.ldr

Cleanup Script:


API_2_ENH_GCAP_1.clr

Parameter File:


API_2_ENH_GCAP_1.par

6.2.4.18.3
Test Procedure

Id
Description
API Expectation
APDU Expectation

1
EnvelopeHandler available

1 - Send envelope SMS-PP Formatted

2 - The applet calls the getLength() method

3 - The applet calls getCapacity()method


1 - Applet is triggered

2 - No exception is thrown

3 - No exception is thrown; the capacity is greater than the BER TLV Length 


6.2.4.18.4
Test Coverage

CRR number
Test case number

N1
1

6.2.4.19
Method getUserDataLength

Test Area Reference: API_2_ENH_GUDL

6.2.4.19.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short getUserDataLength()

Normal execution

CRRN1: The method shall return the length of the User Data contained in the SMS TPDU TLV element. 

CRRN2: The length is from the first SMS TPDU TLV element.

CRRN3: If the SMS TPDU TLV element is available, it becomes the selected TLV

CRRN4: The method can be used if the event is EVENT_FORMATTED_SMS_PP_ENV.

CRRN5: The method can be used if the event is EVENT_FORMATTED_SMS_PP_UPD.

CRRN6: The method can be used if the event is EVENT_UNFORMATED_SMS_PP_ENV.

CRRN7: The method can be used if the event is EVENT_UNFORMATTED_SMS_PP_UDP.

Context errors

CRRC1: The method shall throw UNAVAILABLE_ELEMENT in case of unavailable TPDU TLV element. 

CRRC2: The method shall throw UNAVAILABLE_ELEMENT in case of wrong data format.

6.2.4.19.2
Test suite files

Specific triggering: 

· UNFORMATTED_SMS_PP_ENV

· FORMATTED_SMS_PP_UPD

· UNFORMATED_SMS_PP_UPD

· UNRECOGNIZED_ENVELOPE

· For Formatted triggering if CC/RC/DS is used, the security parameters are those used for downloading applications.

Test Script: 



API_2_ENH_GUDL_1.scr

Test Applet: 



API_2_ENH_GUDL_1.java

Load Script: 



API_2_ENH_GUDL_1.ldr

Cleanup Script:


API_2_ENH_GUDL_1.clr

Parameter File:


API_2_ENH_GUDL_1.par

6.2.4.19.3
Test Procedure

Id
Description
API Expectation
APDU Expectation


FORMATTED_SMS_PP_ENV Triggering



1
Test with FORMATTED_SMS_PP_ENV and TP-OA length of 2 and user data length of 0x3D
Returns 0x003D




2
Test with TP-OA length of 12 and user data length of 0x3D
Returns 0x003D


3
Test with RC/CC/DS length of 0 and secured data length of 0x10
Returns 0x0023


4
Test with RC/CC/DS length of 8 and secured data length of 0x10
Returns 0x002B


5
Test with PCNTR = 0, no RC/CC/DS and data length of 0x10
Returns 0x0023


6
Test with PCNTR = 7, no RC/CC/DS and data length of 0x05
Returns 0x001F


7
Test with SecuredDataLength = 00 and no RC/CC/DS
Returns 0x0013


8
Test with UserDataLength = 0x7F
Returns 0x007F


9
Test with UserDataLength = 0x80 
Returns 0x0080


10
Test with UserDataLength = maximum length(0x8C)
Returns 0x008C


11
Verify it is the first TPDU TLV: 

Send a SMS PP with 2 TPDU TLV with two different user data lengths: 0x18 and 0x23 
Returns 0x0018


12
Send envelope SMS-PP Formatted.

FindTLV() with TAG_DEVICE_IDENTITIES. GetUserDataLength() and then getValueByte() with offset 0
GetValueByte() returns 0x02 (23.048 UDLH byte) 


13
Same test as 1, but with concatenated SMS
Returns 0x003D


14
Same test as 2, but with concatenated SMS
Returns 0x003D


15
Same test as 3, but with concatenated SMS
Returns 0x0023


16
Same test as 4, but with concatenated SMS
Returns 0x001F


17
Same test as 5, but with concatenated SMS
Returns 0x0013


18
Same test as 6, but with concatenated SMS
Returns 0x007F


19
Same test as 7, but with concatenated SMS
Returns 0x0013


20
Same test as 8, but with concatenated SMS
Returns 0x007F


21
Same test as 9, but with concatenated SMS
Returns 0x0080


22
Same test as 10, but with concatenated SMS
Returns 0x008C


23
Same test as 11, but with concatenated SMS
Returns 0x0018


24
Same test as 12, but with concatenated SMS
GetValueByte() returns 0x02 (23.048 UDLH byte) 


25
Test with concatenation and UserDataLength = 0xFF
Returns 0x00FF


26
Test with concatenation and UserDataLength = 0x100
Returns 0x0100








FORMATTED SMS PP UPD Triggering



27
Test with FORMATTED_SMS_PP_UPD and TP-OA length of 2 and user data length of 0x3D
Returns 0x003D




28
Test with TP-OA length of 12 and user data length of 0x3D
Returns 0x003D


29
Test with RC/CC/DS length of 0 and secured data length of 0x10
Returns 0x0023


30
Test with RC/CC/DS length of 8 and secured data length of 0x10
Returns 0x002B


31
Test with PCNTR = 0, no RC/CC/DS and data length of 0x10
Returns 0x0023


32
Test with PCNTR = 7, no RC/CC/DS and data length of 0x05
Returns 0x001F


33
Test with SecuredDataLength = 00 and no RC/CC/DS
Returns 0x0013


34
Test with UserDataLength = 0x7F
Returns 0x007F


35
Test with UserDataLength = 0x80 
Returns 0x0080


36
Test with UserDataLength = maximum length(0x8C)
Returns 0x008C


37
Verify it is the first TPDU TLV: 

Send a SMS PP with 2 TPDU TLV with two different user data lengths: 0x18 and 0x23 
Returns 0x0018


38
Send envelope SMS-PP Formatted.

FindTLV() with TAG_DEVICE_IDENTITIES. GetUserDataLength() and then getValueByte() with offset 0
GetValueByte() returns 0x02 (23.048 UDLH byte) 


39
Same test as 27, but with concatenated SMS
Returns 0x003D


40
Same test as 28, but with concatenated SMS
Returns 0x003D


41
Same test as 29, but with concatenated SMS
Returns 0x0023


42
Same test as 30, but with concatenated SMS
Returns 0x001F


43
Same test as 31, but with concatenated SMS
Returns 0x0013


44
Same test as 32, but with concatenated SMS
Returns 0x007F


45
Same test as 33, but with concatenated SMS
Returns 0x0013


46
Same test as 34, but with concatenated SMS
Returns 0x007F


47
Same test as 35, but with concatenated SMS
Returns 0x0080


48
Same test as 36, but with concatenated SMS
Returns 0x008C


49
Same test as 37, but with concatenated SMS
Returns 0x0018


50
Same test as 38, but with concatenated SMS
GetValueByte() returns 0x02 (23.048 UDLH byte) 


51
Test with concatenation and UserDataLength = 0xFF
Returns 0x00FF


52
Test with concatenation and UserDataLength = 0x100
Returns 0x0100








UNFORMATTED SMS PP ENV Triggering



53
Test with UNFORMATTED_SMS_PP_ENV and TP-OA length of 2, and user data length of 0x3D
Returns 0x003D




54
Test with TP-OA length of 12, and user data length of 0x3D
Returns 0x003D


55
Test with UserDataLength = 0x00
Returns 0x0000


56
Test with UserDataLength = 0x7F
Returns 0x007F


57
Test with UserDataLength = 0x80
Returns 0x0080


58
Test with UserDataLength = maximum length: 0x8C
Returns 0x008C


59
Verify it is the first TPDU TLV: 

Send a SMS PP with 2 TPDU TLV with two different user data lengths: 0x18 and 0x23
Returns 0x0018


60
Send envelope SMS-PP Unformatted.

FindTLV() with TAG_DEVICE_IDENTITIES. GetUserDataLength() and then getValueByte() with offset 0 (first user data = 0x55)
GetValueByte() returns 0x55 


61
Same test as 53, but with concatenated SMS
Returns 0x003D


62
Same test as 54, but with concatenated SMS
Returns 0x003D


63
Same test as 55, but with concatenated SMS
Returns 0x0000


64
Same test as 56, but with concatenated SMS
Returns 0x007F


65
Same test as 57, but with concatenated SMS
Returns 0x0080


66
Same test as 58, but with concatenated SMS
Returns 0x008C


67
Same test as 59, but with concatenated SMS
Returns 0x0018


68
Same test as 60, but with concatenated SMS
GetValueByte() returns 0x55


69
Test with concatenation and UserDataLength = 0xFF
Returns 0x00FF


70
Test with concatenation and UserDataLength = 0x100
Returns 0x0100








UNFORMATTED SMS PP UPD Triggering



71
Test with UNFORMATTED_SMS_PP_UPD and TP-OA length of 2, and user data length of 0x3D
Returns 0x003D




72
Test with TP-OA length of 12, and user data length of 0x3D
Returns 0x003D


73
Test with UserDataLength = 0x00
Returns 0x0000


74
Test with UserDataLength = 0x7F
Returns 0x007F


75
Test with UserDataLength = 0x80
Returns 0x0080


76
Test with UserDataLength = maximum length: 0x8C
Returns 0x008C


77
Verify it is the first TPDU TLV: 

Send a SMS PP with 2 TPDU TLV with two different user data lengths: 0x18 and 0x23
Returns 0x0018


78
Send envelope SMS-PP Unformatted.

FindTLV() with TAG_DEVICE_IDENTITIES. GetUserDataLength() and then getValueByte() with offset 0 (first user data = 0x55)
GetValueByte() returns 0x55 


79
Same test as 71, but with concatenated SMS
Returns 0x003D


80
Same test as 72, but with concatenated SMS
Returns 0x003D


81
Same test as 73, but with concatenated SMS
Returns 0x0000


82
Same test as 74, but with concatenated SMS
Returns 0x007F


83
Same test as 75, but with concatenated SMS
Returns 0x0080


84
Same test as 76, but with concatenated SMS
Returns 0x008C


85
Same test as 77, but with concatenated SMS
Returns 0x0018


86
Same test as 78, but with concatenated SMS
GetValueByte() returns 0x55


87
Test with concatenation and UserDataLength = 0xFF
Returns 0x00FF


88
Test with concatenation and UserDataLength = 0x100
Returns 0x0100








UNRECOGNIZED_ENVELOPE Triggering



89

Test with an UNRECOGNIZED_ENVELOPE
ToolkitException UNAVAILABLE_ELEMENT


6.2.4.19.4
Test Coverage

CRR number
Test case number

N1
All test cases excepted:

89

N2
11, 23, 37, 49, 59, 67, 77, 85

N3
12, 24, 38, 50, 60, 68, 78, 86

N4
1 to 6

N5
27 to 52

N6
53 to 70

N7
71 to 88

C1
89

C2
Not applicable

6.2.5
Class EnvelopeResponseHandler

---

6.2.5.21
Method getCapacity

Test Area Reference: API_2_ERH_GCAP

6.2.5.21.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

Public byte getCapacity()

Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler. 

Context errors

CRRC1: The method shall throw HANDLER_NOT_AVAILABLE ToolkitException if the handler is busy. 

6.2.5.21.2
Test suite files

Test Script: 



API_2_ERH_GCAP_1.scr

Test Applet: 



API_2_ERH_GCAP_1.java

Load Script: 



API_2_ERH_GCAP_1.ldr

Cleanup Script:


API_2_ERH_GCAP_1.clr

Parameter File:


API_2_ERH_GCAP_1.par

6.2.5.21.3
Test Procedure

Id
Description
API Expectation
APDU Expectation

1
EnvelopeResponseHandler available

1- Send envelope SMS-PP Formatted

2- The applet calls getTheHandler() method

3- The applet calls getCapacity() method on the EnvelopeResponseHandler

4- The applet fills the handler with the maximum capacity using AppendTLV() method

5- The applet calls clear() method on the EnvelopeResponseHandler

6- The applet fills the handler with the maximum capacity plus one, using AppendTLV() method
1- Applet is triggered

2- No exception is thrown

3- No exception is thrown

4- No exception is thrown

5- No exception is thrown

6- HANDLER_OVERFLOW exception is thrown


6.2.5.21.4
Test Coverage

CRR number
Test case number

N1
1

C1
Tested in Framework part:  FWK_MHA_ERHD

-------------------------------------------------------------------------------------------------------

6.2.7
Class ProactiveHandler

---

6.2.7.6
Method send

Test Area Reference: API_2_PAH_SEND

6.2.7.6.1
Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte send()

Normal execution

CRRN1: The send() method send the current proactive command to the mobile.

CRRN2: The returned byte is equal to general result of the command (first byte of Result TLV in Terminal Response).

CRRN3: The handler remains unchanged after a call to send() method until the use of initXX() or appendTLV().

CRRN4: There is no invocation of select() or deselect() method.

CRRN5: A pending toolkit applet transaction at the method invocation is aborted.

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown is the Result Simple TLV is missing in Terminal Response.

CRRC2: A ToolkitException.OUT_OF_TLV_BOUNDARIES shall be thrown if the general result byte is missing in the Result Simple TLV in Terminal Response.

CRRC3 : A ToolkitException COMMAND_NOT_ALLOWED shall be thrown if the proactive command to be sent is not allowed by the SIM Toolkit Framework.

CRRC4 : A ToolkitException COMMAND_NOT_ALLOWED shall be thrown if one parameter of the  proactive command to be sent is not allowed by the SIM Toolkit Framework.

6.2.7.6.2
Test Suite files

Test Script: 



API_2_PAH_SEND_1.scr

Test Applet: 



API_2_PAH_SEND_1.java

Load Script: 



API_2_PAH_SEND_1.ldr 

Cleanup Script: 


API_2_PAH_SEND_1.clr

Parameter File: 


API_2_PAH_SEND_1.par

6.2.7.6.3
Test procedure

Id
Description
API Expectation
APDU Expectation

1
Build and send a DISPLAY TEXT command

qualifier = 00h

dcs = 04h

buffer = 'Text'

DISPLAY TEXT Proactive command



2
Terminal Response with General Result = 00

Result TLV = 03 01 00 (command performed successfully) 
Result of send() is 00h


3
Build and send a DISPLAY TEXT command

qualifier = 00h

dcs = 04h

buffer = 'Text'

DISPLAY TEXT Proactive command



4
Terminal Response with General Result = 01, without Additional information on result

Result TLV = 03 01 01 (command performed with partial comprehension)
Result of send() is 01h


5
Build and send a DISPLAY TEXT command

qualifier = 00h

dcs = 04h

buffer = 'Text'

DISPLAY TEXT Proactive command



6
Terminal Response with General Result = 01, with Additional information on result

Result TLV = 03 02 01 55 (command performed with partial comprehension)
Result of send() is 01h


7
Build and send a DISPLAY TEXT command

qualifier = 00h

dcs = 04h

buffer = 'Text'

DISPLAY TEXT Proactive command



8
Terminal Response with General Result = 02

Result TLV = 03 04 02 65 43 21 (Missing information)
Result of send() is 02h


9
Build and send a 7Fh byte command (DISPLAY TEXT)

qualifier = 00h

dcs = 04h

buffer = "UUUUU…"

length = 73h

DISPLAY TEXT Proactive command

BER-TLV = D0 7F

Text String TLV = 8D 74 04 55 55 55…

10
Build and send a 80h byte command (DISPLAY TEXT)

qualifier = 00h

dcs = 04h

buffer = "UUUUU…"

length = 74h

DISPLAY TEXT Proactive command

BER-TLV = D0 81 80

Text String TLV = 8D 75 04 55 55 55…

11
Build and send a maximum length command (length of the handler should be 253)

DISPLAY TEXT: 

Qualifier = 0

dcs = 4

buffer = "UUU…"

offset = 0

length = 240

DISPLAY TEXT Proactive command

BER-TLV = D0 81 FD

Text String TLV = 8D 81 F1 04 55 55…

12
Verify that the Proactive Handler is not modified after a send()

Build a DISPLAY TEXT command






Copy ProactiveHandler to source byte array






Send command






Copy ProactiveHandler to destination byte array






Compare source and destination
Source and destination are identical


13
Build and send a DISPLAY TEXT command

Verify there is no invocation of  select() or deselect() method.

DISPLAY TEXT Proactive command

14
Build and send a DISPLAY TEXT command



DISPLAY TEXT Proactive command




Terminal Response with 2 Result TLV

1st Result TLV = 03 02 02 12

2nd Result TLV = 03 03 03 34 56
Result of send() is 02h


15
Build and send a DISPLAY TEXT command



DISPLAY TEXT Proactive command




Terminal Response without Result Simple TLV


ToolkitException.UNAVAILABLE_ELEMENT is thrown by send()


16
Build and send a DISPLAY TEXT command



DISPLAY TEXT Proactive command




Terminal Response without general result byte in the Simple TLV

Result TLV = 03 00
ToolkitException.OUT_OF_TLV_BOUNDARIES is thrown by send()


6.2.7.6.4
Test Coverage

CRR number
Test case number

N1
1, 3, 5, 7, 9, 10, 11, 12, 13, 14

N2
2, 4, 6, 8, 14

N3
12

N4
13

N5
To be checked in Framework tests and insert here cross reference

C1
15

C2
16

C3
checked in the Framework test : FWK_PCS_PCCO (test case 1)

C4
checked in the Framework test : FWK_PCS_PCCO (test cases 2 to 3)

---

6.2.7.24
Method getCapacity

Test Area Reference: API_2_PAH_GCAP

6.2.7.24.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler. 

6.2.7.24.2
Test suite files

Test Script: 



API_2_PAH_GCAP_1.scr

Test Applet: 



API_2_PAH_GCAP_1.java

Load Script: 



API_2_PAH_GCAP_1.ldr

Cleanup Script:


API_2_PAH_GCAP_1.clr

Parameter File:


API_2_PAH_GCAP_1.par

6.2.7.24.3
Test Procedure

Id
Description
API Expectation
APDU Expectation

1
ProactiveHandler available

1- Send envelope SMS-PP Formatted

2- The applet calls getTheHandler() 

3- The applet calls getCapacity() on the ProactiveHandler

4- The applet fills the handler with the maximum capacity, using appendTLV() method

5- The applet calls clear() on the proactive handler

6- The applet fills the handler with the maximum capacity plus one, using appendTLV() method
1- Applet is triggered

2- No exception is thrown

3- No exception is thrown, the capacity shall not be null

4- No exception is thrown

5- No exception is thrown

6- HANDLER_OVERFLOW exception is thrown


6.2.7.24.4
Test Coverage

CRR number
Test case number

N1
1

6.2.8
Class ProactiveResponseHandler

---

6.2.8.20
Method getCapacity

Test Area Reference: API_2_PRH_GCAP

6.2.8.20.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler. 

6.2.8.20.2
Test suite files

Test Script: 



API_2_PRH_GCAP_1.scr

Test Applet: 



API_2_PRH_GCAP_1.java

Load Script: 



API_2_PRH_GCAP_1.ldr

Cleanup Script:


API_2_PRH_GCAP_1.clr

Parameter File:


API_2_PRH_GCAP_1.par

6.2.8.20.3
Test Procedure

Id
Description
API Expectation
APDU Expectation

1
ProactiveResponseHandler available

1- Send envelope SMS-PP Formatted

2- The applet sends a proactive command

3- Fetch the proactive command and send Terminal Response

4- The applet calls method getCapacity() method

5- The applet calls method getLength() method


1- Applet is triggered

4-No exception is thrown

5- The Capacity result is greater  than getLength() result 
2- 91 XX

3- The proactive command is fetched

6.2.8.20.4
Test Coverage

CRR number
Test case number

N1
1

-------------------------------------------------------------------------------------------------------

6.3.4
Proactive Command Sending

---

6.3.4.3
Proactive Command Control 

Test Area Reference: FWK_PCS_PCCO

6.3.4.1.1
Conformance Requirements

Normal Execution

CRRN1: The SIM Toolkit Framework shall prevent the toolkit applet to issue the following proactive commands: SET UP MENU, SET UP EVENT LIST, POLL INTERVAL, POLLING OFF. If an applet attempts to issue such a command, the SIM Toolkit Framework shall throw an exception.

CRRN2: The SIM Toolkit Framework shall prevent a toolkit applet to issue a TIMER MANAGEMENT proactive command using a timer identifier, which is not allocated to it. If an applet attempts to issue such a command, the SIM Toolkit Framework shall throw an exception. 

CRRN3: The SIM Toolkit Framework shall prevent a toolkit applet to issue a SEND DATA, RECEIVE DATA and CLOSE CHANNEL proactive commands using a channel identifier, which is not allocated to it. If an applet attempts to issue such a command the SIM Toolkit Framework shall throw an exception.

CRRN4: The SIM Toolkit Framework shall prevent a toolkit applet to issue an OPEN CHANNEL proactive command if it exceeds the maximum number of channel allocated to this applet. If an applet attempts to issue such a command the SIM Toolkit Framework shall throw an exception.

6.3.4.1.2
Test Suite Files

Test Script:

FWK_PCS_PCCO_1.scr

Test Applet:

FWK_PCS_PCCO_1.java





FWK_PCS_PCCO_2.java





FWK_PCS_PCCO_3.java

Load Script:

FWK_PCS_PCCO_1.ldr

Cleanup Script:
FWK_PCS_PCCO_1.clr

Parameter File:
FWK_PCS_PCCO_1.par

6.3.4.1.3
Test Procedure

Id
Description
API/Framework Expectation
APDU Expectation

0
Applets installation

Applet1 is installed with 4 timers maximum, 0 channel maximum and 1 menu.

Applet2 is installed with 1 timer maximum, 3 channels maximum.

Applet3 is installed with 1 channel maximum.



1
STK Proactive Commands
1- Send a formatted envelope with the TAR of Applet1

2- Applet1 builds and sends a SET UP MENU proactive command

3- Applet1 builds and sends a SET UP EVENT LIST proactive command

4- Applet1 builds and sends a POLL INTERVAL proactive command

5- Applet1 builds and sends a POLLING OFF proactive command
1- Applet1 is triggered


1- 90 00 (no proactive command is sent)



2
TIMER MANAGEMENT Proactive command
1- Send a formatted envelope with the TAR of Applet2

2- Applet2 allocates 1 timer by calling allocateTimer() method

3- Send a formatted envelope with the TAR of Applet1

4- Applet1 allocates 3 timers by calling allocateTimer() method 3 times

5- For each of the 3 timers allocated by Applet1 a TIMER MANAGEMENT proactive session is performed 

6- For other timers, Applet1 builds and sends a TIMER MANAGEMENT proactive command 
1- Applet2 is triggered

2- No exception is thrown

3- Applet1 is triggered

4- No exception is thrown

5- No exception is thrown

6- COMMAND_NOT_ALLOWED toolkit exception is thrown
5- 3 TIMER MANAGEMENT proactive commands are fetched

6- The Status word of the last previous Terminal Response is 90 00 (no more proactive command is sent) 

3
No Channel allowed

1- Send a formatted envelope with the TAR of Applet1

2- Applet1 builds and sends a CSD OPEN CHANNEL proactive command

3- Applet1 builds and sends a GPRS OPEN CHANNEL proactive command

4Applet1 builds and sends a SEND DATA proactive command

5- Applet1 builds and sends a RECEIVE DATA proactive command

6- Applet1 builds and sends a CLOSE CHANNEL proactive command
1- Applet1 is triggered

2- COMMAND_NOT_ALLOWED toolkit exception is thrown

3- COMMAND_NOT_ALLOWED toolkit exception is thrown

4- COMMAND_NOT_ALLOWED toolkit exception is thrown

5- COMMAND_NOT_ALLOWED toolkit exception is thrown

6- COMMAND_NOT_ALLOWED toolkit exception is thrown
1- 90 00 (no proactive command is sent)

4
4 Channels allowed
1- Send a formatted envelope with the TAR of Applet3

2- Applet3 builds and sends a CSD OPEN CHANNEL proactive command 

3- Send a Fetch and Terminal Response OK on channel 7

4- Send a formatted envelope with the TAR of Applet2

5- Applet2 builds and sends a CSD OPEN CHANNEL proactive command 

6- Send a Fetch and Terminal Response OK on channel 1

7- Applet2 builds and sends a GPRS OPEN CHANNEL proactive command 

8- Send Fetch and Terminal Response OK on channel 2

9- For each channel id from 3 to 7, Applet2 builds and sends a SEND DATA proactive command

10- For each channel id from 3 to 7, Applet2 builds and sends a RECEIVE DATA proactive command

11- For each channel id from 3 to 7, Applet2 builds and sends a CLOSE CHANNEL proactive command

12- Applet2 builds and sends a CSD OPEN CHANNEL proactive command 

13- Fetch and Terminal Response OK on channel 3

14- Applet2 builds and sends an OPEN CHANNEL proactive command
1- Applet3 is triggered

2- No exception is thrown

4- Applet2 is triggered

5- No exception is thrown

7- No exception is thrown

9- COMMAND_NOT_ALLOWED toolkit exception is thrown

10- COMMAND_NOT_ALLOWED toolkit exception is thrown

11- COMMAND_NOT_ALLOWED toolkit exception is thrown

12- No exception is thrown

14- COMMAND_NOT_ALLOWED toolkit exception is thrown


2- 91 xx

3- OPEN CHANNEL proactive 

5- 91 xx

6- OPEN CHANNEL proactive command is fetched 

7- 91 xx

8- OPEN CHANNEL proactive command is fetched, SW = 91 xx on the Terminal Response 

13- OPEN CHANNEL proactive command is fetched 

14- 90 00 expected to the previous Terminal Response (no proactive command is sent)

6.3.4.1.4
Test Coverage

CRR number
Test case number

N1
1

N2
2

N3
3,4

N4
3,4

-------------------------------------------------------------------------------------------------------

6.3.8 Toolkit Installation

---

6.3.8.8 Minimum Security Level
Test Area Reference: FWK_TIN_MSL

6.3.8.8.1
Conformance Requirements

Normal execution

CRRN1: The Receiving Entity shall check the Minimum Security Level before processing the security of the Command Packet.
CRRN2: The Receiving Entity shall reject the message if the MSL check fails.

CRRN3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code shall be sent if required.
CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used to specify the minimum level of security to be applied to Secured Packets. The first byte shall be the MSL Parameter, other bytes shall be the MSL Data.
CRRN5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

CRRN6: If no Minimum Security Level parameter is present (even the length), no minimum security level check shall be performed by the receiving entity.
CRRN7: If the 
Maximum number of channels field is included in the command data then the Length of Minimum Security Level field shall also be included.

CRRN8: If an optional parameter is included, then all the previous parameters in the above table shall be included also
. 
(CRRN9: If a MSL parameter is not supported by the UICC, the command shall be rejected)

6.3.8.8.2
Test suite files

Test Script: 


FWK_TIN_ MSL_1.scr

Test Applet: 


FWK_TIN_ MSL_1.java

Load Script: 


FWK_TIN_ MSL_1.ldr

Cleanup Script: 

FWK_TIN_ MSL_1.clr

Parameter File: 

FWK_TIN_ MSL_1.par

6.3.8.8.3
Test Procedure

Id
Description
API/Framework Expectation
APDU Expectation

1
Installation with MSL length of 0
1- Install (install) applet with a MSL length = 0
2- Send formatted SMS with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)
3- Send a formatted SMS with CC, ciphering and counter mode 3 (counter value is one

higher)
4- Delete the applet instance 
2- Applet is triggered

3- Applet is triggered
1- 9000

2
Installation without MSL section
1- Install (install) applet without a MSL section (even the length)

2- Send formatted SMS with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)

3- Send a formatted SMS with CC, ciphering and counter mode 3 (counter value is one

higher)
4- Delete the applet instance
2- Applet is triggered

3- Applet is triggered
1- 9000

3
Installation with one optional field missing
1- Install (install) applet with 0 for maximum of channels and without MSL field (even the length) (it also corresponds to an installation without Maximum of channels field and a MSL length = 0)

1-6XXX

6.3.8.8.4 Test Coverage

CRR number
Test case number

CRRN1
Not testable

CRRN2
Not testable

CRRN3
Not testable

CRRN4
Not testable

CRRN5
1

CRRN6
2

CRRN7
3

CRRN8
3

-------------------------------------------------------------------------------------------------------

A.2.4
EnvelopeHandler methods

Method Name
Acronyms
Numbering on 6 bits

byte getEnvelopeTag()
GENT
000001

byte getItemIdentifier()
GIID
000010

short getSecuredDataLength()
GSDL
000011

short getSecuredDataOffset()
GSDO
000100

EnvelopeHandler getTheHandler()
GTHD
000101

short getTPUDLOffset()
GTPO
000110

short getCapacity() 
GCAP


short getUserDataLength()
GUDL






Inherited Method Name: ViewHandler



Byte

compareValue(short valueOffset,byte[] compareBuffer,short compareOffset, short compareLength)
CPRVS_BSS
000111

Short

copy(byte[] dstBuffer,short dstOffset,short dstLength)
COPY_BSS
001000

Short

copyValue(short valueOffset, byte[] dstBuffer,short dstOffset,short dstLength)


CPYVS_BSS
001001

 Byte

findAndCompareValue(byte tag,byte[] compareBuffer,short compareOffset)


FACRB_BS
001010

 Byte findAndCompareValue(byte tag,byte occurence,  short valueOffset,byte[] compareBuffer,short compareOffset,short compareLength)
FACRBBS_BSS
001011

 Short FindAndCopyValue(byte tag,byte occurence,short valueOffset, byte[] dstBuffer, short dstOffset, short dstLength)
FACYBBS_BSS
001100

 Short findAndCopyValue(byte tag,byte[] dstBuffer,short dstOffset)
FACYB_BS
001101

Byte

FindTLV(byte tag,byte occurrence)
FINDBB
001110

Short

GetLength()
GLEN
001111

 Byte

GetValueByte(short valueOffset)
GVBYS
010000

 Short

GetValueLength()
GVLE
010001

A.2.5
EnvelopeResponseHandler methods

Method Name
Acronym
Numbering on 6 bits

EnvelopeResponseHandler getTheHandler()
GTHD
000001

Void post(byte statusType)
POSTB
000010

Void postAsBERTLV(byte statusType, byte tag)
POSTBB
000011

short getCapacity() 
GCAP






Inherited Method Name: EditHandler



Void appendArray(byte[] buffer, short offset, short length)
APDA_BSS
000100

Void appendTLV(byte tag, byte value)
APTLBB
000101

Void appendTLV(byte tag, byte[] value, short valueOffset, short valueLength)
APTLB_BSS
000110

Void appendTLV(byte tag, byte value1, byte value2)
APTLBBB
000111

Void appendTLV(byte tag, byte value1, byte[] value2, short value2Offset, short value2Length)
APTLBB_BSS
001000

Void clear()
CLER
001001





Inherited Method Name: ViewHandler



Byte

compareValue(short valueOffset,byte[] compareBuffer,short compareOffset, short compareLength)
CPRVS_BSS
001010

Short

Copy(byte[] dstBuffer,short dstOffset,short dstLength)
COPY_BSS
001011

Short

CopyValue(short valueOffset, byte[] dstBuffer,short dstOffset,short dstLength)


CPYVS_BSS
001100

 Byte

FindAndCompareValue(byte tag,byte[] compareBuffer,short compareOffset)


FACRB_BS
001101

 Byte findAndCompareValue(byte tag,byte occurence,  short valueOffset,byte[] compareBuffer,short compareOffset,short compareLength)
FACRBBS_BSS
001110

 Short FindAndCopyValue(byte tag,byte occurence,short valueOffset, byte[] dstBuffer, short dstOffset, short dstLength)
FACYBBS_BSS
001111

 Short findAndCopyValue(byte tag,byte[] dstBuffer,short dstOffset)
FACYB_BS
010000

Byte

FindTLV(byte tag,byte occurrence)
FINDBB
010001

Short

GetLength()
GLEN
010010

 Byte

GetValueByte(short valueOffset)
GVBYS
010011

 Short

GetValueLength()
GVLE
010100

A.2.6
MEProfile methods

Method Name
Acronym
Numbering on 6 bits

static boolean check(byte index)
CHECB
000001

static boolean check(byte[] mask, short offset,
short length)
CHECBSS
000010

static boolean check(short index)
CHECS
000011

static short copy(short startOffset, byte[] dstBuffer, short dstOffset, short dstLength)
COPYS_BSS
000100

static short getValue(short indexMSB, short indexLSB)
GVALSS
000101

A.2.7
ProactiveHandler methods

Method Name
Acronyms
Numbering on 6 bits

GetTheHandler()
GTHD
000001

Init(byte type, byte qualifier, byte dstDevice)
INITBBB
000010

InitDisplayText(byte qualifier, byte dcs, byte[] buffer, short offset, short length)
INDTBB_BSS
000011

InitGetInkey(byte qualifier, byte dcs, byte[] buffer, short offset, short length)
INGKBB_BSS
000100

InitGetInput(byte qualifier, byte dcs, byte[] buffer, short offset, short length, short minRespLength, short maxRespLength)
INGPBB_BSSSS
000101

Byte send()
SEND
000110

short getCapacity() 
GCAP






Inherited Method Name: EditHandler



Void appendArray(byte[] buffer, short offset, short length)
APDA_BSS
000111

Void appendTLV(byte tag, byte value)
APTLBB
001000

Void appendTLV(byte tag, byte[] value, short valueOffset, short valueLength)
APTLB_BSS
001001

Void appendTLV(byte tag, byte value1, byte value2)
APTLBBB
001010

Void appendTLV(byte tag, byte value1, byte[] value2, short value2Offset, short value2Length)
APTLBB_BSS
001011

Void clear()
CLER
001100





Inherited Method Name: ViewHandler



Byte

CompareValue(short valueOffset,byte[] compareBuffer,short compareOffset, short compareLength)
CPRVS_BSS
001101

Short

Copy(byte[] dstBuffer,short dstOffset,short dstLength)
COPY_BSS
001110

Short

CopyValue(short valueOffset, byte[] dstBuffer,short dstOffset,short dstLength)


CPYVS_BSS
001111

 Byte

FindAndCompareValue(byte tag,byte[] compareBuffer,short compareOffset)


FACRB_BS
010000

 Byte findAndCompareValue(byte tag,byte occurence,  short valueOffset,byte[] compareBuffer,short compareOffset,short compareLength)
FACRBBS_BSS
010001

 Short FindAndCopyValue(byte tag,byte occurence,short valueOffset, byte[] dstBuffer, short dstOffset, short dstLength)
FACYBBS_BSS
010010

 Short findAndCopyValue(byte tag,byte[] dstBuffer,short dstOffset)
FACYB_BS
010011

Byte

FindTLV(byte tag,byte occurrence)
FINDBB
010100

Short

GetLength()
GLEN
010101

 Byte

GetValueByte(short valueOffset)
GVBYS
010110

 Short

GetValueLength()
GVLE
010111

A.2.8
ProactiveResponseHandler methods

Method Name
Acronyms
Numbering on 6 bits

Short CopyAdditionalInformation(byte[] dstBuffer, short dstOffset, short dstLength)
CPAI_BSS
000001

Short copyTextString(byte[] dstBuffer, short dstOffset)
CPTS_BS
000010

Short getAdditionalInformationLength()
GTIL
000011

Byte getGeneralResult()
GTGR
000100

Byte getItemIdentifier()
GTII
000101

Byte getTextStringCodingScheme()
GTCS
000110

Short getTextStringLength()
GTTL
000111

GetTheHandler()
GTHD
001000

short getCapacity() 
GCAP






Inherited Method Name: ViewHandler



Byte

CompareValue(short valueOffset,byte[] compareBuffer,short compareOffset, short compareLength)
CPRVS_BSS
001001

Short

Copy(byte[] dstBuffer,short dstOffset,short dstLength)
COPY_BSS
001010

Short

CopyValue(short valueOffset, byte[] dstBuffer,short dstOffset,short dstLength)


CPYVS_BSS
001011

 Byte

FindAndCompareValue(byte tag,byte[] compareBuffer,short compareOffset)


FACRB_BS
001100

 Byte findAndCompareValue(byte tag,byte occurence,  short valueOffset,byte[] compareBuffer,short compareOffset,short compareLength)
FACRBBS_BSS
001101

 Short FindAndCopyValue(byte tag,byte occurence,short valueOffset, byte[] dstBuffer, short dstOffset, short dstLength)
FACYBBS_BSS
001110

 Short findAndCopyValue(byte tag,byte[] dstBuffer,short dstOffset)
FACYB_BS
001111

Byte

FindTLV(byte tag,byte occurrence)
FINDBB
010000

Short

GetLength()
GLEN
010001

 Byte

GetValueByte(short valueOffset)
GVBYS
010010

 Short

GetValueLength()
GVLE
010011

Annex F (Normative):
AID numbering and acronyms for Framework tests

F.1
Toolkit Installation Parameters (TIN)

Test Area within the chapter
Acronyms
Numbering on 6 bits

Timer allocation
TMAL
000001

Item identifier
ITID
000010

Item position
ITPO
000011

Access conditions
ACCO
000100

Priority level
PRLV
000101

Maximum length for each menu entry
MLME
000110

Number of menu entries
NBME
000111

Memory space
MESP
001000

Minimum Security Level
MSL


F.5
Proactive Command Sending (PCS)

Test Area within the chapter
Acronyms
Numbering on 6 bits

System Proactive commands
SPCO
000001

Interaction with GSM commands
IGCO
000010

Errors during proactive command sending
EPCS
000011

Proactive Commands Control
PCCO
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