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Annex A (normative):
Applet Management Commands for TS 43.019 compliant cards

This annex describes the commands for Applet Management.
Do we have to explain the commands and command coding scheme here?
A complying card shall support at least the DES CBC algorithm for cryptographic computations.

Command status words placed in the Additional Response Data element of the Response Packet shall be coded according to the Open Platform specification [14].
Test Scope:
Class and Ins bytes from the Open Platform specification with specific parameters of the 23.048 will be tested.

Class byte ‘80’ would be valid for 23.048 and not ‘84’.

We assume that the card is open platform compliant and in this Test Suite we only test the add-ons of the 23.048.

Testing the Open Platform commands is outside the scope of this document.
Since the Annex A is quite big, it is re-splited. 

A.1
Commands Description

The minimum security applied to a Secured Packet containing Applet Management Commands shall be integrity using CC or DS, and in all cases, this security shall replace Data Authentication Patterns used in Open Platform commands for secure messaging.

It still has to be discussed how CC or DS would replace the Data Authentication Patterns used in Open Platform commands

A.1.1
DELETE

The Delete command shall be coded according to the Open Platform specification [14]. 

Definition and Scope

The DELETE command is used to delete a uniquely identifiable object. The

object may be an Executable Load File, Application or some other item;

however, in order to delete an object, the object must be uniquely identifiable

by the selected application.
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The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

NOTE:
This command may be extended in the future to allow for other type of deletion since the command data uses TLV structure.
For Further Study
A.1.2
GET DATA

The Get Data command shall be coded according to the Open Platform specification [14]. 

Definition and Scope

The GET DATA command is used to retrieve a single data object. P1 and P2

coding is used to define the specific data object.
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The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

The command Get Data is extended to retrieve specific card information with tag values in P1 and P2. The following values have been defined: 

-
'FF 1F': Menu Parameters Tag, this  retrieves the menu  parameters of an applet;

-
'FF 20': Card Resources Tag, this retrieves information on the card resources used and available;

-
'FF 21' to 'FF 7F': reserved for allocation in the present document.

A.1.2.1
Menu Parameters

The following format is used to code the command data :

Bytes
Description
Length

1
Application AID tag = '4F'
1

2
Application AID length
1

3 - (X+2)
Application AID
X = 5 - 16

After the successful execution of the command, the following data is returned by a GET RESPONSE command:

Bytes
Description
Length

1
First item position
1

2
First item identifier
1

…
…
…

X - 1
Last item position
1

X
Last item identifier
1

A.1.2.2
Card Resources Information

After the successful execution of the command, the following data is returned:

Bytes
Description
Length

1-2
Free E²PROM
2

3
Number of installed applets
1

A.1.3
GET STATUS

The Get Status command shall be coded according to the Open Platform specification [14]. 

Definition and Scope

The GET STATUS command is used to retrieve Card Manager, Executable

Load File and Application related life cycle status information according to a

given match/search criteria.

GET STATUS is the complementary command to SET STATUS.
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The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

A.1.4
INSTALL

The Install command shall be coded according to the Open Platform specification [14]. 

Definition and Scope

Installing an application or Security Domain requires the invocation of

several different on-card functions. The INSTALL command is used to

instruct a Security Domain with the Delegated management privilege or the

Card Manager as to which installation step it shall perform during an

application installation process.

The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

A.1.4.1
Install (Load)
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The Load File DAP field is a Cryptographic Checksum, a Digital Signature or a Redundancy Check calculated over the CAP file as transmitted in the subsequent Load commands. The exact generation of this field is outside the scope of the present document. 

What Specification do we refer to for calculation of Cryptographic Checksum, a Digital Signature or a Redundancy Check?

If a DES algorithm in CBC mode is used the initial chaining value shall be zero. 

If padding is required, the padding octets shall be coded hexadecimal '00'.

NOTE:
The Load File DAP CC, DS or RC is verified by the Card Manager.

The Load Parameter Field of the Install (Load) command shall be coded as follows:

Presence
Length
Name

Mandatory
1
Tag of System Parameters constructed field 'EF'


1
Length of System Parameters constructed field


4-n
System Parameters constructed value field.

The System Parameters value field of the Install (Load) command shall be coded as follows:

Presence
Length
Name

Mandatory
1
Tag of non volatile memory space required for package loading field: 'C6'


1
Length of non volatile memory space required for package loading field


2
Non Volatile memory space (in bytes) required for package loading (see note)

Optional
1
Tag of non volatile memory requirements for installation field: 'C8'


1
Length of non volatile memory requirements for installation


2
Non volatile memory required for installation in byte

Optional
1
Tag of volatile memory requirements for installation field: 'C7'


1
Length of memory requirements for installation


2
Volatile memory required for installation in byte

NOTE:
The memory space required indicates the minimum size that shall be available onto the card to download the application. The UICC must reject the applet downloading if the required size is not available on the card.

A.1.4.2
Install (Install)
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9.4.2.1 Reference Control Parameter P1

Reference control parameter P1 is used to select & certain subset of card
elements to be included in the response.

The reference control parameter P\ is coded according to the following table:

Weaning
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The following combinations for P1 are acceptable:

80"~ Card Manager only
10" Applications only

20 Executable Load Files only.

E0'- Card Manager. Applications and Executable Load Files.
€O~ Card Manager and Applications

‘60 - Applications and Executable Load Files,

‘A0’ - Card Manager and Executable Load Files.

Seeurity Domains are considered applications in this context and are
distinguished from other applications on the card via the application
privileges byte,
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Toolkit registration is only active if the toolkit applet is at the state selectable, for example if the applet is registered for the event Menu Selection it shall only appear in the menu if the applet is in the selectable state.

The Install Parameter Field of the Install (Install) command shall be coded as follows:

Presence
Length
Name

Mandatory
1
Tag of System Parameters constructed field 'EF'


1
Length of System Parameters constructed field


15-n
System Parameters constructed value field.

Mandatory
1
Tag of Applet specific parameters field: 'C9'


1
Length of Applet specific Parameters field


0-n
Applet specific Parameters

The System Parameters value field of the Install (Install) command shall be coded as follows:

Presence
Length
Name

Mandatory
1
Tag of non volatile memory requirements for installation field: 'C8'


1
Length of non volatile memory requirement for installation (see A.1.4.2.2)


2
Non volatile memory required for installation in byte (see A.1.4.2.2)

Mandatory
1
Tag of volatile memory requirements for installation field: 'C7'


1
Length of volatile memory requirement for installation (see A.1.4.2.2)


2
Volatile memory required for installation in byte (see A.1.4.2.2)

Mandatory
1
Tag of toolkit applet specific parameters field: 'CA'


1
Length of toolkit applet specific parameters field


6-n
Toolkit Applet specific Parameters (see A.1.4.2.1)

Even if the length of the non volatile or volatile memory is present in the Install(Load) command, the card shall use the values indicated in the Install(Install) command at instantiation, should these values differ.

The format of the install method buffer provided by the Install (Install) command shall be the one specified in the Open Platform Card specification [14].

The applet may invoke the register(bArray, bOffset, bLength) or the register() method: the applet instance shall be registered with the instance AID present in the Install (Install) command. 

If the register (bArray, bOffset, bLength) is invoked, the AID passed in the parameters shall be the instance AID provided in the install method buffer.

If the register() method is invoked the instance AID present in the Install(Install) command and the AID within the Load File, as specified in Open Platform Card specification [14], should be the same.

A.1.4.2.1
Toolkit Applet Specific Parameters 

The toolkit applet specific parameters field is used to specify the ME and UICC resources the applet instance can use. These resources include the timers, the Bearer Independent protocol channels, menu items for the Set Up Menu and the Minimum Security Level. The Network Operator or Service Provider can also defines the menu position and the menu identifier of the menus activating the applet. The following format is used to code the applet parameters:

Length
Name
Value

1
Length of Access Domain field


1-n
Access Domain (see A.1.4.2.3)


1
Priority level of the Toolkit applet instance (see A.1.4.2.4)


1
Maximum number of timers allowed for this applet instance


1
Maximum text length for a menu entry


1
Maximum number of menu entries allowed for this applet instance
 = m

1
Position of the first menu entry ('00' means last position)
\

1
Identifier of the first menu entry ('00' means don't care)
 |


….
 | = 2*m bytes

1
Position of the last menu entry ('00' means last position)
 |

1
Identifier of the last menu entry ('00' means don't care)
/

1
Maximum number of channels for this applet instance


1
Length of Minimum Security Level field


0-n
Minimum Security Level (MSL) (see A.1.4.2.5)


If the maximum number of timers required is greater than '08' (maximum numbers of timers specified in TS 31.111 [6]), the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

The position of the new menu entries is an absolute position among the existing ones.

A part of the item identifier shall be under the control of the card system and the other part under the control of the card issuer. Item identifiers are split in two ranges:

-
[1,127] under control of the card issuer;

-
[128,255] under the control of the  toolkit framework.

If the requested item identifier is already allocated, or in the range [128,255], then the card shall reject the install command. If the requested item identifier is '00', the card shall take the first free value in the range [128,255].

A.1.4.2.2
Memory space

The memory space required indicates the minimum size that shall be available on the card to download the application. The UICC shall reject the applet downloading if the required size is not available on the card.

A.1.4.2.3
Access domain

The access domain is used to specify the UICC files that may be accessed by the applet and the operations allowed on these files. The Access Domain field is formatted as follows:

Length
Name

1
Access Domain Parameter (ADP) (see A.1.4.2.3.1)

n-1
Access Domain Data (ADD)

The Access Domain Data coding and length is defined for each Access Domain Parameter.

A.1.4.2.3.1
Access Domain Parameter

This parameter indicates the mechanism used to control the applet instance access to the GSM file System.

Value
Name
Support
ADD length

'00'
Full access to the File System
Mandatory
0

'01'
APDU access mechanism (see A.1.4.2.3.2)
Optional
2

'02'
3GPP access mechanism (see A.1.4.2.3.3)
Optional
[To be defined]

'03' to '7F'
RFU
RFU
RFU

'80' to 'FE'
Proprietary mechanism
-
-

'FF'
No access to the File System
Mandatory
0

The access rights granted to an applet and defined in the access domain parameter shall be independent from the access rights granted at the (U)SIM/ME interface.

If an applet with Access Domain Parameter 'FF' (i.e. No Access to the File System) tries to access a file the framework shall throw an exception.

If an applet has Access Domain Parameter ‘00’ (i.e. Full Access to the File System), all actions can be performed on a  file except the ones with NEVER access condition.

If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

A.1.4.2.3.2
APDU access mechanism

This mechanism shall be used, if supported, by the framework if the Access Domain Parameter value is '01'. It shall use the Access Domain Data passed at applet instantiation to define the access conditions fulfilled while the toolkit applet is running.

The APDU Access Domain Data is a bit map combination of the file access condition levels described in 3GPP TS 51.011. When the bit is set the associated Access Condition is granted.

The APDU Access Domain Data is coded as follows:

Byte 1:



b8
b7
b6
b5
b4
b3
b2
b1











ADM4











ADM5











ADM6











ADM7











ADM8











ADM9











ADM10











RFU

Byte 2: 



b8
b7
b6
b5
b4
b3
b2
b1











ALWays











CHV1











CHV2











RFU











ADM0











ADM1











ADM2











ADM3

EXAMPLE:
Possible combinations of fulfilled Access Conditions are shown below:

ADD value
Applet access condition fulfilled

'00 00'
No access

'00 01'
ALWays

'00 02'
CHV1

'00 03'
ALWays and CHV1

'00 04'
CHV2

'00 05'
ALWays and CHV2

'00 06'
CHV1 and CHV2

:
:

'00 10'
ADM0

:
:

'00 20'
ADM1

:
:

'00 22'
ADM1 and CHV1

:
:

'01 00'
ADM4

:
:

'40 00'
ADM10

:
:

'41 37'
ADM10 and ADM4 and ADM1 and ADM0 and CHV2 and CHV1 and ALWays

:
:

A.1.4.2.4
Priority level of the Toolkit applet

The priority specifies the order of activation of an applet compared to the other applet registered to, the same event. If two or more applets are registered to the same event and have the same priority level, the applets are activated according to their installation date (i.e. the most recent applet is activated first). The following values are defined for priority:

-
'00' : RFU

-
'01' : Highest priority level

-
...

-
'FF' : Lowest priority level

A.1.4.2.5
Coding of the Minimum Security Level

The Minimum Security Level (MSL) is used to specify the minimum level of security to be applied to Secured Packets sent to the application. The Receiving Entity shall check the Minimum Security Level before processing the security of the Command Packet. If the check fails, the Receiving Entity shall reject the messages and a Response Packet with the 'Insufficient Security Level' Response Status Code (see Table 5) shall be sent if required.

If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level field shall be coded according to the following table:

Length
Name

1
MSL Parameter (see A.1.4.2.5.1)

n-1
MSL Data

The MSL Data coding and length is defined for each MSL Parameter.

A.1.4.2.5.1
MSL Parameter

The possible values for the MSL Parameter are:

Value
Name
Support
MSL Data length

'00'
RFU
RFU
N/A

'01'
Minimum SPI1 (see A.1.4.2.5.2)
Optional
1

'02' to '7F'
RFU
RFU
N/A

'80' to 'FE'
Reserved for Proprietary Mechanisms
Optional
N/A

'FF'
RFU
RFU
N/A

A.1.4.2.5.2
Minimum SPI1

The Minimum Security Level Data for the Minimum SPI1 MSL parameter shall use the same coding as the first octet of the SPI of a command packet (see clause 5.1.1).

The first octet of the SPI field in the incoming message Command Packet (SPI1) shall be checked against the Minimum Security Level Data (MSLD) byte by the receiving entity according to the following rules:

-
if SPI1.b2b1 is equal to or greater than MSLD.b2b1 and

-
if SPI1.b3 is equal to or greater than MSLD.b3 and

-
if SPI1.b5b4 is equal to or greater than MSLD.b5b4

then the Message Security Level is sufficient and the check is successful, otherwise the check is failed.

A.1.5
LOAD

The Load command shall be coded according to the Open Platform specification [14]. 

Definition and Scope

This section defines the Load File structure as transmitted in the LOAD

command data field for loading an application. It does not define the ICC

internal handling or storage of the Load File.

Multiple LOAD commands transfer a Load File block to the card by breaking

the Load File into smaller components for transmission. Each LOAD

command is numbered starting at ‘00’. The LOAD command numbering shall

be strictly sequential and increments by one. The card shall be informed of

the last block.

After receiving the complete Load File, the card shall execute the internal

processes necessary for the Load File and any additional processes identified

in the INSTALL [for load] command that preceded the LOAD commands.
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[image: image15.png]9.6.2 Command Message
The LOAD command message is coded according to the following table:
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9.6.2.1 Reference Control Parameter P1

The following table codes the Reference Control Parameter P1





The references to APDU's DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

The load block data is created by taking successive blocks of the data from the Java Card CAP file components in the order described in the Java Card specification.
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Figure 6: Relationship between CAP File components and Load File Blocks

A.1.6
SET STATUS

The Set Status command shall be coded according to the Open Platform specification [14]. 

Definition and Scope

The SET STATUS command is used to modify the life cycle state of the card

or the currently selected application.

In Card Manager life cycle state SECURED, this command shall only be used

according to the Card Issuer’s policy regarding secure communication.

9.9.2 Command Message

The SET STATUS command message is coded according to the following

table:

[image: image16.png].2 Reference Control Parameter P2

Reference control parameter P2 contains the block number, which is coded
sequentially from 00 to FF

.3 Data Field Sent in the Command Message

The data field of the command message contains a portion the Load File.

A complete Open Platform Load Files is structured as follows:




[image: image17.png]Variable 3
TG DAF ID (Seaurtty
Variabie DAF

Variable

TFIE Data B





The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

A.1.7
PUT KEY

The Put Key command shall be coded according to the Open Platform specification [14]. 
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The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

[image: image19.png]9.9.2.1 Status Type Parameter

The status type parameter of the SET STATUS command message is coded
according to the following table to indicate if the change in status shall apply
ta the Card Manager or an Application. Seeurity Domains are considered
applications in this context. Other status types are Reserved for Future Use
or application specific





[image: image20.png]9.7.1 Definition and Scope
The PUT KEY command is used to
1. replace a single key or multiple keys within an existing key set version:
2. replace an existing key set version with a new key set version; or
3. add a new key set version containing single o multiple keys.
Akey is uniquely identified by the combination of its key set version and its
key index. The Card Manager or a Security Domain may have multiple key
set versions and multiple keys may exist within a given key set version.
9.7.2 Command Message

The PUT KEY command message is coded according to the following table:
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The keys which may updated by the PUT KEY command refer to the transport security keys, i.e. KID and KIc in a Secured Packet. In addition, a third key type is defined : KIK. This key is used to protect the PUT KEY command itself. Keys are structured in the following way: 


Key Set Version 0
Key Set Version 1
….
Key Set Version n (maximum 'F')

Key Index 1
Reserved
KIc 1

KIc n

Key Index 2
Reserved
KID 1

KID n

Key Index 3
Reserved
KIK 1

KIK n

A card may have up to 15 key set versions each containing 3 key indexes. These versions numbers represent the indication of keys to be used in bits 8 to 5 in the coding of KIc and KID (see clauses 5.1.2 and 5.1.3). Each key index represents:

-
Key Index 1: KIc;

-
Key Index 2: KID;

-
Key Index 3: KIK.

Key Sets can only be changed with the PUT KEY command once the card has been issued. New Key Sets cannot be created using PUT KEY command at post issuance. Key used for securing the PUT KEY command is the key index 3 of the same key set version as the changed key. Key Set version 0 defined in OP for the creation of keys is not relevant for the present document.

A key set version number shall never be updated using the PUT KEY command.

This command shall be executed by the Card Manager or a Security Domain depending on the TAR in the case of Over The Air Application Management.
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[image: image21.png]9.7.2.1 Reference Control Parameter P1
Reference control parameter P1 is used to define the current key set version
and whether more PUT KEY commands will follow this one.

The current key set version identifies a key set version that is already
present on the card. A value of 00" in the current key set value indicates that
& new key set version is being added. (The new key set version s indicated in
the data field of the command message).

The key set version is coded from ‘01" to ‘7F

The reference control parameter P1 of the PUT KEY command message is
coded according to the following table:
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