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6.3.2

Handler Integrity

...

-------------------------------------------------------------------------------------

6.3.2.2

ProactiveResponseHandler

Test Area Reference: FWK_HIN_ PRHD

6.3.2.2.1
Conformance Requirement

Normal Execution

CRRN1: The ProactiveResponseHandler content is changed after the call to ProactiveHandler.send method and remains unchanged until next call to the ProactiveHandler.send method.

CRRN2: The ProactiveResponseHandler may not be available before the first call to ProactiveHandler.send method, if available the content is cleared.

6.3.2.2.2
Test Suite Files

Test Script: 


FWK_HIN_PRHD_1.scr

Test Applet: 


FWK_HIN_PRHD_1.java

Load Script: 


FWK_HIN_PRHD_1.ldr

Cleanup Script: 

FWK_HIN_PRHD_1.clr

Parameter File: 

FWK_HIN_PRHD_1.par

6.3.2.2.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Applet registration and ProactiveResponseHandler obtaining

1-Applet is registered to all events defined in [7].

Using the methods initMenuEntry for EVENT_MENU_SELECTION, requestPollInterval() for EVENT_STATUS_COMMAND, allocateTimer() for EVENT_TIMER_EXPIRATION and setEventList() for the rest of the events.

Terminal Profile command is sent to the SIM without the facilities SET UP_EVENT LIST, SET UP IDLE MODE TEXT, SET UP MENU and POLL INTERVAL. 

For each event:

2-ProactiveResponseHandler.getTheHandler() is called

If  handler is available,  ProactiveResponseHandler.getLength() is called


	1-No exception is thrown

Applet is triggered.

2-Behaviour  1:

 Toolkit Exception HANDLER_NOT_AVAILABLE is thrown. 

Behaviour 2:

 No exception is thrown, the return value is 0


	

	2
	The ProactiveResponseHandler remains unchanged after send method invocation until next send method invocation

1-Applet builds a proactive command ProactiveHandler.send() method is called

2-ProactiveResponseHandler.getLength() method is called

3-ProactiveHandler.init() method is called 

4-ProactiveHandler.send() method is called

5-ProactiveResponseHandler.getLength() method is called


	1- The ProactiveResponseHandler contains the terminal response 

2-The return value is 12

3-No exception is thrown and the Proactive Response Handler remains unchanged

4- The ProactiveResponseHandler contains the terminal response of the second proactive command 

5-The return value is 15


	1-A proactive command is fetched

The terminal response is sent with length 12

4-A proactive command is fetched

The terminal response is sent with length 15




6.3.2.2.4
Test Coverage

	CR Number
	Test Case Number

	CRRN1
	1,2

	CRRN2
	1


6.3.2.3

EnvelopeHandler

Test Area Reference: FWK_HIN_ ENHD

6.3.2.3.1
Conformance Requirement

Normal Execution

CRRN1: The EnvelopeHandler and its content are available for all triggered toolkit applets, from the invocation to the termination of their processToolkit method

CRRN2: The SIM Toolkit Framework guarantees that all triggered toolkit applets receive the data.

6.3.2.3.2
Test Suite Files

Test Script: 


FWK_HIN_ENHD_1.scr

Test Applet: 


FWK_HIN_ENHD_1.java

Load Script: 


FWK_HIN_ENHD_1.ldr

Cleanup Script: 

FWK_HIN_ENHD_1.clr

Parameter File: 

FWK_HIN_ENHD_1.par

6.3.2.3.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Applet initialization and Envelope Handler integrity checks with EVENT_MENU_SELECTION_HELP_REQUEST

1- Applet is registered to all events defined in [7]  except EVENT_PROFILE_DOWNLOAD and EVENT_STATUS_COMMAND.

Using the methods initMenuEntry() for EVENT_MENU_SELECTION, allocateTimer()for EVENT_TIMER_EXPIRATION, and setEventList() for the rest of the events.

Perform SIM initialization with all the facilities supported

2-Envelope menu selection with help request is sent to the SIM

3-EnvelopeHandler.getTheHandler() method is called

4-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_HELP_REQUEST

5-A proactive command DISPLAY TEXT is sent 

6-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

7- It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

Check that the TAG_HELP_REQUEST is the TLV selected

8-The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare()


	1-No exception is thrown

2- Applet is triggered

3-No exception is thrown.

4-No exception is thrown

6- Applet is triggered

7-No exception is thrown and the handler contains the envelope call control by SIM

8-The contents of the envelope handler shall be the same as stored in buffer 1
	5-91 xx.

 A proactive command Display Text  is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM

	2
	Envelope Handler integrity checks with EVENT_MENU_SELECTION

1-An envelope menu selection is sent to  SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_ITEM_IDENTIFIER

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6- It’s checked the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_ITEM_IDENTIFIER is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare()


	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	3
	Envelope Handler integrity checks with EVENT_FORMATTED_SMS_PP_ENV

1-A formatted sms pp envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy( ) 

The EnvelopeHandler.findTLV() method is called with TAG_SMS_TPDU

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that  the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy( ) and Util.arrayCompare methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_SMS_TPDU is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text  is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	4
	Envelope Handler integrity checks with EVENT_UNFORMATTED_SMS_PP_ENV

1-A unformatted sms pp envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy( ) 

The EnvelopeHandler.findTLV method is called with TAG_DEVICE_IDENTITIES

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_DEVICE_IDENTITIES is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1.
	4-91 XX

Proactive command Display Text  is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	5
	Envelope Handler integrity checks with EVENT_UNFORMATTED_SMS_CB

1-A unformatted cellbroadcast envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_CELLBROADCAST_PAGE

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_CELLBROADCAST_PAGE is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1.
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	6
	Envelope Handler integrity checks with EVENT_TIMER_EXPIRATION

1-A timer expiration envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_TIMER_ID

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_TIMER_ID is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	7
	Envelope Handler integrity checks with EVENT_CALL_CONTROL_BY_SIM

1-A call control envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_ADDRESS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_ADDRESS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM 

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	8
	Envelope Handler integrity checks with EVENT_ MO_SHORT_MESSAGE_CONTROL_BY_SIM

1-A mo short message control by sim envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_ADDRESS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It's checked that the TAG_ADDRESS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1.
	4-91 XX

Proactive command Display Text  is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	9
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_MT_CALL

1-A event download mt call envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_ADDRESS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_ADDRESS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1-

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text  is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	10
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_CALL_CONNECTED

1-A event download call connected envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_ADDRESS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_ADDRESS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1.
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	11
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_CALL_DISCONNECTED

1-A event download call disconnected envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_ADDRESS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked  that the TAG_ADDRESS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1.
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	12
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_LOCATION_STATUS

1-A event download location status envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_LOCATION_STATUS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_LOCATION_STATUS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	13
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_USER_ACTIVITY

1-A event download user activity envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It's checked that the TAG_DEVICE_IDENTITIES is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	14
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE

1-A event download idle screen available envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_DEVICE_IDENTITIES is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	15
	Envelope Handler integrity checks with EVENT_ EVENT_DOWNLOAD_CARD_READER_STATUS

1-A event download card reader status envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_CARD_READER_STATUS

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

It’s checked that the TAG_CARD_READER_STATUS is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	16
	Envelope Handler integrity checks with UNRECOGNIZED_ENVELOPE

1-A unrecognized envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

 3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

The EnvelopeHandler.getValueLength() is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the SIM



	17
	Envelope Handler integrity checks with EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
1-A event download language selection envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_EVENT_LIST
4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_EVENT_LIST is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	18
	Envelope Handler integrity checks with EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION
1-A event download browser termination envelope is sent to SIM

2-EnvelopeHandler.getTheHandler() method is called

3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_EVENT_LIST
4-A proactive command DISPLAY TEXT is sent 

5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_EVENT_LIST is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM



	19
	Envelope Handler integrity checks with EVENT_FORMATTED_SMS_CB
1-An envelope SMS-CB formatted according to [8] is sent to the SIM

2-EnvelopeHandler.getTheHandler() method is called

3-Copy the contents of the envelope handler in buffer 1 using EnvelopeHandler.copy() 

The EnvelopeHandler.findTLV() method is called with TAG_CELL_BROADCAST_PAGE
4-A proactive command DISPLAY TEXT is sent
5-Envelope call control by sim is sent to SIM

EnvelopeHandler.getTheHandler() method is called

6-It’s checked that the contents of the envelope handler is the envelope call control using EnvelopeHandler.copy() and Util.arrayCompare() methods

The EnvelopeHandler.findTLV() method is called with TAG_DEVICE_IDENTITIES

Call Control execution is finished.

It’s checked that the TAG_CELL_BROADCAST_PAGE is the TLV selected

7- The contents of EnvelopeHandler are compared with buffer1 using Util.arrayCompare() 
	1- Applet is triggered

2-No exception is thrown. 

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the handler contains the envelope call control by SIM

7- The contents of the envelope handler shall be the same as stored in buffer 1
	4-91 XX

Proactive command Display Text is fetched

The terminal Response of  DISPLAY TEXT is sent to the   SIM




6.3.2.3.4
Test Coverage

	CR Number
	Test Case Number

	CRRN1
	1,2,3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19

	CRRN2
	1,2,3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19


6.3.3

Applet Triggering

...

-------------------------------------------------------------------------------------

6.3.3.4
EVENT_FORMATTED_SMS_PP_ENV

Test Area Reference: FWK_APT_EFSE

6.3.3.4.1
Conformance Requirement

Normal Execution

CRRN1: The applet is triggered by the EVENT_FORMATTED_SMS_PP_ENV once: 

· it has been registered to this event,

· an envelope APDU carrying an SMS TPDU formatted according to [8], is received,

· the toolkit applet to be triggered is registered with the corresponding TAR in the SMS TPDU,

· the security is verified


CRRN2: The applet is not triggered by the EVENT_FORMATTED_SMS_PP_ENV once it has deregistered from this event.

6.3.3.4.2
Test Suite Files

Test Script: 


FWK_APT_EFSE_1.scr

Test Applet: 


FWK_APT_EFSE_1.java

Load Script: 


FWK_APT_EFSE_1.ldr

Cleanup Script: 

FWK_APT_EFSE_1.clr

Parameter File: 

FWK_APT_EFSE_1.par

6.3.3.4.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Applet registration to EVENT FORMATTED_SMS_PP_ENV and triggering

Applet is registered to EVENT_FORMATTED_SMS_PP_ENV and EVENT_UNRECOGNIZED_ENVELOPE

1-An Envelope EVENT_FORMATTED_SMS_PP_ENV is sent to the SIM.


	1-Applet is triggered
	

	2
	Applet deregistration

ToolkitRegistry.clearEvent() method is called for EVENT_FORMATTED_SMS_PP_ENV

2-A formatted sms pp envelope is sent to the SIM.

An unrecognized envelope is sent to the sim

ToolkitRegistry.setEvent() method is called for EVENT_FORMATTED_SMS_PP_ENV

3-An Envelope FORMATTED_SMS_PP_ENV is sent to the SIM


	2-Applet is not  triggered

3- Applet is triggered
	


6.3.3.4.4
Test Coverage

	CR Number
	Test Case Number

	CRRN1 (See note 1)
	1

	CRRN2
	2


Note 1: The security checks are not relevant to the test designed in this test area; they will be checked in the "Framework Security Management" section.

...

-------------------------------------------------------------------------------------

6.3.3.19
EVENT_FORMATTED_SMS_CB
Test Area Reference: FWK_APT_EFCB
6.3.3.19.1
Conformance Requirement

Normal Execution

CRRN1: The applet is triggered by the EVENT_FORMATTED_SMS_CB once: 
· it has been registered to this event,
· an envelope APDU carrying a Cell Broadcast Page, formatted according to [8], is received,

· the toolkit applet to be triggered is registered with the corresponding TAR in the CB page,
· the security is verified
CRRN2: The applet is not triggered by the EVENT_FORMATTED_SMS_CB once it has deregistered from this event.

6.3.3.19.2
Test Suite Files

Test Script: 


FWK_APT_EFCB_1.scr

Test Applet: 


FWK_APT_EFCB_1.java

Load Script: 


FWK_APT_EFCB_1.ldr

Cleanup Script: 

FWK_APT_EFCB_1.clr

Parameter File: 

FWK_APT_EFCB_1.par

6.3.3.19.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Applet registration to EVENT_FORMATTED_SMS_CB and triggering

Applet is registered to EVENT_FORMATTED_SMS_CB and EVENT_FORMATTED_SMS_PP_ENV
1-An Envelope EVENT_FORMATTED_SMS_CB is sent to the SIM.


	1-Applet is triggered
	

	2
	Applet deregistration

ToolkitRegistry.clearEvent() method is called for EVENT_FORMATTED_SMS_CB
1-A formatted SMS CB envelope is sent to the SIM.

2-An envelope SMS-PP formatted is sent to the SIM

ToolkitRegistry.setEvent() method is called for EVENT_FORMATTED_SMS_CB
3-An Envelope FORMATTED_SMS_CB is sent to the SIM


	1- Applet is not  triggered

2- Applet is triggered
3- Applet is triggered
	


6.3.3.19.4
Test Coverage

	CR Number
	Test Case Number

	CRRN1 (See note 1)
	1,2 

	CRRN2
	2


Note 1: The security checks are not relevant to the test designed in this test area; they will be checked in the "Framework Security Management" section.
...

-------------------------------------------------------------------------------------

6.3.6
Framework Security Management

Security Parameters

The table that follows contains the security parameters that shall be used when the 03.48 security is required in the test cases developed in the current section.

	Parameter
	Value in hexadecimal

	KIC
	11

	KID
	11

	CNTR
	00 00 00 00 01

	Key for ciphering
	01 41 42 7F DA E8 91 A7

	Key for RC/CC/DS
	01 23 45 67 89 AB CD EF


If a parameter is not listed explicitly in the above table, the default values of section 4.7.3.1 apply.

6.3.6.1
Input Data

Test Area Reference: FWK_FWS_INDA

6.3.6.1.1
Conformance Requirements

Normal Execution

CRRN1: If the SIM receives an envelope APDU containing an SMS_PP_DATADOWNLOAD BER TLV formatted according to [8], the SIM Toolkit Framework shall verify the security of the SMS TPDU.

CRRN2: The toolkit applet will only be triggered if the TAR is known and the security verified.
CRRN3: If the SIM receives an envelope APDU containing an SMS_CB_DATADOWNLOAD formatted according to [8], the SIM Toolkit Framework shall verify the security of the cell broadcast page.

6.3.6.1.2
Test Area Files

Test Script:


FWK_FWS_INDA_1.scr

Test Applet:


FWK_FWS_INDA_1.java




FWK_FWS_INDA_2.java




FWK_FWS_INDA_3.java




FWK_FWS_INDA_4.java

Load Script: 


FWK_FWS_INDA_1.ldr

Cleanup Script: 

FWK_FWS_INDA_1.clr

Parameter File:

FWK_FWS_INDA_1.par

6.3.6.1.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Framework checks the Cryptographic checksum and deciphers the data
Applet1 is loaded and installed
1-Envelope(SMS-PP) formatted is sent to the SIM with this features:
Ciphering;

Cryptographic checksum;

No proof of receipt;

Data = 01


	The applet is triggered.
	

	2
	Triggering two different applets with different security
Applet2 is installed 

1-Envelope(SMS-PP) formatted is sent to the SIM with this features:
Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 1

Data = 02

2-Envelope(SMS-PP) formatted is sent to the SIM with this features:
No ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 2

Data = 03


	1- Applet1 is triggered
2- Applet2 is triggered
	1- The SIM answers to the Envelope with status words 9000

2- The SIM answers to the Envelope with status words 9000

	3
	Envelope(SMS-PP) formatted with wrong cryptographic checksum

No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet 1

Data = 04
	No applet is triggered
	1- The SIM answers to the Envelope with status words 9000

	4
	Framework checks the Cryptographic checksum and deciphers the data

Applet3 is loaded and installed

1-Envelope(SMS-CB) formatted is sent to the SIM with this features:
Ciphering;

Cryptographic checksum;

No proof of receipt;

Data = 01


	1- Applet3 is triggered.
	1- The SIM answers to the Envelope with status words 9000



	5
	Triggering two different applets with different security on Envelope(SMS-CB) formatted
Applet4 is installed 

1-Envelope(SMS-CB) formatted is sent to the SIM with this features:
Ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 3

Data = 02

2-Envelope(SMS-CB) formatted is sent to the SIM with this features:
No ciphering;

Cryptographic checksum;

No proof of receipt;

TAR of Applet 4
Data = 03


	1- Applet3 is triggered
2- Applet4 is triggered
	1- The SIM answers to the Envelope with status words 9000

2- The SIM answers to the Envelope with status words 9000

	6
	Envelope(SMS-CB) formatted with wrong cryptographic checksum

No ciphering;

Wrong Cryptographic checksum;

No proof of receipt;

TAR of Applet 3
Data = 04
	No applet is triggered
	The SIM answers to the Envelope with status words 9000


6.3.6.1.4
Test Coverage

	CRR Number
	Test Case Number

	CRRN1
	1,2,3

	CRRN2
	3,6

	CRRN3
	4,5,6


6.3.6.2
Output Data

Test Area Reference: FWK_FWS_OUDA

6.3.6.2.1
Conformance Requirements

Normal Execution

CRRN1: The SIM Toolkit Framework shall secure and send the response packet.

6.3.6.2.2
Test Area Files

Test Script:


FWK_FWS_OUDA_1.scr

Test Applet:


FWK_FWS_OUDA_1.java

Load Script:


FWK_FWS_OUDA_1.ldr

Cleanup Script:

FWK_FWS_OUDA_1.clr

Parameter File:

FWK_FWS_OUDA_1.par

6.3.6.2.3
Test Procedure

	Id
	Description
	API/Framework Expectation
	APDU Expectation

	1
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receipt

Data in plain text = “APPLET1”


	The applet is triggered and sends  a “Display Text” proactive command with the data received in the Envelope.
	The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has no application data.

The SIM answers to the Get Response command with status words 91xx to issue a Display Text “APPLET1”.

	2
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receipt

Data in plain text = “APPLET1”
	The applet posts application data. It does not call the ProactiveHandler.send() method
	The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has the application data posted by the application.

The SIM answers to the Get Response command with status words 9000.

	3
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receipt

Data in plain text = “TEST”
	The applet posts application data and calls the ProactiveHandler.send() method to send a “Display Text” proactive command with the data received in the Envelope.
	The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has the application data posted by the application.

The SIM answers to the Get Response command with status words 91xx to issue the Display Text “TEST”.

	4
	Envelope(SMS-PP) formatted

Ciphering;

Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

proof of receipt shall be ciphered

Data in plain text = “TEST”
	The applet posts application data and calls the ProactiveHandler.send() method to send a “Display Text” proactive command with the data received in the Envelope.
	The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has the application data posted by the application.

The SIM answers to the Get Response command with status words 91xx to issue the Display Text “TEST”.

	5
	Envelope(SMS-PP) formatted

The Terminal Profile command shall be issued with the facility “'9EXX' response code for SIM data download error” enabled

The Envelope(SMS-PP) formatted has to be issued with the following features:

No ciphering;

Wrong Cryptographic checksum;

proof of receipt response shall be sent using SMS-Deliver-Report;

no security applied to proof of receiptData in plain text = “TEST”
	No applet is triggered
	The SIM answers to the Envelope with status words 9Exx and a PoR is retrieved with a GetResponse command. The Response Status Code Octet shall be ‘01’.


6.3.6.2.4
Test Coverage

	CRR Number
	Test Case Number

	CRRN1
	1,2,3,4,5


...

-------------------------------------------------------------------------------------

Annex C (normative):
Default Prepersonalisation

C.1
General Default Prepersonalisation

This table shows the default prepersonalisation, the file system and the files' content, that the test SIM cards shall contain  unless otherwise stated.

	Name
	Identifier
	Default Value
	Special Features 

	EFICCID
	2FE2
	0F FF FF FF FF FF FF FF FF FF
	This value is not compliant with GSM 11.11

	EFIMSI
	6F07
	FF FF FF FF FF FF FF FF FF
	This value is not compliant with GSM 11.11

	EFLP
	6F05
	01 FF FF FF
	

	EFKc
	6F20
	FF FF FF FF FF FF FF FF 07
	

	EFPLMNsel
	6F30
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFHPLMN
	6F31
	05 
	

	EFACMmax
	6F37
	00 00 00
	Access condition UPDATE: CHV1 

	EFSST
	6F38
	FF 3F C3 03 0C 00 FF 0F 00 33
	

	EFACM
	6F39
	00 00 00
	Access condition UPDATE: CHV1 

	EFPUCT
	6F41
	FF FF FF 00 00
	Access condition UPDATE: CHV1 

	EFBCCH
	6F74
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFACC
	6F78
	00 00
	

	EFFPLMN
	6F7B
	FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFLOCI
	6F7E
	FF FF FF FF 00 F0 00 00 00 FF 01
	

	EFAD
	6FAD
	00 FF FF
	

	EFPhase
	6FAE
	03
	

	EFFDN
	6F3B
	Default value in all the records:

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 5

	EFSMSP
	6F42
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	Records: 1

	EFLND
	6F44
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 1

	EFSMSS
	6F43
	FF FF
	

	EFSMS
	6F3C
	1st record: 00 FF … FF(length 176)

2nd record:00 FF … FF(length 176)

3rd record: 00 FF … FF(length 176)
	Records: 3

	EFADN
	6F3A
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	Records: 1

	EFCCP
	6F3D
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	

	EFMSISDN
	6F40
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 1

	EFSDN
	6F49
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 
	Records: 1

	EFSUME
	6F54
	85 0C 54 4F 4F 4C 4B 49 54 20 54 45 53 54 FF FF FF FF
	

	EFCBMI
	6F45
	FF FF
	

	EFIM
	4F20
	FF FF FF FF FF FF FF FF FF FF FF
	

	EFCBMID
	6F48
	10 80
	


The default value for the CHV1 shall be "0x31 0x31 0x31 0x31 0xFF 0xFF 0xFF 0xFF" and its state shall be 'disabled' during test applets execution.
...

-------------------------------------------------------------------------------------

Annex F (Normative):
AID numbering and acronyms for Framework tests

...

-------------------------------------------------------------------------------------

F.4
Applet Triggering (APT)

	Test Area within the chapter
	Acronyms
	Numbering on 6 bits

	EVENT_PROFILE_DOWNLOAD
	EPDW
	000001

	EVENT_MENU_SELECTION
	EMSE
	000010

	EVENT_MENU_SELECTION_HELP_REQUEST
	EMSH
	000011

	EVENT_FORMATTED_SMS_PP_ENV
	EFSE
	000100

	EVENT_UNFORMATTED_SMS_PP_ENV
	EUSE
	000101

	EVENT_CALL_CONTROL_BY_SIM
	ECCN
	000110

	EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM
	EMCN
	000111

	EVENT_TIMER_EXPIRATION
	ETEX
	001000

	EVENT_UNFORMATTED_SMS_CB
	EUCB
	001001

	EVENT_EVENT_DOWNLOAD_MT_CALL
	EDMC
	001010

	EVENT_EVENT_DOWNLOAD_CALL_CONNECTED
	EDCC
	001011

	EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED
	EDCD
	001100

	EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
	EDLS
	001101

	EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
	EDUA
	001110

	EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE
	EDIS
	001111

	EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS
	EDCR
	010000

	RFU (EVENT_UNRECOGNIZED_ENVELOPE)
	(EUEN)
	010001

	EVENT_STATUS_COMMAND
	ESTC
	010010

	EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
	EDLG
	010011

	EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION        
	EDBT
	010100

	EVENT_FORMATTED_SMS_CB
	EFCB
	010101
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