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6.2.2.1
Method processToolkit

Test Area Reference: API_2_TKI_PRTKB

6.2.2.1.1
Conformance Requirement:

The method with following prototype shall be compliant to its definition in the API.

public void processToolkit(byte event)



throws 
ToolkitException
Normal execution

CRRN1: This interface must be implemented by a Toolkit applet (which extends the javacard.framework.Applet class) so that it can be triggered by the Toolkit Handler according to the registration information.

CRRN2: The Toolkit applet will have to implement the processToolkit shared method so that the following events can be notified:

	Event 
	Description 

	 EVENT_PROFILE_DOWNLOAD 
	Terminal Profile command reception 

	 EVENT_FORMATTED_SMS_PP_ENV 
	03.48 formatted envelope SMS-PP Data Download reception 

	 EVENT_FORMATTED_SMS_PP_UPD 
	03.48 formatted Update Record EF SMS 

	 EVENT_FORMATTED_SMS_CB
	03.48 formatted envelope Cell Broadcast Data Download command reception

	 EVENT_UNFORMATTED_SMS_PP_ENV 
	Unformatted Envelope SMS-PP Data Download reception 

	 EVENT_UNFORMATTED_SMS_PP_UPD 
	Unformatted Update Record EF SMS 

	 EVENT_UNFORMATTED_SMS_CB 
	Unformatted Cell Broadcast Data Download command reception 

	 EVENT_MENU_SELECTION 
	Envelope Menu Selection command reception 

	 EVENT_MENU_SELECTION_HELP_REQUEST 
	Envelope Menu Selection Help Request command reception

	 EVENT_CALL_CONTROL_BY_SIM 
	Envelope Call Control by SIM command reception

	 EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM
	Envelope MO Short Message Control by SIM command reception

	 EVENT_TIMER_EXPIRATION 
	Envelope Timer Expiration

	 EVENT_EVENT_DOWNLOAD_MT_CALL 
	Envelope Event Download - MT call

	 EVENT_EVENT_DOWNLOAD_CALL_CONNECTED 
	Envelope Event Download - Call connected

	 EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED 
	Envelope Event Download - Call disconnected

	 EVENT_EVENT_DOWNLOAD_LOCATION_STATUS 
	Envelope Event Download - Location status

	 EVENT_EVENT_DOWNLOAD_USER_ACTIVITY 
	Envelope Event Download - User activity

	 EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE 
	Envelope Event Download - Idle screen available

	 EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS 
	Envelope Event Download - Card Reader Status

	 EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
	Envelope Event Download - Language Selection

	 EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION
	Envelope Event Download - Browser Termination

	 EVENT_STATUS_COMMAND
	Status APDU command event

	 EVENT_UNRECOGNIZED_ENVELOPE
	Unrecognized Envelope command reception


Parameters error

No requirements

Context errors

No requirements

6.2.2.1.2
Test suite files

The method is tested in the Framework

6.2.2.1.3
Test Coverage

	CRR number
	Test case number

	N1
	Tested in Framework

	N2
	Tested in Framework


6.2.4.3
Method getSecuredDataLength

Test Area Reference: API_2_ENH_GSDL

6.2.4.3.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short getSecuredDataLength()

                           throws ToolkitException

Normal execution

CRRN1: The method shall return the length of the secured data contained in a SMS TPDU TLV.

CRRN2: The length is from the first SMS TPDU TLV.

CRRN3: The length should not include padding bytes.

CRRN4: The method can be used if the event is EVENT_FORMATTED_SMS_PP_ENV and if the SMS TP-UD is formatted according to [8].

CRRN5: The method can be used if the event is EVENT_FORMATTED_SMS_PP_UPD and if the SMS TP-UD is formatted according to [8].

CRRN6: The method can be used if the event is EVENT_FORMATTED_SMS_CB and if the Cell Broadcast Page is formatted according to [8].

CRRN7: If the method is successful and if the event is EVENT_FORMATTED_SMS_PP_ENV, the selected TLV should be the SMS TPDU TLV.
CRRN8: If the method is successful and if the event is EVENT_FORMATTED_SMS_CB, the selected TLV should be the Cell Broadcast Page TLV.
Parameters error

No requirements

Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS TPDU TLV element.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of missing Secured Data.

6.2.4.3.2
Test suite files

Specific triggering: 

· FORMATTED SMS CB

· UNFORMATTED SMS CB

-
FORMATTED SMS PP UPD

-
UNFORMATED SMS PP ENV

-
For Formatted triggering if CC/RC/DS is used, the security parameters are the one used for downloading applications.

Test Script: 



API_2_ENH_GSDL_1.scr

Test Applet: 



API_2_ENH_GSDL_1.java

Load Script: 



API_2_ENH_GSDL_1.ldr

Cleanup Script:


API_2_ENH_GSLD_1.clr
Parameter File:


API_2_ENH_GSDL_1.par
6.2.4.3.3
Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Test with FORMATTED_SMS_PP_ENV and TP-OA length of 2
	Returns 0x2A


	

	2
	Test with TP-OA length of 6
	Returns 0x2A
	

	3
	Test with TP-OA length of 12
	Returns 0x2A
	

	4
	Test with RC/CC/DS length of 0
	Returns 0x10
	

	5
	Test with RC/CC/DS length of 8
	Returns 0x10
	

	6
	Test with PCNTR = 0
	Returns 0x10
	

	7
	Test with PCNTR = 7
	Returns 0x05
	

	8
	Test with SecuredDataLength = 00
	Returns 0x00
	

	9
	Test with UserDataLength = 0x33
	Returns 0x33
	

	10
	Test with UserDataLength = 0x 6C
	Returns 0x 6C
	

	11
	Test with UserDataLength = 0x 6D
	Returns 0x 6D
	

	12
	Test with UserDataLength = maximum length: 0x79
	Returns 0x 79
	

	13
	Verify it is the first TPDU TLV: 

Send a SMS PP with 2 TPDU TLV and inside two different secured data lengths: 5 and 10
	Returns 0x05
	

	14
	Same test as 1 but with FORMATTED_SMS_PP_UPD
	Returns 0x2A
	

	15
	Same test as 2 but with FORMATTED_SMS_PP_UPD
	Returns 0x2A
	

	16
	Same test as 3 but with FORMATTED_SMS_PP_UPD
	Returns 0x2A
	

	17
	Same test as 4 but with FORMATTED_SMS_PP_UPD
	Returns 0x10
	

	18
	Same test as 5 but with FORMATTED_SMS_PP_UPD
	Returns 0x10
	

	19
	Same test as 6 but with FORMATTED_SMS_PP_UPD
	Returns 0x10
	

	20
	Same test as 7 but with FORMATTED_SMS_PP_UPD
	Returns 0x05
	

	21
	Same test as 8 but with FORMATTED_SMS_PP_UPD
	Returns 0x00
	

	22
	Same test as 9 but with FORMATTED_SMS_PP_UPD
	Returns 0x33
	

	23
	Same test as 10 but with FORMATTED_SMS_PP_UPD
	Returns 0x 6C
	

	24
	Same test as 11 but with FORMATTED_SMS_PP_UPD
	Returns 0x 6D
	

	25
	Same test as 12 but with FORMATTED_SMS_PP_UPD
	Returns 0x 79
	

	26
	Same test as 13 but with FORMATTED_SMS_PP_UPD
	Returns 0x05
	

	27
	Same test as 4 but with FORMATTED_SMS_CB
	Returns 0x10
	

	28
	Same test as 5 but with FORMATTED_SMS_CB
	Returns 0x10
	

	29
	Same test as 6 but with FORMATTED_SMS_CB
	Returns 0x10
	

	30
	Same test as 7 but with FORMATTED_SMS_CB
	Returns 0x05
	

	31
	Same test as 8 but with FORMATTED_SMS_CB
	Returns 0x00
	

	32
	Same test as 9 but with FORMATTED_SMS_CB
	Returns 0x33
	

	33
	Same test as 12 but with maximum length: 0x42, and FORMATTED_SMS_CB
	Returns 0x 42
	

	34
	Test with FORMATTED_SMS_PP_ENV 

Verify after call of the method the current TLV is the TPDU TLV:

findTLV device identities, getSecuredDataLength and then getValueByte to verify that the current TLV is the TPDU TLV
	getValueByte returns 0x40
	

	35
	Test with FORMATTED_SMS_CB

Verify after call of the method the current TLV is the Cell Broadcast Page TLV:

findTLV device identities, getSecuredDataLength and then getValueByte to verify that the current TLV is the Cell Broadcast Page TLV
	getValueByte returns 0x00
	

	36
	Send an envelope UNFORMATTED SMS CB, getSecuredDataLength
	ToolkitException UNAVAILABLE_ELEMENT
	

	37
	Send an envelope UNFORMATTED SMS PP
	ToolkitException UNAVAILABLE_ELEMENT
	


6.2.4.3.4
Test Coverage

This method has only been tested with call control and the tests shall be improved during [8] tests.

	CRR number
	Test case number

	N1
	1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13

	N2
	13

	N3
	6, 7

	N4
	1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 25

	N5
	14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26

	N6
	27, 28, 29, 30, 31, 32, 33

	N7
	34

	N8
	35

	C1
	36

	C2
	37


6.2.4.4
Method getSecuredDataOffset

Test Area Reference: API_2_ENH_GSDO

6.2.4.4.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short getSecuredDataOffset()

                           throws ToolkitException

Normal execution

CRRN1: The method shall return the offset of the secured data first byte contained in a SMS TPDU TLV.

CRRN2: The offset is from the first SMS TPDU TLV.

CRRN3: The method can be used if the event is EVENT_FORMATTED_SMS_PP_ENV and if the SMS TP-UD is formatted according to [8].

CRRN4: The method can be used if the event is EVENT_FORMATTED_SMS_PP_UPD and if the SMS TP-UD is formatted according to [8].

CRRN5: The method can be used if the event is EVENT_FORMATTED_SMS_CB and if the Cell Broadcast Page is formatted according to [8].

CRRN6: If the method is successful and if the event is EVENT_FORMATTED_SMS_PP_ENV, the selected TLV should be the SMS TPDU TLV.
CRRN7: If the method is successful and if the event is EVENT_FORMATTED_SMS_CB, the selected TLV should be the Cell Broadcast Page TLV.
Parameters error

No requirements

Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS TPDU TLV element.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of missing Secured Data.

6.2.4.4.4 Test suite files

Specific triggering:

· 

FORMATTED SMS CB

· 

UNFORMATTED SMS CB

· 

FORMATTED SMS PP UPD

· 

UNFORMATED SMS PP ENV

· 

For Formatted triggering if CC/RC/DS is used, the security parameters are the one used for downloading applications.

Test Script: 



API_2_ENH_GSDO_1.scr

Test Applet: 



API_2_ENH_GSDO_1.java

Load Script: 



API_2_ENH_GSDO_1.ldr

Cleanup Script:


API_2_ENH_GSDO_1.clr
Parameter File:


API_2_ENH_GSDO_1.par
6.2.4.4.4 Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Test with TP-OA length of 2
	Returns 0x21
	

	2
	Test with TP-OA length of 6
	Returns 0x23
	

	3
	Test with TP-OA length of 12
	Returns 0x26
	

	4
	Test with RC/CC/DS length of 0
	Returns 0x21
	

	5
	Test with RC/CC/DS length of 8
	Returns 0x29
	

	6
	Send a SMS PP with 2 TPDU TLV and inside two different secured data offsets
	Returns 0x24 ( the first offset )
	

	7
	Same test as 1 but with FORMATTED_SMS_PP_UPD
	Returns 0x21
	

	8
	Same test as 2 but with FORMATTED_SMS_PP_UPD
	Returns 0x23
	

	9
	Same test as 3 but with FORMATTED_SMS_PP_UPD
	Returns 0x26
	

	10
	Same test as 4 but with FORMATTED_SMS_PP_UPD
	Returns 0x21
	

	11
	Same test as 5 but with FORMATTED_SMS_PP_UPD
	Returns 0x29
	

	12
	Same test as 6 but with FORMATTED_SMS_PP_UPD
	Returns 0x24 ( the first offset )
	

	13
	Test with FORMATTED_SMS_PP ENV

Verify after call of the method the current TLV is the TPDU TLV:

findTLV device identities, getSecuredDataOffset and then getValueByte to verify that the current TLV is the TPDU TLV
	Returns 0x40
	

	14
	Same test as 4 but with FORMATTED_SMS_CB
	Returns 0x16
	

	15
	Same test as 5 but with FORMATTED_SMS_CB
	Returns 0x1E
	

	16
	Test with FORMATTED_SMS_CB 

Verify after call of the method the current TLV is the Cell Broadcast Page TLV:

findTLV device identities, getSecuredDataOffset and then getValueByte to verify that the current TLV is the Cell Broadcast Page TLV
	Returns 0x00
	

	17
	Send an UNFORMATTED SMS CB envelope, getSecuredDataOffset
	ToolkitException UNAVAILABLE_ELEMENT
	

	18
	Send an UNFORMATTED SMS PP envelope, getSecuredDataOffset 
	ToolkitException UNAVAILABLE_ELEMENT
	

	19
	Send an formatted SMS-PP envelope with no secured data , getSecuredDataOffset
	Returns 0x21
	


6.2.4.4.4 Test Coverage

This method has only been tested with call control and the tests shall be improved during [8] tests.

	CRR number
	Test case number

	N1
	1, 2, 3, 4, 5, 6, 19

	N2
	6, 12

	N3
	1, 2, 3, 4, 5, 6, 19

	N4
	7, 8, 9, 10, 11

	N5
	14, 15

	N6
	13

	N7
	16

	C1
	17

	C2
	18


6.2.9.3
Method clearEvent

Test Area Reference: API_2_TKR_CEVTB

6.2.9.3.1
Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void clearEvent(byte event)

              throws ToolkitException

Normal execution

CRRN1: A call to isEventSet() method for a cleared event should return false after a call to clearEvent.

CRRN2:The SIM Toolkit Framework shall not trigger the applet on the occurrence of the cleared event anymore.

CRRN3: if event was EVENT_CALL_CONTROL_BY_SIM and after the call, no applet is registered to it, The SIM Toolkit Framework shall allow an applet to register to this event.

CRRN4: if event was EVENT_CALL_CONTROL_BY_SIM and one applet is still registered to these event, The SIM Toolkit Framework shall not allow an applet to register to this event.

CRRN5: if event was EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and after the call, no applet is registered to it, The SIM Toolkit Framework shall allow an applet to register to this event.

CRRN6: if event was EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and one applet is still registered to these event, The SIM Toolkit Framework shall not allow an applet to set this event.

Parameters error

CRRP1: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was EVENT_MENU_SELECTION.

CRRP2: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP3: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was EVENT_TIMER_EXPIRATION.

CRRP4: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was EVENT_STATUS_COMMAND.

Context errors

No requirements

6.2.9.3.2
Test suite files

Test Script: 


API_2_TKR_CEVTB_1.scr

Test Applet: 


API_2_TKR_CEVTB_1.java


As default but applet registers to an event list which contains all defined events in GSM 03.19 [7] excepted those that aren't allowed or supported by setEvent().
Load Script:    

API_2_TKR_CEVTB_1.ldr

Cleanup script: 

API_2_TKR_CEVTB_1.clr
Parameter File:

API_2_TKR_CEVTB_1.par
6.2.9.3.3
Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Clear ALLOWED unregistered events

For events ranging from 1 to 127 and for EVENT_UNRECOGNIZED_ENVELOPE (-1), except those that aren't allowed(EVENT_MENU_SELECTION,EVENT_MENU_SELECTION_HELP_REQUEST,EVENT_TIMER_EXPIRATION,EVENT_STATUS_COMMAND),
the applet calls:

1-
clearEvent() method

2-
isEventSet() method


	1-
No exception is thrown each time.

2-
Shall return false each time.


	

	2
	Clear registered events

1-
For each ALLOWED and SUPPORTED events, the applet calls setEvent() method.

2-
For events ranging from 1 to 127 and for EVENT_UNRECOGNIZED_ENVELOPE (-1) except those that aren't allowed, the applet calls:

2.1- clearEvent() method

2.2- isEventSet() method


	1-
No exception shall be thrown.

2.1- No exception shall be thrown.

2.2- Shall return false.
	

	3
	Clearing NOT ALLOWED events

For each event among:

EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST, EVENT_TIMER_EXPIRATION, EVENT_STATUS_COMMAND

1-
The applet calls clearEvent(event) method.


	1-
Each time, clearEvent shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED.
	

	4
	Checking applet isn't triggered by an ENVELOPE(SMS-PP DOWNLOAD) command

1 -
reset and initialise the card

2 - An ENVELOPE(SMS-PP DOWNLOAD) is sent with a TAR referencing applet.


	Applet is not trigged by an ENVELOPE(SMS-PP DOWNLOAD) command
	


6.2.9.3.4
Test Coverage

	CRR number
	Test case number

	N1
	1,2

	N2
	4

	N3
	Framework

	N4
	Framework

	N5
	Framework

	N6
	Framework

	P1
	3

	P2
	3

	P3
	3

	P4
	3


6.2.9.9
Method isEventSet

Test Area Reference: API_2_TKR_IEVSB

6.2.9.9.1
Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public boolean isEventSet(byte event)

Normal execution

CRRN1: shall return true if the event is set in the Toolkit Registry for the applet

CRRN2: shall return false if the event isn't set in the Toolkit Registry for the applet

Parameters error

No requirements.

Context errors

No requirements

6.2.9.9.2
Test suite files

Test Script: 


API_2_TKR_IEVSB_1.scr

Test Applet: 


API_2_TKR_IEVSB_1.java

Installation parameter: 

Same as default applet but with:

-
Maximum text length for a menu entry:

15

-
Maximum number of menu entries:

1

-
Position / Identifier for each menu entry:
'01'/'01'

-
Maximum number of timers:


1

Load Script: 



API_2_TKR_IEVSB_1.ldr

Cleanup script: 


API_2_TKR_IEVSB_1.clr
Parameter File:


API_2_TKR_IEVSB_1.par
6.2.9.9.3
Test procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Events aren't set

Applet calls isEventSet() for each events ranging –1 and from 1 to 127 except EVENT_FORMATTED_SMS_PP_ENV and EVENT_MENU_SELECTION.


	Shall return false each time.
	

	2
	For EVENT_FORMATTED_SMS_PP_ENV 

isEventSet (EVENT_FORMATTED_SMS_PP_ENV)


	Shall return true.
	

	3
	For EVENT_MENU_SELECTION

isEventSet (EVENT_MENU_SELECTION)


	Shall return true
	

	4
	After clearing EVENT_FORMATTED_SMS_PP_ENV

1-
clearEvent(EVENT_FORMATTED_SMS_PP_ENV) 

2-
isEventSet(EVENT_FORMATTED_SMS_PP_ENV)


	1-
No exception shall be thrown.

2-
Shall return false.
	

	5
	Setting events

1-
For each SUPPORTED and ALLOWED events for setEvent(), applet calls:

1.1-
setEvent() method

1.2-
isEventSet() method.


	1.1-
No exception shall be thrown.

1.2-
Shall return true each time.
	

	6
	For EVENT_MENU_SELECTION_HELP_REQUEST

1-
isEventSet (EVENT_MENU_SELECTION_HELP_REQUEST)

2-
call changeMenuEntry with help supported

3-
isEventSet (EVENT_MENU_SELECTION_HELP_REQUEST)


	1-
Shall return false.

3-
Shall return true.
	

	7
	For EVENT_TIMER_EXPIRATION

1-
isEventSet(EVENT_TIMER_EXPIRATION)

2-
call allocateTimer()

3-
isEventSet(EVENT_TIMER_EXPIRATION)


	1-
Shall return false.

3-
Shall return true.
	

	8
	For EVENT_STATUS_COMMAND

1-
isEventSet(EVENT_STATUS_COMMAND)

2-
call requestPollInterval(POLL_SYSTEM_DURATION)

3-
isEventSet(EVENT_STATUS_COMMAND)


	1-
Shall return false.

3-
Shall return true.
	


6.2.9.9.4
Test Coverage

	CRR number
	Test case number

	N1
	2,3,4,5,6,7,8

	N2
	1,5,6,7,8


6.2.9.12
Method setEvent

Test Area Reference: API_2_TKR_SEVTB

6.2.9.12.1
Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

              
public void setEvent(byte id)

        
            throws ToolkitException

Normal execution

CRRN1: a following call to isEventSet() method with the same event id shall answer true for the applet.

CRRN2: the SIM Toolkit Framework shall trigger the applet if an occurrence of the set event happens.

CRRN3: this method shall accept all the events defined in GSM 0319 excepted: EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST, EVENT_TIMER_EXPIRATION, EVENT_STATUS_COMMAND

Parameters error

CRRP1: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0.

CRRP2: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is EVENT_MENU_SELECTION.

CRRP3: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP4: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is EVENT_TIMER_EXPIRATION.

CRRP5: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is EVENT_STATUS_COMMAND.

Context errors

CRRC1: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

6.2.9.12.2
Test suite files

Test Script: 



API_2_TKR_SEVTB_1.scr

Test Applet: 



API_2_TKR_SEVTB_1.java







API_2_TKR_SEVTB_2.java

Load Script: 



API_2_TKR_SEVTB_1.ldr






The load script installs the 2 instances.

Cleanup script: 


API_2_TKR_SEVTB_1.clr
Parameter File:


API_2_TKR_SEVTB_1.par
6.2.9.12.3
Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Applet 1 is triggered by ENVELOPE(SMS_PP_FORMATTED) command.

Send ENVELOPE(SMS_PP_FORMATTED)


	Applet 1 shall be triggered
	

	2
	Setting ALLOWED and SUPPORTED events

1-
For all events defined in GSM 0319 (-1, from 1 to 21 and 24) and allowed:
EVENT_UNRECOGNIZED_ENVELOPE, EVENT_PROFILE_DOWNLOAD, EVENT_FORMATTED_SMS_PP_ENV, EVENT_FORMATTED_SMS_PP_UPD, EVENT_FORMATTED_SMS_CB, EVENT_UNFORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_CB, EVENT_CALL_CONTROL_BY_SIM, EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM, EVENT_EVENT_DOWNLOAD_MT_CALL, EVENT_EVENT_DOWNLOAD_CALL_CONNECTED, EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED, EVENT_EVENT_DOWNLOAD_LOCATION_STATUS, EVENT_EVENT_DOWNLOAD_USER_ACTIVITY, EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE, EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS, EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION, EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION.

1.1-
clearEvent(event)

1.2-
isEventSet(event)

1.3-
setEvent(event)

1.4-
isEventSet(event)

1.5-
clearEvent(event)


	1.1-
No exception shall be thrown.

1.2-
Shall return false.

1.3-
No exception shall be thrown.

1.4-
Shall return true.

1.5-
No exception shall be thrown.
	

	3
	Event 0

Call setEvent(0)
	Shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason code.


	

	4
	Setting EVENT_MENU_SELECTION

Call setEvent(EVENT_MENU_SELECTION)
	Shall throw a ToolkitException with EVENT_NOT_ALLOWED reason code.


	

	5
	Setting EVENT_MENU_SELECTION_HELP_REQUEST

Call setEvent(EVENT_MENU_SELECTION_HELP_REQUEST)
	Shall throw a ToolkitException with EVENT_NOT_ALLOWED reason code.


	

	6
	Setting EVENT_TIMER_EXPIRATION

Call setEvent(EVENT_TIMER_EXPIRATION)
	Shall throw a ToolkitException with EVENT_NOT_ALLOWED reason code.


	

	7
	Setting EVENT_STATUS_COMMAND

Call setEvent(EVENT_STATUS_COMMAND)
	Shall throw a ToolkitException with EVENT_NOT_ALLOWED reason code.


	

	8
	Setting EVENT_CALL_CONTROL_BY_SIM

Call setEvent(EVENT_CALL_CONTROL_BY_SIM)
	No Exception shall be thrown.


	

	9
	Setting EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

Call setEvent(EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM)
	No Exception shall be thrown.


	

	10
	Check applet is triggered by an ENVELOPE(CALL_CONTROL_BY_SIM)

Trigger the applet
	Applet is trigged by an ENVELOPE(CALL_CONTROL_BY_SIM).
	

	11
	Check applet is triggered by an ENVELOPE(MO_SHORT_MESSAGE_CONTROL_BY_SIM)

Trigger the Applet
	Applet is trigged by an ENVELOPE(MO_SHORT_MESSAGE_CONTROL_BY_SIM).
	

	12
	Applet 2 is triggered by ENVELOPE(SMS_ PP_DOWNLOAD) command.

Trigger the applet 2
	Applet 2 is trigged by an ENVELOPE(SMS_ PP_DOWNLOAD) command.
	

	13
	Applet 2 registers to CALL_CONTROL_BY_SIM
but it is already assigned

setEvent(EVENT_CALL_CONTROL_BY_SIM)
	Shall throw a ToolkitException with EVENT_ALREADY_REGISTERED reason code.


	

	14
	Applet 2 registers to MO_MESSAGE_CONTROL_BY SIM
but it is already assigned

setEvent(EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM)
	Shall throw a ToolkitException with EVENT_ALREADY_REGISTERED reason code.


	


6.2.9.12.4
Test Coverage

	CRR number
	Test case number

	N1
	2

	N2
	1, 8,9,10, 11, 12

	N3
	2,4,5,6,7

	P1
	3

	P2
	4

	P3
	5

	P4
	6

	P5
	7

	C1
	13

	C2
	14


6.2.9.13
Method setEventList

Test Area Reference: API_2_TKR_SEVL_BSS

6.2.9.13.1
Conformance Requirement:
The method with following header shall be compliant to its definition in the API.

public void setEventList(byte[] eventList,

                     
 short offset,

                     
 short length)

              
throws   java.lang.NullPointerException,

                     
 java.lang.ArrayIndexOutOfBoundsException,

                     
 ToolkitException

Normal execution

CRRN1: for all events set successfully by this method, a call to isEventSet() method should return true.

CRRN2: the SIM Toolkit Framework shall trigger the applet if an occurrence of one of the successfully registered events happens.

CRRN3: this method shall accept all the events defined in GSM 0319 excepted: EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST, EVENT_TIMER_EXPIRATION , EVENT_STATUS_COMMAND.

Parameters error
CRRP1: shall throw a java.lang.NullPointerException if eventList is null.

CRRP2: shall throw a java.lang.ArrayIndexOutOfBoundsException if offset would cause access outside array bounds.

CRRP3: shall throw a java.lang.ArrayIndexOutOfBoundsException if length would cause access outside array bounds.

CRRP4: shall throw a java.lang.ArrayIndexOutOfBoundsException if both offset and length would cause access outside array bounds.

CRRP5: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0.

CRRP6: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains EVENT_MENU_SELECTION.

CRRP7: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP8: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains EVENT_TIMER_EXPIRATION.

CRRP9: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains EVENT_STATUS_COMMAND.

Context errors

CRRC1: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if eventList contains EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if eventList contains EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

6.2.9.13.2
Test suite files

Test Script: 


API_2_TKR_SEVL_BSS_1.scr

Test Applet: 


API_2_TKR_SEVL_BSS_1.java






API_2_TKR_SEVL_BSS_2.java

Load Script: 


API_2_TKR_SEVL_BSS_1.ldr






The load script installs the 2 instances.

Cleanup script: 

API_2_TKR_SEVL_BSS_1.clr
Parameter File:

API_2_TKR_SEVL_BSS_1.par
6.2.9.13.3
Test Procedure

	Id
	Description
	API Expectation
	APDU Expectation

	1
	Applet 1 Registering all eventList buffer

EventList = all allowed events defined in GSM 0319:

EVENT_UNRECOGNIZED_ENVELOPE, 
EVENT_PROFILE_DOWNLOAD, EVENT_FORMATTED_SMS_PP_ENV, EVENT_FORMATTED_SMS_PP_UPD, EVENT_FORMATTED_SMS_CB, EVENT_UNFORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_CB, EVENT_CALL_CONTROL_BY_SIM, EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM, EVENT_EVENT_DOWNLOAD_MT_CALL, EVENT_EVENT_DOWNLOAD_CALL_CONNECTED, EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED, EVENT_EVENT_DOWNLOAD_LOCATION_STATUS, EVENT_EVENT_DOWNLOAD_USER_ACTIVITY, EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE, EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS, EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION, EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION.

1-
For each event in EventList clearEvent(event)

2-
setEventList(eventList)

Offset = 0

Length = eventList.lentgh

3-
For all events in eventList isEventSet(event)

4-
For each event in EventList clearEvent(event)


	1-
No exception shall be thrown.

2-
No exception shall be thrown.

3-
Each time shall return true.

4-
No exception shall be thrown.


	

	2
	Registering part of eventList buffer

EventList = all allowed events defined in GSM 0319 (see test case 1).

1-
For each event in EventList clearEvent(event)

2-
setEventList(eventList, offset, length)

Offset > 0

Length = eventList.lentgh – offset

3-
For all events in eventList:

isEventSet(event)

4-
For each event in EventList: clearEvent(event)


	1-
No exception shall be thrown.

2-
No exception shall be thrown.

3-
Each time shall return true for events ranging from offset to offset+length else shall return false.

4-
No exception shall be thrown.


	

	3
	Null buffer

EventList = null


	Shall throw a java.lang.NullPointerException Exception.
	

	4
	Out of bounds offset

Offset = eventList.length

Length = 1


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	5
	Out of bounds and big offset

Offset = 255

Length = 1


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	6
	Offset < 0

Offset = -1

Length = 1


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	7
	Out of bounds length

Offset = 0

Length = eventList.length + 1


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	8
	Out of bounds and big length

Offset = 0

Length = 255


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	9
	Length < 0

Offset = 0

Length = -1


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	10
	Out of bounds offset + Length 

Offset + length > eventList.length + 1


	Shall throw a java.lang.ArrayIndexOutOfBounds Exception.
	

	11
	Event 0

Call setEventList(eventList) with eventList indicating event 0
	Shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason code.


	

	12
	EVENT_MENU_SELECTION

Call setEventList(eventList) with eventList indicating EVENT_MENU_SELECTION
	Shall throw a ToolkitException with reason code EVENT_NOT_ALLOWED.


	

	13
	EVENT_MENU_SELECTION_HELP_REQUEST

Call setEventList(eventList) with eventList indicating EVENT_MENU_SELECTION_HELP_REQUEST
	Shall throw a ToolkitException with reason code EVENT_NOT_ALLOWED.


	

	14
	EVENT_TIMER_EXPIRATION

Call setEventList(eventList) with eventList indicating EVENT_TIMER_EXPIRATION
	Shall throw a ToolkitException with reason code EVENT_NOT_ALLOWED.


	

	15
	EVENT_STATUS_COMMAND

Call setEventList(eventList) with eventList indicating EVENT_STATUS_COMMAND
	Shall throw a ToolkitException with reason code EVENT_NOT_ALLOWED.


	

	16
	Setting EVENT_CALL_CONTROL_BY_SIM 

setEventList(List, 0, 2) with List containing 

EVENT_CALL_CONTROL_BY_SIM & EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM
	Shall not throw an exception.


	

	17
	Check applet is triggered by an ENVELOPE(CALL_CONTROL_BY_SIM)

Reset and initialise the card

Trigger the applet
	Applet is trigged by an ENVELOPE(CALL_CONTROL_BY_SIM).
	

	18
	Check applet is triggered by an ENVELOPE(MO_SHORT_MESSAGE_CONTROL_BY_SIM)

Trigger the applet
	Applet is trigged by an ENVELOPE(MO_SHORT_MESSAGE_CONTROL_BY_SIM).
	

	19
	Applet 2 registers to CALL_CONTROL_BY_SIM 
but it is already assigned 

setEventList(MonoEventList,0,1) with MonoEventList containing EVENT_CALL_CONTROL_BY_SIM


	Shall throw a ToolkitException with EVENT_ALREADY_REGISTERED reason code.


	

	20
	Applet 2 registers to MO_SHORT_MESSAGE_CONTROL_BY_SIM
but it is already assigned setEventList(MonoEventList,0,1) with MonoEventList containing EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM


	Shall throw a ToolkitException with EVENT_ALREADY_REGISTERED reason code.


	


6.2.9.13.4
Test Coverage

	CRR number
	Test case number

	N1
	1,2

	N2
	16,17,18

	N3
	1,2,11, 12,13,14,15

	P1
	3

	P2
	4,5,6

	P3
	7,8,9

	P4
	10

	P5
	11

	P6
	12

	P7
	13

	P8
	14

	P9
	15

	C1
	19

	C2
	20


Annex C (normative):
Default Prepersonalisation

C.1
General Default Prepersonalisation

This table shows the default prepersonalisation, the file system and the files' content, that the test SIM cards shall contain  unless otherwise stated.

	Name
	Identifier
	Default Value
	Special Features 

	EFSST
	6F38
	FF 3F C3 0F 0C 00 FF 0F 00 33
	

	EFCBMI
	6F45
	FF FF
	

	EFCBMID
	6F48
	10 80
	

	EFCBMIR
	6F50
	10 80 10 9F
	


