3GPPT3-AH#69 USAT Interpreter

Stockholm, April 9-11, 2002
Tdoc T3z020915

Source : 
SchlumbergerSema

Title : 
Remarks regarding T3z020216 (remarks regarding security plug ins)

For : 
Discussion

Subject: 
Miscellaneous problems and questions regarding input T3z020216

This documents outlines problems regarding the input T3z020216 (“Addition of security plug-ins, proposed by SmartTrust at T3#21)

Question nbr
Topic
Description of the question/problem
Section



Generalities about symmetric and asymmetric plug-ins


Gen_1
Key life time
Nothing is stated about key life time


Gen_2
DCS
There is no DCS information in the AD and DD plug-ins. This information would be very useful for the interpreter after decryption.
9.1.3.3

9.2.2.3

Gen_3
Format of input parameters
In all plug ins, the sentence is :

“The arguments (i.e. the value part of the input list TLV) shall be according to the following table”.

But according to the definition of “input list TLV” (see TS31.113 section 7.7), the value must be a sequence of Variable identifier list and/or inline values.

Therefore the format of the input lists shall be changed for consistency.
All “arguments” section.

Gen_4
“Administrative task” definition
In section D.8, E.8 and F.9, what does administrative task mean? A command as defined in 31.114?
D.8

E.8

F.9








Generalities about asymmetric plug-ins


API_1
Error notification returned to application provider
In sections D.5.1, D.6.1 and D.7.1, if the private key is not found or incorrect, the output variable is not set. But if the user cancels the operation, the output variable is set to “error:userCancel”.

But in [WMLCLIB] section 5.1.2, those cases should let the USAT Interpreter return “error:noCert”. Why do we have this difference?

Remark: it is the same question for “invalid” returned value.
D.5.1

D.6.1

D.7.1

API_2
User interaction
“When executed, the plug-in starts by showing the text-to-be-signed to the user and awaits user conformation. The user confirms by pressing the ‘OK’ button, or rejects by pressing the ‘Cancel’ button. “.

What happens in all other cases of terminal response ? Does the terminal response handler modifier apply ?

What is meant exactly by “OK” ? The general result range “00 0F” as described in section 4.3.

What is meant by “cancel” ? The general result range “11 11” (backward move) ?
9.1.1.1

9.1.2.1

9.1.3.1

API_3
Wording
“After the PIN has been entered correctly, the plug-in calculates the signature and returns the signature value to the calling script.”.

The word “script” is never used in the 31.113. I guess “page” is meant. The wording should be changed.
9.1.1.1

9.1.2.1

9.1.3.1



API_4
Diversified key types for asymmetric encryption plug-ins
In section D.8.2, the list of diversified key types is inconsistent. Indeed, “non-repudiation” keys or “unwrap” keys are never used by these plug-ins.
D.8.2

API_5
Hash of public key
In section 9.1.1.3, 9.1.2.3 and 9.1.3.3, the SHA-1 hash of the user public key can be given as input parameter. Is the hash only performed on the key modulus, or on the whole key content?
9.1.1.3

9.1.2.3

9.1.3.3

API_6
PIN and private key
In section E.8.2, it is stated that “A key that is not linked to a PIN shall not be subjected to PIN verification before it is accessed.” But in sections D.5.1, D.6.1 and D.7.1, the PIN is never optional.

Thus, we should specify that “a private key shall always have an associated PIN”.

Moreover, it would be consistent with requirement of [WMLCLIB] section 5.1.4: “A non-repudiation key is used for signing. This implies usage of a authentication object used for this key only, and that the verification requirement cannot be disabled.”
E.8.2








P7 plug-in


P7_1
Authorization request parameters
“It should be possible to configure the number of digits displayed in the authorization value through an administrative task, both at personalization time and OTA. The number of digits displayed shall be 4, 8, 12 or 16, with 16 as the default.”

But in section D.5.1, there’s no limitation on the “text to be displayed” size. Is this sentence applicable for plug-in P7?
D.5.1

D.8.1








FP plug-in


FP_1
Security mechanisms description.
In section D.5.2, there is an explanation of the steps to be performed by the USAT interpreter. Why don’t we have a similar description in section D.6.2?
D5.2

D.6.2








AD plug-in


AD_1
Editorial mistake
The last sentence is: “After the PIN has been entered correctly, the plug-in calculates the signature and returns the signature value to the calling script.”

There is no signature calculated by the USAT interpreter in case of the decryption mechanism.


9.1.3.1

AD_2
Used algorithm in AD plug-in
In section D.7.2, the used algorithm is a truncated RSAES-PKCS1-v1_5 defined in PKCS#1 section 7.2.2 (step 5 and 6 has been removed).

Would it be possible to use the complete RSAES-PKCS1-v1_5 algorithm?
D.7.2








Generalities about symmetric plug-ins


SPI_1
UserAbort while PIN verification
The DE, DD and CP plug-ins may manage a PIN authorization. Therefore corresponding error code tables in sections 9.2.1.6, 9.2.2.6 and 9.3.1.6 should describe a “User abort” code. Moreover, the description of the “termination states” in sections F.5.1, F.6.1 and E.7.1 should specify a “CANCEL” state.
9.2.1.6

9.2.2.6

9.3.1.6

F.5.1

F.6.1

E.7.1








DS plug-in


DS_1
User interaction
In section 9.2.3.1, nothing is stated if the result of the Terminal Response from the display text command for the authorization request is different from “OK” or “CANCEL”.
9.2.3.1

DS_2
MAC truncation flag
In section 9.2.3.3, nothing is stated about the way to truncate MAC value (4 MSB or LSB to use?)

Moreover, the default value is “4 bytes” whereas the common MAC default length is 8 bytes. Is it normal?
9.2.3.3

DS_3
Authorization prompt for DS plug-in
In section F.7.1, it is stated that “DS” plug-in shall display an authorization request.

Nothing is stated about the authorization prompt (modifiable or not) and about the authorization value (excerpt of the DTBS or complete DTBS).
F.7.1








DU plug-in


DU_1
Wrapped Key length
In section 9.2.4.3, the attribute bits “Wrapped Key Length (KL)” have inconsistent values. Because secret keys are always used to perform triple DES algorithms, they must be either 16 bytes long (3DES with 2 keys) or 24 bytes long (3DES 3 keys)
9.2.4.3

DU_2
Unclear sentence
In section F.8.2.2, step 7, could you explain the sentence: “Using terminology from [ISO9797], keys K and K’ shall be derived by complementing alternate sub-strings of four bits of K1 and K2 respectively, commencing with the first four bits.”

Moreover, what K and K’ value should we use in case of “3DES EDE CBC with three keys”?
F.8.2.2

DU_3
Used algorithm
In section F.8.2.2, step 7, the used algorithm is MAC method 3. Would it be possible to use the very used MAC method 1?
F.8.2.2








RP plug-in


RP_1
Secret key and RP plug-in
In section E.7.1, we see:

“Only secret keys assigned to the specific purposes of re-setting PINs shall be accessible through the plug-in.”

Why is it not possible to reset the PIN linked to private keys?
E.7.1

RP_2
Unclear sentence
In section E.7.2.2, step 3, could you explain the sentence: “Using terminology from [ISO9797], keys K and K’ shall be derived by complementing alternate sub-strings of four bits of K1 and K2 respectively, commencing with the first four bits.”

Moreover, what K and K’ value should we use in case of “3DES EDE CBC with three keys”?
E.7.2.2

RP_3
Used algorithm
In section E.7.2.2, step 3, the used algorithm is MAC method 3. Would it be possible to use the very used MAC method 1?
E.7.2.2






