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1 Opening of the Meeting

The USAT Interpreter ad-hoc #69 meeting was opened 9th  April 2002 at 09:00.

2 Roll call of delegates

During the meeting a total of 7 delegates have been present. Scott Guthery partly attended the meeting. See the list of delegates at the end.

3 IPR Reminder

The rapporteur drew the attention of the delegates to the fact that 3GPP individual members have the obligation under the IPR policies of their respective organisational partners to inform their respective organisational partners of essential IPRs they become aware of. They were asked to take note that they had been invited to: 

· investigate in their company whether their company does own IPRs which are, or are likely to become essential in respect of the work of the technical specification group.

· notify the chairman of T3, or the director-general of their respective organisational partners, at the earliest opportunity, of all potential IPRs that their company may own, by means of the IPR statement and the licensing declaration forms.

4 Approval of the report T3z020523 of the USAT Interpreter ad-hoc #65

The minutes of the ad-hoc #65 in Munich as written in T3z020523 were reviewed. The minutes are agreed with no modification.

The resulting final meeting report can be found in T3z020902.

5 Meeting Agenda

The rapporteur presented the suggested agenda (T3z020901) for the meeting.  The final meeting agenda as discussed during the meeting can be found in the current document.

6 USAT Interpreter Byte Codes (3GPP TS 31.113)

6.1 Addition of Native Commands: security Plug-Ins

Document T3z020900: “Addition of functionality for the security plug-ins”

CR pattern: The group agrees to remove the “Consequences if 
not approved:” field. The CR is an addition of features and there is no impact on the specification if it is not approved.

Some editorial corrections and clarifications have been done.

The argument of the Plug-In has been clarified as being the Inline Value TLV within the Input List TLV.

Error handling on Plug-In level needs more details according to the error code produced by the Execute Native Command bytecode that is less detailed. The behaviour of the UAST Interpreter has to be clarified also (stop or continue the rendering of the page). The work can be based of the T3z020209 document. One solution is to continue in all cases, after a native command execution. The Plug-In error code will be stored in an output variable of the native command. This solution enables, at application level, to manage the error by its own. The new CR provided by SmartTrust reflects this solution.

The index on the key is quite different from the existing STK browser solution, but the group agrees to try to be inline with WAP specifications.

The RFU bits in the argument of the FP Plug-In are present because the argument byte is mapping the same argument byte as the P7 Plug-In.

The use of different kind of “PIN” is confusing. Clarification and definition for the different PIN, keys and acronyms should be added in the core of the specification and not only in the Annex. SmartTrust will add those explanations to the CR.

In chapter 9.2, for the Triple DES encryption and decryption Plug-In, the IV value position within the input parameters is confusing. It has been moved, to be more explicit, as a conditional field and is no more part of the plain text field.

The algorithm chosen for padding is the method 2 defined in document ISO/IEC 9797. The Group agrees that this algorithm will be used and no other one because of the weakness of some algorithms.

PUK and MMI definition are needed for the PIN management Plug-Ins. Detailed mechanism will be added to the CR by SmartTrust.

Annex

The annex shall be normative and not informative.

For the user interaction, detailed descriptions for the different General Result in the Terminal Response of the proactive commands issued by Plug-Ins will be added by SmartTrust to the document.

Text to be displayed by Plug-Ins: The need to update those texts using administrative commands will lead to a CR on 31.114. SmartTrust will enhance the document by naming the display and not using directly the text strings. The CR on 31.114 will be drafted after the approval on the Plug-Ins addition CR.

Test group will be asked by [Schlumberger] for providing reference examples for cryptographic structure, for result and intermediate computation for the different Plug-Ins.

It appears that the CR need clarification concerning the key uses for the Reset PIN Plug-In. A sentence has been added in the CR.

The result of a decryption Plug-In has no DCS. As far as the use of the output of a decryption Plug-In is done at application level, the casting mechanism has to be used before using the resulting value. G&D will check if there is a need to specify that the output variable for Plug-Ins has the type “Unknown”.

Plug-In for key exchange is not described in the current CR because of the complexity and there is no true customer’s need.

The card may store several trusted key hash. We replace, in the resulting document, the trusted key hash by a list of trusted key hash for the P7 Plug-In.

The list of Trusted key hash of CA may be updated via OTA like URL list linked to a public key. As far as no administrative commands are available to perform this task, the CR should not refer to such mechanism.

New chapters to be include in the CR:

· Clarification on the different usage of PINs

· A general sentence will be added to state that the key generation and the lifetime of the keys are out of the scope of this document.

· Key usage and restriction according to each Plug-In. It appears that some keys should not be shared by several Plug-Ins. A chapter needs to be added to state which type of key each Plug-In has to use and the possibility to share or not those keys.

· Description of the PUK mechanism. The actual proposal refers to PUK mechanism but does not describe it in the core document. A detailed description should be done in the annex.

New CR to be issued:

· Management of the texts used by Plug-Ins. CR on 31.114 will be drafted after the approval on the Plug-Ins addition CR.

· Plug-In error code management CR will be provided by [Schlumberger]

The document T3z020915 has been discussed while reviewing the related document (T3z020900). The new CR, resulting of the improvement of the CR T3z020900, will be distributed by SmartTrust.

6.2 Draft CRs to review

The CR T3z020905 on clarification for the Terminal Response Handler mechanism has been reviewed. This document takes into account the previous document on TRH (T3z020225, T3z020501, T3z020526). While reviewing the document, the following open issues have been identified:

· Description of the applicability of the TRH mechanism (when it has to be triggered): The usage of the TRH during the wait state has been clarified and the corresponding chapter has been added to the CR. The handling of a transport error while submitting data is done using the exception case. The group agrees that this functionality has to be enhanced in release 6. Schlumberger will produce a CR for Release 6 that extends the exception mechanism.

· Definition of the General Exception: “General” has been removed. In release 5, we have only one exception, more exception cases will be cover for release 6 by the CR on extension of exception mechanism that will be produced by Schlumberger.

In the previous discussion and proposal, there is no easy means to remove the user notification text. A proposition is made in the current document. The group agrees on this feature.

Editorial corrections and clarifications have been done during the meeting. The result can be found in T3z020917.

The CR T3z020906 about the removal of the ciphering of the One Time Password has been discussed. After considering the backward compatibility of this change, the group agrees on the current version of the CR.

The CR clarifying the history list T3z020907 has been reviewed. The CR T3z020913 contains other clarifications and examples. The group agreed to have a detailed model of the history list to clarify the concept of “latest”, “youngest”, “top of the history list” and history list pointer movements. The group reviews the wording of T3z020913 concerning the vocabulary referencing stack and list object to clarify it. The group agreed that while “go back into history list” happened when we reach the bottom of the list or when the list is empty, an exception is raised. The result is written in the documents T3z020918. (This also impacts the list of exception present in CR T3z020917.) The resulting document will not include drawing and example, and will be presented to T3.

No comment has been done on the collection of clarification done in CR T3z020908. It will be presented to T3.

The extension of Terminal Response Handler management as described in the release 6 CR T3z020909 has been agreed by the group. It will be incorporated into the set of CR that will be provided to T3.

The CR T3z020914 dealing with the permanent variable security has been reviewed. This essential correction will be reformatted and some editorial corrections will be done by the rapporteur. The result is written in document T3z020919 and will be forwarded to T3 if no more comments are done (via e-mail) until next T3 meeting.

The clarification of the Assign and branch command in CR T3z020916 has been checked. After some corrections, the group agrees on the content of the new CR (T3z020920) that will be presented to T3.

7 USAT Interpreter Transmission Protocol and Administration (TS 31.114)

The CR T3z020910, on clarification of the USAT Interpreter behaviour if the indicated access mode of a gateway originated message does not match with the tag in transport layer, has been reviewed. A slight correction has been done on cover page and the group has agreed on the CR content. The result can be found in T3z020921.

The CR T3z020911 concerning the Proof of Receipt has been agreed with a slight editorial correction. The new version can be found in T3z020922.

8 USAT Interpreter Architecture (3GPP TS 31.112)

The CR T3z020912 concerning the removal of the session layer has been reviewed. As far as no comment has been done on it, it will be presented to T3.

9 Any Other Business

The Ad-Hoc group thanked SmartTrust for hosting the meeting.

10 Meeting Plan

Meeting
Date
Host
Location

T3 (splinter group on USAT Interpreter)
May 21 – 24, 2002

Espoo, Finland

T3 AdHoc (depending on Outcome of T3 plenarys)
June 4 – 5, 2002

Montrouge, France






11 Actions

Company
Action

SmartTrust
Provide the new version of the CR T3z020900 on Security Plug-In

Schlumberger
Ask to the test group for references of Cryptographic computation

Schlumberger
CR on Exception mechanism.

Rapporteur
Find a solution concerning the CR that target chapters already concerned by other CR.

Rapporteur
Create a list of CR to be presented to T3

12 Closing of the Meeting

The preliminary minutes of the meeting were reviewed and the meeting was closed.
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ANNEX B
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This document list is continuously updated - the latest version can be found at on the 3GPP server as T3zDocLst.doc. All documents mentioned below can be found under http://www.3gpp.org/ftp/TSG_T/WG3_USIM/adhocs/  

For allocation of document numbers, please contact the T3 secretary, Claus Dietze (Claus.Dietze@ETSI.fr)

DocNo
Title
Source
Status

T3z020900
Addition of functionality for the security plug-ins
SmartTrust
discussed

T3z020901
Draft Agenda USAT Interpreter ad-hoc #69
rapporteur
discussed

T3z020902
Reserved for approved agenda UI ad-hoc #65
rapporteur
discussed

T3z020903
Reserved for draft report UI ad-hoc #69
rapporteur
discussed

T3z020904
Document Overview List
rapporteur
discussed

T3z020905
Draft CR TS 31.113 on Terminal Response Handler
G&D
discussed ->917

T3z020906
Draft CR TS 31.113 Removal of ciphered OTP
G&D
discussed

T3z020907
Draft CR TS 31.113 on History List Handling
rapporteur
discussed

T3z020908
Draft CR TS 31.113 Collection of Corrections
rapporteur
discussed -> T3

T3z020909
Draft CR TS 31.113 Remove all option TRH
rapporteur
discussed

T3z020910
Draft CR TS 31.114 Collection of Corrections
rapporteur
discussed -> 921

T3z020911
Draft CR TS 31.114 Proof of Receipt
rapporteur
discussed -> 922

T3z020912
Draft CR TS 31.112 Removal of Session Mode
rapporteur
discussed -> T3

T3z020913
Add clarifying pictures for history list management
SchlumbergerSema
discussed -> 918

T3z020914
Error on access to permanent variable
SchlumbergerSema
discussed -> 919

T3z020915
Questions about end-to-end security plug-ins
SchlumbergerSema
discussed

T3z020916
CR on Assign and Branch
G&D
discussed -> 920

T3z020917
Draft CR TS 31.113 on Terminal Response Handler
ad-hoc
discussed

T3z020918
History list management
ad-hoc
discussed

T3z020919
Error on access to permanent variable
ad-hoc
discussed

T3z020920
CR on Assign and Branch
ad-hoc
discussed

T3z020921
Draft CR TS 31.114 Collection of Corrections
ad-hoc
discussed

T3z020922
Draft CR TS 31.114 Proof of Receipt
ad-hoc
discussed
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