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8.8
Execute Native Command 

This byte code is used to execute an operating system call, "plug-in" or an application external to the USAT Interpreter.

The attribute indicates if the execution returns to the USAT Interpreter or not. Arguments are passed for input and output. The output is stored in a list of variables.

Length
Value
Description
M/O

1
‘47’ / 'C7'
Execute Native Command Tag
M

1
A+2+B+C
Length 
M

A
Data
Attributes
O

2
Data
NCI of application or plug-in 
M

B
TLV
Input List TLV containing arguments
O

C
TLV
Variable Identifier List TLV for output of application or plug-in
O

The NCI (Native Code Identifier) has a size of 2 bytes and is binary coded, most significant byte first. The values '0000' to '7FFF' are RFU. Other values may be used for proprietary implementations.

Possible errors:

Error Code
Description
Action

No error
OK
Continue

Reference to undefined
Reference to undefined 
Stop

Jump to undefined
Execute element does not exist
Stop

Problem in memory management
Memory problem in the preparation of the structure
Stop

User Abort
Execute was aborted by user
Stop

Syntax Error
Incorrect number of arguments passed to the execute element.
Stop

Execution Error
Execute element generated an internal error.
Stop

Native Command specific error
Execute element generated an internal error. A Native Command specific error code is given for detailed error diagnosis.
Stop or Continue as specified by the specific Native Command

12
Error coding

For the indication of errors occurring during byte code processing error codes listed in the following table are defined. This information can be accessed using the Error Code variable ('05') in the system information partition.

Type of error
Coding

No error
‘0000’

Syntax error
‘6F01’

Jump to undefined
‘6F02’

Problem in memory management
‘6F03’

Security problem
‘6F04’

Reference to undefined
‘6F05’

Out of range
‘6F06’

User abort
‘6F07’

Execution error
‘6F08’

USAT command failed
'6F09'

USAT command not allowed
'6F0A'

USAT Interpreter transmission error
'6F0B'

Type mismatch
‘6F0C’

General unspecific error
‘6FFF’

Native Command specific error
‘7XXX'#

NOTE 1:
# The values of 'XXX' are in the range from '000' to 'FFF' The values '000' to '7FF' are reserved for native commands specified in the present document. Other values may be used for proprietary implementations.

Example

P7 - PKCS#7 Signature Plug-In

(
Errors

The following errors are possible:

Native Command specific error
Description
Action

Input parameter error
Invalid input parameter.
Stop

User cancel
User cancelled the operation.
Continue

No such key error
The requested key is not available.
Stop

RSA error
Error occurred in RSA calculation.
Stop

Illegal operation
Attempt to perform an illegal operation.
Stop

Native command specific error coding

For the indication of errors occurring during Native command processing error codes listed in the following table are defined.

Type of Native Command specific error
Coding

Input parameter error
‘7000’

User cancel
‘7001’

No such key error
‘7002’

RSA error
‘7003’

Illegal operation
‘7004’
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