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9
Native Commands

Native Commands or "plug-ins" shall be used to provide specific functionality not contained in the USAT Interpreter byte code set. This can be e.g. operating system calls, execution of specific security algorithms, calculation routines or conversion routines. All native commands are called using the Execute Native Command byte code.

Each native command shall have a Native Code Identifier. The Native Code Identifier has a size of 2 bytes and is binary coded, most significant byte first. The values '0000' to '7FFF' are RFU for native commands specified in the present document. Other values may be used for proprietary implementations.

Native Commands are optionally to be supported by the USAT Interpreter. If Native Commands are supported by the USAT Interpreter, which are specified within the present document (using a NCI specified in the present document), they shall be implemented according to the present document.

Native commands specified by the present document:


9.1 PKI Plug-ins

9.1.1 P7 - PKCS#7 Signature Plug-In

9.1.1.1 Description

The P7 plug-in is used to provide a digital signature based on a private RSA key stored on a USIM card. The output of this plug-in is compliant with the WMLScript Crypto Library SignText function, [WMLCLIB]. As such, P7 will also be compliant with other important (de-facto) standards: [PKCS1], [PKCS7], [CMS].

When executed, the plug-in starts by showing the text to be signed (TTBS) to the user and awaits user conformation. The user confirms by pressing the ‘OK’ button, or rejects by pressing the ‘Cancel’ button. If the user confirms, he will also be requested to enter the signature PIN. After the PIN has been entered correctly, the plug-in calculates the signature and returns the signature value to the calling script.

9.1.1.2 NCI

The NCI for this plug-in is [TODO].

9.1.1.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
‘00’/’01’/

’02’/’03’
Indicates the type of the key identifier supplied in the next parameter:

· ‘00’ = No key identifier supplied. The plug-in shall choose a default key, if such a key exists, or abort with error code ‘No such key error’.

· ’01 = User key hash.  SHA-1 hash of the user public key is supplied in the next parameter. The plug-in MUST use the private key that corresponds to the public key hash or, if this key is not available, or abort with error code ‘No such key error’.

· ‘02’ = Trusted key hash. A SHA-1 hash of a trusted CA public key is supplied in the next parameter. The plug-in MUST use a signature key that is certified by the indicated CA or, if such a key is not available, or abort with error code ‘No such key error’.

· ‘03’ = Index to asymmetric key.
M

1
AKI
Index of asymmetric key.
O

20
Data
User key hash
O

20
Data
Trusted key hash
O

1
‘55’/’53’
Character encoding scheme.

· ‘55’ = UCS-2.

· ‘53’ = GSM default.
M

1
Data
Processing options.
M

1 - 160
Data
Text to be signed (TTBS). Represented In the character encoding scheme indicated by the previous parameter.
M

Note: Malformed or missing input parameters shall trigger an ‘Input parameter error’.

Coding of the ‘Processing options’:


b8
b7
b6
b5
b4
b3
b2
b1










CTFLG - Content flag

0: Don’t include TTBS in the output.

1: Include the TTBS in the output.























KHFLG – Key hash flag

0: Don’t include hash of the public key corresponding to the signature key in the output.

1: Include hash of the public key corresponding to the signature key in the output.























CEFLG – Certificate flag

0: Don’t include a URL to the public key certificate in the output.

1: Include a URL to the public key certificate in the output.























ICCFLG - ICCID flag

0: Don’t include the ICCID in the output.

1: Include the ICCID in the output.























MDFLG – Message digest flag

0: Don’t include the message digest of the TTBS in the output.

1: Include the message digest of the TTBS in the output.























RFU












9.1.1.4 Output Parameters

The output from the plug-in is a single element representing one of the following:

· A SignedContent data structure as described in [X-REF]. 

· An error message in case the user cancels the operation.

The output shall be returned in the variable indicated in the output variable list.

9.1.1.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.1.1.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK.
Continue

Input parameter error
Invalid input parameter.
Stop

Internal error
Internal error.
Stop

User cancel
User cancelled the operation.
Continue

No such key error
The requested key is not available.
Stop

9.1.2 FP – Fingerprint Plug-In

9.1.2.1 Description

The FP plug-in is used to provide a digital signature based on a private RSA key stored on a USIM card. The output of the plug-contains a PKCS#1 compliant signature and will as such be compliant with important (de-facto) standards like PKCS#1, PKCS#7 and CMS.

At first glance, FP may seem strikingly similar to the P7 plug-in. This is nevertheless not the case. As opposed to the P7 plug-in, FP will not operate strictly according to the WYSIWYS (what-you-see-is-what-you-sign) paradigm, but instead work more as an alternative to a smart card in a “fixed” PKI scenario. This ensures that FP can be utilized in cases where P7 is clearly unsuitable, i.e.

· Signing data larger than a few hundred bytes, e.g. an email message or word-processors document.

· Signing data that is not displayable on a mobile phone, e.g. a word-processor document or random nonce in a VPN set-up phase.

Other utilization is also easily imaginable.

When executed, the plug-in starts by displaying a certain value (called an authorization code) to the user that must be explicitly verified. The user confirms by pressing the ‘OK’ button or rejects by pressing the ‘Cancel’ button. If the user confirms, he will also be requested to enter the signature PIN. After the PIN has been entered correctly, the plug-in calculates the signature and returns the signature value to the calling script.

9.1.2.2 NCI

The NCI for this plug-in is [TODO].

9.1.2.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
‘00’/’01’/

’02’/’03’
Indicates the type of the key identifier supplied in the next parameter:

· ‘00’ = No key identifier supplied. The plug-in shall choose a default key, if such a key exists, or abort with error code ‘No such key error’.

· ’01 = User key hash.  SHA-1 hash of the user public key is supplied in the next parameter. The plug-in MUST use the private key that corresponds to the public key hash or, if this key is not available, or abort with error code ‘No such key error’.

· ‘02’ = Trusted key hash. A SHA-1 hash of a trusted CA public key is supplied in the next parameter. The plug-in MUST use a signature key that is certified by the indicated CA or, if such a key is not available, or abort with error code ‘No such key error’.

· ‘03’ = Index to asymmetric key.
M

1
AKI
Index of asymmetric key.
O

20
Data
User key hash
O

20
Data
Trusted key hash
O

1
Data
Processing options
M

16 - 255
Data
Data to be signed.
M

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

Coding of the ‘Processing options’:


b8
b7
b6
b5
b4
b3
b2
b1










RFU





















KHFLG – Key hash flag

0: Don’t include hash of the public key corresponding to the signature key in the output.

1: Include hash of the public key corresponding to the signature key in the output.























CEFLG – Certificate flag

0: Don’t include a URL to the public key certificate in the output.

1: Include a URL to the public key certificate in the output.























ICCFLG - ICCID flag

0: Don’t include the ICCID in the output.

1: Include the ICCID in the output.























RFU












9.1.2.4 Output Parameters

The output from the plug-in is a single value representing a WrappedContent data structure as described in [TODO]. The output shall be returned in the variable indicated in the output variable list.

9.1.2.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.1.2.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK.
Continue

Input parameter error
Invalid input parameter(s).
Stop

Internal error
Internal error.
Stop

User cancel
User cancelled the operation.
Continue

No such key error
The requested key is not available.
Stop

9.1.3 AD – Asymmetric Decryption Plug-In

9.1.3.1 Description

This plug-in is used for application-level asymmetric (RSA) decryption. 

Just as in the case with the FP plug-in, the motivation for this plug-in is to serve as a replacement for a smart card in a “fixed” PKI scenario. While the FP plug-in is focused on digital signatures, AD is focused on the remaining private key operation, namely decryption.

Together, FP and AD form a complete replacement to the “PC attached” smart card, and in addition offer other benefits like end-user mobility, cost effectiveness and easy deployment.

If the output of the plug-in shall be used in a network application, it is crucial that the plaintext is protected by some means, e.g. using cryptographic blinding techniques.

When executed, the plug-in starts by displaying a certain value (called an authorization code) to the user that must be explicitly verified. The user confirms by pressing the ‘OK’ button or rejects by pressing the ‘Cancel’ button. If the user confirms, he will also be requested to enter the private key PIN. After the PIN has been entered correctly, the plug-in calculates the signature and returns the signature value to the calling script.

9.1.3.2 NCI

The NCI for this plug-in is [TODO].

9.1.3.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
‘00’/’01’/

’02’/’03’
Indicates the type of the key identifier supplied in the next parameter:

· ‘00’ = No key identifier supplied. The plug-in shall choose a default key, if such a key exists, or abort with error code ‘No such key error’.

· ’01 = User key hash.  SHA-1 hash of the user public key is supplied in the next parameter. The plug-in MUST use the private key that corresponds to the public key hash or, if this key is not available, or abort with error code ‘No such key error’.

· ‘02’ = Trusted key hash. A SHA-1 hash of a trusted CA public key is supplied in the next parameter. The plug-in MUST use a signature key that is certified by the indicated CA or, if such a key is not available, or abort with error code ‘No such key error’.

· ‘03’ = Index to asymmetric key.
M

1
AKI
Index of asymmetric key.
O

20
Data
User key hash
O

20
Data
Trusted key hash
O

16 - 255
Data
Ciphertext.
M

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

9.1.3.4 Output Parameters

The output from the plug-in is a value element representing the decrypted ciphertext as described in [X-REF]. The output shall be returned in the variable indicated in the output variable list.

9.1.3.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.1.3.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK
Continue

Input parameter error
Invalid input parameter(s)
Stop

Internal error
Internal error.
Stop

User cancel
User cancelled the operation
Continue

No such key error
The requested key is not available
Stop

9.2 Triple DES Plug-ins

9.2.1 DE – Triple DES Encryption Plug-In

9.2.1.1 Description

The DE plug-in is used to encrypt arbitrary application-level data. It is typically called from a script to privacy-protect data before it is transmitted to a network application.

9.2.1.2 NCI

The NCI for this plug-in is [TODO].

9.2.1.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
SKI
Index  of symmetric key to use for operation.
M

1
Data
Processing options.
M

16 - 255
Data
Data to encrypt (plaintext).
M

Note: Malformed or missing input parameters shall trigger an ‘Input parameter error’.

Coding of the ‘Processing options’:


b8
b7
b6
b5
b4
b3
b2
b1










IVFLG - IV flag

0: IV=0

1: Plaintext starts with IV (8 bytes)























Cipher spec:

0: 3DES EDE EBC with two keys

1: 3DES EDE CBC with two keys























RFU












9.2.1.4 Output Parameters

The output from the plug-in is a single value representing the encrypted plaintext (i.e. ciphertext). The output shall be returned in the variable indicated in the output variable list.

The length of the output is 1 to 8 bytes longer than the length of the plaintext.

9.2.1.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.2.1.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK
Continue

Input parameter error
Invalid input parameter(s)
Stop

Internal error
Internal error.
Stop

No such key error
The requested key is not available
Stop

9.2.2 DD – Triple DES Decryption Plug-In

9.2.2.1 Description

The DD plug-in is used to decrypt arbitrary application-level data. It is typically called from a WIB script to recover data that has been privacy protected by a network application.

9.2.2.2 NCI

The NCI for this plug-in is [TODO].

9.2.2.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
SKI
Index  of symmetric key to use for operation.
M

1
Data
Processing options.
M

16 - 255
Data
Data to decrypt (ciphertext)
M

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

Coding of the ‘Processing options’:


b8
b7
b6
b5
b4
b3
b2
b1










IVFLG - IV flag

0: IV=0

1: Ciphertext starts with IV (8 bytes)























Cipher spec:

0: 3DES EDE EBC with two keys

1: 3DES EDE CBC with two keys























RFU












9.2.2.4 Output Parameters

The output from the plug-in is a single value representing the decrypted ciphertext (i.e. plaintext). The output shall be returned in the variable indicated in the output variable list.

The length of the output is 1 to 8 bytes shorter than the length of the ciphertext.

9.2.2.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.2.2.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK.
Continue

Input parameter error
Invalid input parameter(s).
Stop

Internal error
Internal error.
Stop

No such key error
The requested key is not available
Stop

9.2.3 DS – Triple DES Sign Plug-In

9.2.3.1 Description

The DS plug-in is used to calculate a message authentication code (MAC) for arbitrary application-level data. The MAC can be used as a data integrity mechanism to verify that data has not been altered in an unauthorised manner. It can also be used as a message authentication mechanism to provide assurance that a message has been originated by an entity in possession of the secret key.

9.2.3.2 NCI

The NCI for this plug-in is [TODO].

9.2.3.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
SKI
Index  of symmetric key to use for operation.
M

1
Data
Processing options.
M

1
‘55’/’53’
Character encoding scheme. 

· ‘55’ = UCS-2.

· ‘53’ = GSM default.
M

1 - 160
Data
Text to be signed. Represented In the character encoding scheme indicated by the previous parameter.
M

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

Coding of the ‘Processing options’:


b8
b7
b6
b5
b4
b3
b2
b1










TRCFLG - Truncation flag

0: 4 byte output

1: 8 byte output























RFU












9.2.3.4 Output Parameters

The output from the plug-in is a single value representing the signature (or more correctly, the MAC) on the text-to-be-signed. The output shall be returned in the variable indicated in the output variable list.

The length of the output is 4 or 8 bytes as indicated by the truncation flag..

9.2.3.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.2.3.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK.
Continue

Input parameter error
Invalid input parameter(s).
Stop

Internal error
Internal error.
Stop

No such key error
The requested key is not available
Stop

9.2.4 DU – Triple DES Unwrap Plug-In

9.2.4.1 Description

The DU plug-in is a key-management plug-in that enables a party in possession of a certain secret key, called a key encryption key, to replace a key stored in the USIM at its own desire. The replacement subjected to rigorous security controls. 

9.2.4.2 NCI

The NCI for this plug-in is [TODO].

9.2.4.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
SKI
Index of the symmetric key to be updated.
M

1
AID
Algorithm ID.

· ‘01’ = 3DES + SHA-1 MDC

· ‘02’ = 3DES + ISO 97979 MAC
M

N
Data
Key data, encrypted and integrity protected.
M

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

9.2.4.4 Output Parameters

The plug-in does not produce an output.

9.2.4.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.2.4.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK.
Continue

Input parameter error
Invalid input parameter(s).
Stop

Internal error
Internal error.
Stop

Illegal operation
Attempt to perform an illegal operation.
Stop

Integrity error
Integrity error.
Stop

No such key error
The requested key is not available
Stop

9.3 PIN Management Plug-ins

9.3.1 CP – Change PIN Plug-In

9.3.1.1 Description

The CP plug-in shall be used to change a PIN associated with a key to a value specified by the user. The user is requested to enter the new PIN twice.

9.3.1.2 NCI

The NCI for this plug-in is [TODO].

9.3.1.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
’01’/’02’/

’03’/’04’
Indicates the type of the key identifier supplied in the next parameter:

· ’01 = User key hash.  SHA-1 hash of the user public key is supplied in the next parameter. The plug-in MUST use the private key that corresponds to the public key hash or, if this key is not available, or abort with error code ‘No such key error’.

· ‘02’ = Trusted key hash. A SHA-1 hash of a trusted CA public key is supplied in the next parameter. The plug-in MUST use a signature key that is certified by the indicated CA or, if such a key is not available, or abort with error code ‘No such key error’.

· ‘03’ = Index to asymmetric key.

·  ‘04’ = Index to symmetric key. 
M

1
SKI
Index  of symmetric key.
C

1
AKI
Index  of asymmetric key.
C

20
Data
User key hash
C

20
Data
Trusted key hash
C

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

9.3.1.4 Output Parameters

The plug-in does not produce an output.

9.3.1.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.3.1.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK
Continue

Input parameter error
Invalid input parameter(s)
Stop

Internal error
Internal error
Stop

No such key error
The requested key is not available
Stop

9.3.1 RP – Reset PIN Plug-In

9.3.1.1 Description

A specially trusted party may use the RP plug-in to set a PIN to a value of its own choice. 

9.3.1.2 NCI

The NCI for this plug-in is [TODO].

9.3.1.3 Arguments

The arguments (i.e. the value part of the input list TLV) shall be according to the following table:

Length
Value
Description
M/O

1
’01’/’02’/

’03’/’04’
Indicates the type of the key identifier supplied in the next parameter:

· ’01 = User key hash.  SHA-1 hash of the user public key is supplied in the next parameter. The plug-in MUST use the private key that corresponds to the public key hash or, if this key is not available, or abort with error code ‘No such key error’.

· ‘02’ = Trusted key hash. A SHA-1 hash of a trusted CA public key is supplied in the next parameter. The plug-in MUST use a signature key that is certified by the indicated CA or, if such a key is not available, or abort with error code ‘No such key error’.

· ‘03’ = Index to asymmetric key.

·  ‘04’ = Index to symmetric key.
M

1
SKI
Index  of symmetric key.
C

1
AKI
Index  of asymmetric key.
C

20
Data
User key hash
C

20
Data
Trusted key hash
C

N
Data
The new PIN value, encrypted and integrity protected.
M

Note: If parameters are missing or malformed, the plug-in shall issue an ‘Input parameter error’ and terminate.

9.3.1.4 Output Parameters

The plug-in does not produce an output.

9.3.1.5 Execution

The detailed execution of the plug-in is described in Annex [X-REF].

9.3.1.6 Errors

The following errors are possible:

Error Code
Description
Action

No error
OK.
Continue

Input parameter error
Invalid input parameter(s).
Stop

Internal error
Internal error.
Stop

PIN length error
The received PIN was to long or to short.
Stop

Illegal operation
Attempt to perform an illegal operation.
Stop

Integrity error
Integrity error.
Stop

No such key error
The requested key is not available
Stop
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