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1 Opening of the Meeting

The meeting was opened 20th November at 09:15.

2 Roll call of delegates

10 delegates attended the ad-hoc meeting #57 on USAT Interpreter. See the list of delegates at the end.

3 IPR Reminder

The rapporteur drew the attention of the delegates to the fact that 3GPP individual members have the obligation under the IPR policies of their respective organisational partners to inform their respective organisational partners of essential IPRs they become aware of. They were asked to take note that they had been invited to: 

· investigate in their company whether their company does own IPRs which are, or are likely to become essential in respect of the work of the technical specification group.

· notify the chairman of T3, or the director-general of their respective organisational partners, at the earliest opportunity, of all potential IPRs that their company may own, by means of the IPR statement and the licensing declaration forms.

4 Approval of the report T3z011202 of the USAT Interpreter ad-hoc #51

The minutes of the ad-hoc #51 in Stockholm as written in T3z011202 were approved.

The resulting final report can be found in T3z011802.

5 Agenda

Michael Meyer presented the suggested agenda for the meeting. There were no suggestions for changes. Michael suggested that the meeting start with the TS 31.114. This proposal was accepted by the meeting.

6 Report from T3 #21

A report of all USAT Interpreter meetings can be found in T3-01643 as presented on T3 #21. All CRs submitted by the USAT Interpreter Ad-Hoc were approved, after slight editorial modifications. The additional CR presented by Gemplus regarding default Terminal Response Handler behaviour was postponed till the next T3 meeting. The CR presented by Gemplus regarding variable comparison was approved. It was agreed that TS 31.114 was to be presented as information to T.

As an Ad-Hoc group, we can not request a TAR value range directly from SCP. Such a request must go through T3 in order to follow the rules.

7 Description of new Work Item for Release 6

Michael Meyer presented the current work item description for release 5. A new one is needed for release 6.

The meeting updated the work item description. The resulting description is found in T3z011812. The chapters of Rapporteur and Supporting Companies remain to be filled in. Michael Meyer will check the Release 6 plenary numbers and fill it in. All other companies shall think about the contents of the chapters Objectives, Justification and Supporting Companies.   

8 Application Identifier for USAT Interpreter

Getting an AID should not be a problem. The problem is what an AID is good for and what shall be done when it is selected.

The decision was that the delegates to the Ad-Hoc group would check this issue at home with the respective companies and the issue would be decided at the next Ad-Hoc meeting.

9 USAT Interpreter Byte Codes

9.1 Editorial Changes

9.1.1 Change Request from Schlumberger

The CR from Schlumberger, T3z011800, was discussed and updated. The outcome was that the CR should be edited according to the comments made and re-issued at the next Ad-Hoc meeting. The CR should then be split into two CRs. One shall contain purely editorial changes and one shall contain clarifications. The result of the discussion is documented in T3z011813.

9.1.2 Input Paper from Mobile Mind

This is a list of issues raised by Mobile Mind contained in T3z011806. There was some initial discussion on how this shall be handled. The meeting decided to walk through the list step by step and take a decision on how to handle the comment. 

Item
Ad-Hoc Comment

1
The Ad-Hoc group does not judge such a file as being necessary. Administrative means to modify this information will be supplied.

2
The statement in the input paper is incorrect and no comment is made from the Ad-Hoc group

3
This is an application layer behavioural issue and is not handled by this standardisation effort.

4
This is not to be specified in TS 31.113

5
The Ad-Hoc group wants to retain the “not valid” statements but still specify how the case shall be handled. This has been part of another input and this was the decision taken

6
It was decided that the editorial CR be updated to replace the word “behaviour” with “control flow”

7
The Ad-Hoc group did judge the comment to be non-critical. The Submit TLV received from the external system is always contained within a page.

8
What is handled in chapter 4.4 is event queueing rather than page queueing. When the Interpreter checks RequestIDs is an implementation issue.

9
The events that one can register for are specified in TS 31.114

10
The comments regarding the cyclic permanent variable area are true and that is the way it is specified in order to fulfil the requirements in the stage 1 document.

11
The comments regarding the sharing of the temporary variable area are true and that is the way it is specified in order to fulfil the requirements in the stage 1 document.

12
The page string area is not written to. It is contained in the current page and is read only for the rest of the page.

13
The Ad-Hoc group believes that the handling of the wait state loop is best handled by the user rather than a timeout.

14
The error handling should be checked in general and specifically the variable handling in the case of an error. This is an action point for the Ad-Hoc group.

9.2 Functional Modifications and Enhancements

9.2.1 Change Request for functional modification submitted by Schlumberger (T3z011809)

The meeting discussed and modified the CR to split the previous variable ‘09’ into two variables. Will be presented as a correction. Michael Meyer will propose something regarding the padding of the OTP in the Page Unlock Code. 

9.2.2 Change Request from Oberthur for Adding Symmetric End-to-End Security (T3z011811)

The proposal is to add security by using the Native Command mechanism. The suggestion contains four plugins: encrypt, decrypt and build and check secure message. The plugins for building a secure message provide a user interface. 

The decision was that the members of the Ad-Hoc group should go back and consider how they think this shall be solved and how it shall be handled during the next Ad-Hoc meeting. The table below lists comments from the meeting on issues that shall be agreed or solved as part of the specification of the security mechanisms.

Comment
Source

Key index should be at least 8 bits or some other method of providing support for larger number of keys.
SmartTrust

Initialisation value of CBC should be possible to have a different one than zero
SmartTrust

It must be specified how the used counter shall be handled per Application Provider.
Schlumberger

It should be possible to send the DCS of the message that has been encrypted to the entity that shall decrypt it.
Schlumberger

PIN handling for plugins that supply user interface needs to be defined.
G&D

Key provisioning
Oberthur

It could be better to choose a more modern padding method than the 03.48-method.
G&D

Is it DES that shall be used for symmetric security. Maybe AES can be used.
G&D

Shall there be support for non-cryptographic checksums.
G&D

Try to handle several variable values at the same time inside the security plug-in
Gemplus

9.3 Terminal Response Handler

9.3.1 Comments from Mobile Mind contained in T3z011805.

The contents of chapter 1 of the document were noted. The Ad-Hoc will not perform any action. If the author wishes to proceed, he should issue a CR towards the Stage 1 document.

The behavior attribute in chapter 8.7.1 is proposed to be removed. Schlumberger will incorporate this into the clarification CR.

The comments made in chapter 2 indicate a need for clarifications in the specification TS 31.113. The Ad-Hoc group will draft a CR to clarify Terminal Response Handler Modifier handling. The first version of the CR will be drafted by Gemplus and shall be distributed before the next Ad-Hoc meeting. It shall also be clarified how the Navigation Unit TLV attribute DoNotInheritTerminalResponseHandlerConfiguration behaves. What text to display to the user in different situations needs to be clarified as well. 

9.4 WML Annex

The CR as submitted by SmartTrust in T3z011810 was reviewed. The Ad-Hoc meeting agreed to the principle and that the WML Annex was now complete enough. Until next meeting, editorial issues of the CR shall be reviewed.

9.5 Terminal Response Handler Default Configuration

The meeting discussed the CR regarding extending the default configuration of the Terminal Response Handler. It was decided that there could be no agreement on this in the Ad-Hoc group and that the CR would have to be pushed back to T3.

9.6 Others

The document T3z011807 from Mobile Mind announcing interest in compatibility testing was presented.

10 USAT Interpreter Transmission and Administration

10.1 Split of TS 31.114 into two parts

The issue of splitting the TS 31.114 into two parts has been raised. Gemplus meant that it was reasonable to split the document into one document for Transmission Protocol and one for Administration. The question is how urgent it is to split the document. A split could not be done before release 5. Splitting as part of a transfer of the specifications to SCP seems reasonable. Splitting the specification now would endanger the timeplan for the inclusion of TS 31.114 in Release 5.

The meeting decided that the work item description for release 6 would state that the TS 31.114 be split into two specifications, since in that manner, confusion would be kept to a minimum. If the work is transferred to SCP before release 6, the split can be done in the transfer.

10.2 Latest version of TS 31.114

The meeting went on to work with the latest version of TS 31.114. Michael Meyer edited the specification document online during the discussion. The resulting document will be T3z011814.

10.2.1 USAT Interpreter Commands or Byte Code

There was confusion as to what the term “byte code” meant in different places of the specifications. There is an action to check 31.114 and 31.113 for a consisent usage of the term “byte code” and “USAT Interpreter Command”. The conclusion was that the contents of TS 31.114 would be OK if that document defined the term USAT Interpreter Command and used it consistently.

10.2.2 Installation of Local Pages and Native Commands

Regarding the installation of local pages and native commands, there was a discussion on how the size of the concatenation buffer would limit the possibilities to download native commands and large local pages. For the local pages, the problem could be handled by making sure that the pages are small enough. Pages could be split on the service level by using links to each other. For native commands, the problem is more complicated. A higher level protocol might be required. It would be possible to indicate a bearer independent way of solving these problems. There was a long discussion on this topic. One possibility was to postpone this functionlity to release 6. The other option was to put it up to T3. The decision was that Michael Meyer would provide a technical solution to the problem. If the Ad-Hoc group could not agree to include the description, the decision will be passed on to T3.

10.2.3 Removal of Local Pages and Menu Entries

There was some discussion on whether attempts to remove non-existing pages and menu entries is a normal case or an error. It was decided to introduce additional information to the “OK” return value. This information could be seen as warnings. 

10.2.4 Administration of Event Handling

The principle for administration of events is clear. The question is rather what events there are to administrate. Under the heading “Additional Event Identifier”, it was unclear what events shall be specified. The Ad-Hoc group will get back to the issue during the next meeting.

10.2.5 Administration of Default Terminal Response Handler 

It was decided to postpone this until the rest of the unclarities of the TRH had been straightened out. The Ad-Hoc group hopes to be able to handle the item during the next meeting. In order to prepare a suggestion for the administration, the clarifications to the description of the Terminal Response Handler as mentioned above are needed.

10.2.6 Administration of Configuration Sets

This turned out to be a difficult task. There are several problems to be solved. One major problem is how it shall be indicated what Admin Configuration has the authority to modify what Operational Configurations. The suggestion is that each Administrative Configuration shall have an indicator showing what operational configurations it is allowed to modify using that administrative configuration.

It is uncertain to what level different configurations have to be protected from each other. There was a discussion regarding possibilities to protect different Application Providers’ menu and page entries from removal or change by others. The meeting felt that some way of protecting different administration entities from each other was needed. It is unclear exactly what the requirement level is. It was proposed that the table describing the configuration could be extended to specifiy amount of memory available for each administrative entity and a page range it is allowed to modify. It is still unclear if that solves the full problem and if the problem needs to be solved at this level. It was decided NOT to add these but describe the need for co-ordination between different admin-boxes. 

11 Any Other Business

The Ad-Hoc group thanked Microelectronica for hosting the meeting.

12 Meeting Plan

Meeting
Date
Host
Location

Ad-hoc
11 – 13 December
Giesecke & Devrient
Munich

Ad-hoc partly joint w/ test group
10 – 11 January
Schlumberger
Paris

13 Actions

Company
Action

All
Check consistent usage of the term “byte code”. As it has been used in some places, the meaning varies. TS 31.113 should be checked for consistency

G&D,
Michael Meyer
Propose a technical solution for handling of download of native commands that are larger than the concatenation buffer. This proposal shall be possible to present to T3 for a decision.

Schlumberger,
Anne-Laure Bourg
Check general error handling and specifically handling of variables in the case of error.

Gemplus
Draft a clarifying CR to describe the behaviour of Terminal Response Handler Modification concerning ranges, modification type and order of modification.

G&D
Propose a defined behaviour when trying to access non-existing environment variables and write a CR on Ts 31.113 regarding this. It should also be checked if such a behaviour could be applicable for the temporary variables as well.

G&D
Update the Admin Specification according to discussions during the meeting.

Schlumberger
Collect all clarification and editorial changes into the respective CR.

14 Closing of the Meeting

The preliminary minutes of the meeting were reviewed and the meeting was closed.
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