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2
Normative References

The following documents contain provisions, which through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TS 102.221: "UICC-Terminal Interface; Physical and Logical Characteristics".

[2]
3GPP TS 31.101: "UICC-Terminal Interface; Physical and Logical Characteristics".

[3]
3GPP TS 31.102: "Characteristics of the USIM application".

[4]
3GPP TS 31.113: " USAT Interpreter Byte Codes ".

[5]
3GPP TS 31.114: " USAT Interpreter Protocol and Administration ".

[6]
GSM 11.11: "Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface".
5.2
Test groups under TP31.114 
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Figure 3: Breakdown of "TP31.114" Test Group

The mnemonics chosen for this test group are as follows:

-
  TPT : Test Procedure – Transport Protocol as specified in 3G TS 31.114 [5], clause XXXX

· ADM : Test Procedure – Administration commands as specified in 3G TS 31.114 [5], clause XXXX

The Test Groups "TPTPT" and "TPADM", shown in figure 3, are broken down further, as shown in the following diagrams.

5.3
Test groups under TPTPT
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Figure 4: Breakdown of "TPTPT" Test Group

The mnemonics chosen for this test group are as follows:

· TB: Test Procedure – Transport bearer as specified in 3G TS 31.114 [5], clause 5.1

· TS: Test Procedure – Transport Security as specified in 3G TS 31.114 [5], clause 5.2

· SCS: Test Procedure – Security Configuration Set as specified in 3G TS 31.114 [5], clause 5.3

· UIOM: Test Procedure – USAT Interpreter Originated Messages as specified in 3G TS 31.114 [5], clause 5.4

· GOM: Test Procedure – Gateway Originated Messages as specified in 3G TS 31.114 [5], clause 5.5

· HPM: Test Procedure – Handling of PUSH Messages as specified in 3G TS 31.114 [5], clause 5.6

· HAM: Test Procedure – Handling of Administrative Messages as specified in 3G TS 31.114 [5], clause 5.7

7
Test Procedure on Transport Protocol

7.1
Transport Bearer (TB)

7.1.1
Reception of one Short Message

7.1.1.1
Definition and applicability

The USAT Interpreter should be able to send a single SMS Point to Point bearer if it implement the transport protocol describe in [5].

This test applies to any USAT Interpreter implementation that implement the transport protocol.

7.1.1.2
Conformance requirement

CR1 
The USAT interpreter should implement the transport mechanism describe in [5].

Reference: TS 31.114 [5], clause 5.1.
Test Group Reference (TGR): XXXX

Test Procedure Reference (TPR): XXXX

7.1.1.3
Test purpose

To verify that the USAT Interpreter conforms to the above requirements.

7.1.1.4
Method of test

Initial conditions

The UI should be initialised with the security configuration set SCSXXXX.

The UI should be able to accept a message from external system using SMS Point to Point bearer.

Test procedure

a)
Send the Remote Page RPXXXX using Transport Security Configuration TSCXXXX via SMS Point to Point channel.
The UI shall display the Expected text from N.U. X.
7.1.2
Sending of one Short Message

7.1.3
Reception of concatenated Short Message

7.1.4
Sending of concatenated Short Message

7.2
Transport Security (TS)

7.2.1
PoR requested by the Gateway

7.2.2
Reception of 23.048 Message without security

7.2.3
Cryptographic Checksum DES for UI Terminated Messages

7.2.4
Cryptographic Checksum 3-DES for UI Terminated Messages

7.2.5
Ciphering using DES for UI Terminated Messages

7.2.6
Ciphering using 3-DES for UI Terminated Messages

7.2.7
Counter available but not checked for UI Terminated Messages

7.2.8
Counter mode counter higher for UI Terminated Messages

7.2.9
Counter mode counter one higher for UI Terminated Messages

7.2.10
Checksum, ciphering and counter for UI Terminated Messages

7.2.11
Sending of 23.048 Message without security

7.2.12
Cryptographic Checksum DES for UI Originated Messages

7.2.13
Cryptographic Checksum 3-DES for UI Originated Messages

7.2.14
Ciphering using DES for UI Originated Messages

7.2.15
Ciphering using 3-DES for UI Originated Messages

7.2.16
Counter available but not checked for UI Originated Messages

7.2.17
Counter mode counter higher for UI Originated Messages

7.2.18
Counter mode counter one higher for UI Originated Messages

7.2.19
Checksum, ciphering and counter for UI Originated Messages

7.3
Security Configuration Set (SCS)

7.3.1
Handling of the 16 configurations for Pull mode

7.3.2
Handling of the 16 configurations for Push mode

7.3.3
Handling of the 16 configurations for Administrative mode

7.3.4
Test of the 16 KIc keys for one security configuration

7.3.5
Test of the 16 KID keys for one security configuration

7.3.6
USAT Command list

7.3.6
USAT Interpreter byte code list

7.3.6
USAT Interpreter Command List for administration

7.3.7
Linked Pull TAR

7.3.8
Security Configuration used on resident page linked to a TAR

7.3.9
Security Configuration used on local page not linked to a TAR with a current Security Configuration

7.3.10
Security Configuration used on local page not linked to a TAR without a current Security Configuration

7.3.11
Security Configuration used on remote Pull pages

7.3.12
Security Configuration used on Push pages

7.3.13
Security Configuration used on remote Pull pages

7.3.14
Security Configuration used for administrative response

7.3.15
Access and security node addressing according to the Security Configuration on SMS bearers

7.4
USAT Interpreter Originated Messages (UIOM)

7.4.1
Message send from the UI to the Gateway without request ID, gateway address nor additional information

7.4.2
Message send from the UI to the Gateway with request ID

7.4.3
Message send from the UI to the Gateway with Gateway Address

7.4.4
Message send from the UI to the Gateway with Additional Information

7.4.5
Mirroring of the RequestID for administrative response

7.5
Gateway Originated Messages (GOM)

7.6
Handling of PUSH Messages (HPM)

7.7
Handling of Administrative Messages (HAM)
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