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Foreword

This Technical Specification (TS) has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the transmission protocol to be used to communicate with the USAT Interpreter and the administrative structures and procedures to administer the USAT Interpreter.

The present document does not specify any USAT Interpreter byte codes. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

[1]
3GPP TS 31.112: "3rd Generation Partnership Project (3GPP); USAT Interpreter Architecture Description; Stage 2"

[2]
3GPP TS 31.113: "3rd Generation Partnership Project (3GPP); USAT Interpreter Byte Codes"

[3]
3GPP TS 23.048: "3rd Generation Partnership Project (3GPP); Security Mechanisms for the (U)SIM Application Toolkit; Stage2"

[4]
ISO/IEC 7816‑6 (1995): "Identification cards - Integrated circuit(s) cards with contacts, Part 6: Inter-industry data elements"

[5]
ISO/IEC 9797-1 (1999): "Information technology – Security techniques – Message Authentication Codes (MACs) – Part 1: Mechanisms using a block cipher"

[6]
ISO 8731-1:1987 "Banking -- Approved algorithms for message authentication -- Part 1: DEA".

[7]
ISO/IEC 10116:1997 "Information technology -- Security techniques -- Modes of operation for an n-bit block cipher".

[8]
Schneier, Bruce: "Applied Cryptography Second Edition: Protocols, Algorithms and Source code in C", John Wiley & Sons, 1996, ISBN 0-471-12845-7.

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Application Message: The package of commands or data sent from the Sending Application to the Receiving Application, or vice versa, independently of the transport mechanism. An Application Message is transformed with respect to a chosen Transport Layer and chosen level of security into one or more secured packets.

Gateway: A network program that translates from a source language to the USAT Interpreter byte codes. The gateway resides between the application provider’s server that contains pages written in the source language and a USIM / UICC containing the USAT Interpreter that will render these pages.

Secured Packet: The information flow on top of which the level of required security has been applied. An Application Message is transformed with respect to a chosen Transport Layer and chosen level of security into one or more Secured Packets.

Sending Application: The entity generating an Application Message to be sent. For the present document the Sending Application is the USAT Interpreter or the Gateway.
Sending Entity: This is the entity from which the Secured Packet and where the security mechanisms are invoked. The Sending Entity generates the Secured Packets to be sent. For the present document the Sending Entity is the USAT Interpreter 23.048 functionality or the 23.048 Node.

Receiving Entity: This is the entity where the Secured Packet is received and where the security mechanisms are utilised. The Receiving Entity processes the Secured Packets. For the present document the Sending Entity is the USAT Interpreter 23.048 functionality or the 23.048 Node.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply

CBC
Cipher Block Chaining

CC
Cryptographic Checksum

CNTR
Counter

DES
Data Encryption Standard

DCS
Data Coding Scheme

DS
Digital Signature

KIc
Key and algorithm Identifier for ciphering

KID
Key and algorithm Identifier for RC/CC/DS

KIK
Key Identifier for protecting KIc and KID

MAC
Message Authentication Code

MSB
Most Significant Bit

PoR
Proof of Receipt

RC
Redundancy Check

SMS
Short Message Service

SMS-PP
Short Message Service – Point to Point

SW1/SW2
Status Word 1 / Status Word 2

TAR
Toolkit Application Reference

TLV
Tag Length Value

UE
User Equipment

URL
Uniform Resource Locators

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

3.3
Symbols

'0' to '9' and 'A' to 'F'
The sixteen hexadecimal digits.

Single bits are identified by b1 to b8, where b1 is the LSB and b8 is the MSB of the byte containing the bit.

RFU bits and bytes are to be set to '0'.

4
TLV Format

All TLVs specified in the present document shall be coded according to the rules specified in TS 31.113 [2] for TLVs.

5
Transmission protocol

The transmission protocol is used by the USAT Interpreter and the USAT Interpreter Gateway System to communicate with each other. According to TS 31.112 [1] the USAT Interpreter Gateway System may consist of several logical and functional entities. 

It is not mandatory for the USAT Interpreter to support the communication with an USAT Interpreter Gateway System. If the USAT Interpreter supports that feature, it shall be supported as described in the present document.

The transmission protocol shall be compliant to TS 23.048 [3], where the Gateway is the Sending Application and the USAT Interpreter is the Receiving Application or vice versa. The Sending and Receiving Entities as specified in TS 23.048 [3] are the Security Node and the USAT Interpreter Security functionality (TS 31.112 [1]).
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The USAT Interpreter transmission protocol shall fully comply to TS 23.048 [3], if not stated otherwise in the present document.

For exchanging information between the USAT Gateway and the USAT Interpreter the Command Packet structure as specified in TS 23.048 [3] shall be used in both directions. The execution and handling of the Command Packet shall be independent from the used bearer.

PoR shall be supported by the USAT Interpreter Security functionality, i.e. the Security Node may request a PoR from the USAT Interpreter. Support of PoR in the other direction is optional.

5.1
Transport bearer

At least, the USAT Interpreter Security functionality and the Security Node shall support the following transport bearer specified in TS 23.048 [3]:

-
SMS-PP: Single Short Message Point to Point and Concatenated Short Message Point to Point

Other transport bearers may be supported.

Concatenation of short messages shall be supported for both directions. The available buffer space for concatenated short messages supported by the USAT Interpreter Security functionality in both directions is to be defined by the card issuer and is indicated by the USAT Interpreter system variable "Buffer Sizes" as specified in TS 31.113 [2].

5.2 Addressing and key selection

Editors Note:

Here are some notes from the ad-hoc meeting, to be incorporated

Configuration Set:

Configuration Set for each mode, TAR Range for that mode

TAR value

TAR Pull

Access Node Address

Security Node Address

16 keys KIc

16 Keys KID

one SPI outgoing to Gateway, KIc and KID, outgoing counter, random

SPI list incoming from Gateway, KIc and KID, counter for each SPI

Operational layer mode

Transaction based

Session based

USAT Command list

TAR Answering:

Outgoing: Current PULL Tar

Incoming: response with received TAR

5.2.1
USAT Interpreter originated messages

5.2.1.1 Access Node

The USAT Interpreter shall use the access node address of the current configuration set to address the access node. The coding of the access node address is bearer dependent and out of the scope of the present document.

E.g. the access node address of the access node for the SMS case can be the SMSC address.

5.2.1.2
Security Node

The USAT Interpreter shall use the Security node address of the current configuration set to address the Security node. The coding of the Security node address is bearer dependent and out of the scope of the present document.

E.g. the Security node address of the Security node for the SMS case can be the destination address.

5.2.1.3
Key selection in Security Node

If the SPI of the secured message indicates any security applied, the key selection for the security within Security Node shall be done according to the following rules:

· The originator of the message shall be determined by the information provided by the bearer level. E.g., for the SMS case, this can be the Originator Address. With this information, all transport keys defined for the originator of the message shall be available for the Security Node.

· The TAR value shall be checked by the Security node. According to the TAR value, the correct set of keys is selected out of the key sets defined for the originator of the message. E.g., different key sets for operational mode and administration may exist for one USAT Interpreter card.

· Within the selected key set, the KIc and KID values shall be used, indicated in the 23.048 header of the message.

After retrieving the keys, the Security node shall extract the Application Message according to TS 23.048[3].

5.2.1.4
Gateway Selector System

The Gateway Selector System shall be addressed using the TAR value of the message.

5.2.1.5 Gateway

The Gateway shall be addressed by the Gateway Selector using the Gateway Address. The format and coding of the Gateway Address TLV value is out of the scope of the present document. If no Gateway Address TLV is contained in the message, the Gateway Selector shall select the Gateway according to its own rules, which are out of the scope of the present document (e.g. using a default Gateway or examine the information in the Submit TLV).

5.2.2 Gateway originated Messages

Editors Note:

Some notes for this chapter:

Gateway selector assigns TAR value dependant on the source of message (operational Pull / operational Push TAR or ADM Box)

Security Node provides security for that TAR. 

5.3
23.048 Security

This chapter specifies the security parameters to be supported for secured packets between the USAT Interpreter 23.048 functionality and the 23.048 Node. The security parameters shall apply for both directions.

The following TS 23.048 [3] security mechanisms shall be supported by the USAT Interpreter 23.048 functionality and the 23.048 Node:

Authentication (as indicated in SPI b1,b2):

· No RC, CC or DS

· Cryptographic checksum

Encryption (as indicated in SPI b3):

· No ciphering

· Ciphering

Counter (as indicated in SPI b4,b5):

· all modes

For messages originated by the USAT Interpreter, the counter value shall be incremented by 1 for each outgoing message. The first message shall start with counter value '00 00 00 00 00'. There shall be no wrap mechanism, that means, if the counter value reaches 'FF FF FF FF FF', the USAT Interpreter shall not send any messages any more.

The following KIc modes shall be supported by the USAT Interpreter:

Algorithm (as indicated in b1,b2):

· DES

Modes of DES (as indicated in b3,b4):

· DES in CBC mode

· Triple DES in outer CBC mode using 2 different keys

The following KID modes shall be supported by the USAT Interpreter:

Algorithm (as indicated in b1,b2):

· DES

Modes of DES (as indicated in b3,b4):

· DES in CBC mode

· Triple DES in outer CBC mode using 2 different keys

Padding:

The padding counter (PCNTR) shall have a value in the range from '0' to '7'. PCNTR is used for ciphering only. For authentication, the message is padded virtually for calculation of the MAC, but no padding bytes are stored or indicated in the command packet.

The number and storage of KIc and KID keys is up the card issuer. It is strongly recommended to use at least one authentication mechanism. The key selection part of KIc and KID (b8-b5) should be seen as an index. A card may support up to 16 keys for KIc and up to 16 keys for KID per TAR value. For Triple-DES with 2 different keys, the length is 16 bytes (8 bytes for each key).

The same security parameters shall used in both directions.

5.3
USAT Interpreter originated Application Messages

This chapter specifies the messages send from the USAT Interpreter to the Gateway.

The general message format is as follows:
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The content and structure of the bearer header depends on the chosen bearer.

5.3.1
Operational Messages to Gateway

The application message format of messages sent by the USAT Interpreter to the Gateway shall be constructed as shown in the following picture:
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For messages sent by the USAT Interpreter to the Gateway, the Transport Protocol Header consists of an optional TPO TLV (Transport Protocol Output TLV). The Transport Protocol User Data consists of a Submit TLV.

5.3.1.1
TPO TLV

The TPO TLV consists information for the transport protocol level. The TPO TLV is optional. If the TPO TLV is part of the message, it shall be formatted as shown below:

Length
Value
Description
M/O

1
'30'
TPO TLV tag
M

1-3
A+B
Length
M






A
TLV
Request ID TLV
O

B
TLV
Gateway Address TLV
O


TLV
Submit TLV


5.3.1.1.1
Request ID TLV

5.3.1.1.2
Gateway Address TLV

tbd.

5.3.1.2
Submit TLV

The Submit TLV shall be constructed according to TS 31.113 [2].

5.3.1.3
TAR Values

The USAT Interpreter shall use different TAR values for the 3 cases:

· a "push message" containing a page to be rendered by the USAT Interpreter (Push TAR)

· a message containing a page as a result of a previous page request of the USAT Interpreter (Interpreter TAR),

· an administrative message (Administrative TAR).

The USAT Interpreter shall always reply with the TAR value received from the external system.

For messages originated by the USAT Interpreter (result of a menu selection) the USAT Interpreter shall use the Interpreter TAR value always. 

For each TAR value the USAT Interpreter shall be able to use a separate set of KIc and KID key values and counter values.

5.3.1.4
Counter Handling

5.3.2
Administrative Messages to Gateway

tbd.

5.4
Gateway originated Application Messages

5.4.1
Operational Messages to USAT Interpreter

The application message format of messages sent by the USAT Interpreter to the Gateway shall be as shown in the following picture:

5.4.1.1
TAR Values

5.4.1.2
Counter Handling

5.4.2
Administrative Messages to USAT Interpreter

5.4.2.1
TAR Values

5.4.2.2
Counter Handling

5.5
Error handling

Messages which could not be decrypted or authenticated successfully or which contain TAR values not belonging to the USAT Interpreter (Push TAR, Interpreter TAR or Administrative TAR) are ignored and discarded by the USAT interpreter.

6
Administrative procedures

The administrative procedures provide means for the card issuer to configure the USAT Interpreter. For the administrative procedures the same transmission protocol is used as for the USAT Interpreter. Nevertheless, a separate TAR value and a separate set of KIc, KID and counter values shall be used to ensure, that only the card issuer may modify the configuration of the USAT Interpreter.

The configuration of the administrative procedures itself is done during the manufacturing process of the card. This includes

· the administrative TAR value,

· the used keys,

· the necessary provisioning data for the selected bearer (e.g. SMSC address, Destination address ...). 

6.1
ADM Request

All administrative commands are contained in an ADM Request TLV. The ADM Request TLV has the following structure:

Length
Value
Description
M/O

1
‘60’ / 'E0'
ADM Request Tag
M

1-3
A+B+...+X
Length 
M

A
Data
Attributes 
O

B
TLV
ADM Command 1
M

...

...


X
TLV
ADM Command n
O

The ADM commands shall be executed in the order given in the ADM Request.

6.1.1
Attributes


b8
b7
b6
b5
b4
b3
b2
b1










Response Required

0:
no response required

1:
response required























SETUP MENU Required

0:
No SETUP MENU generated after executing the command list

1:
SETUP MENU generated after executing the command list, so changes are visible for user























SETUP EVENT LIST Required

0:
No SETUP EVENT LIST generated after executing the command list

1:
SETUP EVENT LIST generated after executing the command list























RFU





















Follow bit












If the Response required bit is set, the USAT Interpreter generates an ADM Response TLV and sends the ADM response TLV back to the external system entity.

If an error occurs during the execution of the ADM commands no further ADM commands of that ADM request are executed.

6.1.2
ADM Commands

6.1.2.1
Install Page

The USAT Interpreter shall administer a certain amount of memory to store pages locally. This amount of memory is called page pool. Pages are stored as page TLVs with additional parameters given in the attribute of the Load  Locally stored pages are identified by their page identification.

The page identification for the default page is reserved and to be coded as a single byte with the value 'FF'.

The Install Page command receives a page and stores it locally into the page pool. If there is already a page in the page pool with the same page identification as the received page, the received page shall overwrite the existing  page.

The memory management is up the USIM implementation.

Coding of the install page command:

Length
Value
Description
M/O

1
‘63’ / 'E3'
Install Page Tag
M

1-3
A+B
Length 
M

A
Data
Attributes 
O

B
TLV
Page
M

Coding of the attributes:


b8
b7
b6
b5
b4
b3
b2
b1










Access

0:
may only be accessed by internal resources only (e.g. from the menu structure, from events, from other locally stored pages)

1:
may be access by any other page























RFU





















Follow bit












Possible errors:

Error Code


No error
OK

Not enough memory
Not enough memory to store the page. Remaining memory indicated.

6.1.2.2
Remove Page

This command is used, to remove a locally stored page from the page pool.

Coding of the remove page command:

Length
Value
Description
M/O

1
‘64’ / 'E4'
Remove Page Tag
M

1-3
A+B
Length 
M

A
Data
Attributes 
O

B
TLV
Anchor Reference, the page identifier is mandatory. Only the page identifier is used by the USAT Interpreter to remove the page. 
M

Coding of the attributes:


b8
b7
b6
b5
b4
b3
b2
b1










Remove links

0:
Only the page is removed

1:
The page is removed and all local links to that page are removed (e.g. events, menu entries...)























RFU





















Follow bit












Possible errors:

Error Code


No error
OK

Reference to undefined
Referenced page of anchor not found

6.1.2.3
Install Main Menu Title

tbd: Or use EF_SUME?

This command is used to specify the text to be used for the main menu of SAT. 

Coding of the Install Main Menu Title command:

Length
Value
Description
M/O

1
‘65’
Install Main Menu Title Tag
M

1-3
A
Length 
M

A
TLV
Any Text TLV containing the text and the DCS for the main menu title. 
M



tbd: Icons????????


Possible errors:

Error Code


No error
OK

Reference to undefined
Referenced variables in Any Text TLV not found

Not enough memory
Not enough memory to store the text. Available memory indicated.

6.1.2.4
Install Main Menu Item

This command is used to specify the page to be executed, when the USAT Interpreter receives a menu selection envelope. 

Coding of the Install Main Menu Item command:

Length
Value
Description
M/O

1
‘66’
Install Main Menu Item Tag
M

1-3
A
Length 
M

A
TLV
Any Text TLV containing the text and the DCS for the main menu item
M

B
TLV
Anchor Reference, the page identifier is mandatory. Only the page identifier is used by the USAT Interpreter
M

Possible errors:

Error Code


No error
OK

Reference to undefined
Referenced variables in Any Text TLV not found or Anchor referenced not found.

Not enough memory
Not enough memory to store the text. Available memory indicated.

6.1.2.5
Remove Main Menu Item

This command is used to remove all items from the main menu linked to the specified anchor, without removing the linked page. 

Coding of the Remove Main Menu Item command:

Length
Value
Description
M/O

1
‘67’
Remove Main Menu Item Tag
M

1-3
A
Length 
M

A
TLV
Anchor Reference, the page identifier is mandatory. Only the page identifier is used by the USAT Interpreter
M

Possible errors:

Error Code


No error
OK

Reference to undefined
No item referencing to specified Anchor found.

6.1.2.6
Install Event

tbd: What are the rules for executing event pages, when are they executed? Event queue?

This command specifies the pages to be executed, when specific events are detected by the ME. In order to be notified by the ME of the event, the USAT Interpreter shall issue a SETUP EVENT LIST SAT command during start-up with the registered events.

Coding of the Install Event command:

Length
Value
Description
M/O

1
‘68’
Install Event Tag
M

1-3
A
Length 
M

1
Data
Event Identifier, coded as specified in 3GPP TS 31.111 [2] for Event List TLV.

Additional Event Identifier see below.
M

A
TLV
Anchor Reference, the page identifier is mandatory. Only the page identifier is used by the USAT Interpreter
M

Additional Event Identifier:

In addition to the event identifiers specified in 3GPP TS 31.111 [2], the USAT Interpreter shall support the following USAT Interpreter specific events:

Event
Event Identifier Coding
Description

Start-up
'A0'
Issued once during every start-up of the USAT Interpreter. This event is internally generated after the USAT Interpreter has issued SETUP MENU and SETUP EVENT LIST to the ME.

Others
RFU


Possible errors:

Error Code


No error
OK

Reference to undefined
Anchor referenced not found.

Not enough memory
Not enough memory to store the event. Available memory indicated.

6.1.2.7
Remove Event

This command removes an event from the current event list

Coding of the Remove Event command:

Length
Value
Description
M/O

1
‘69’
Remove Event Tag
M

1-3
A
Length 
M

1
Data
Event Identifier, as specified in Install Event command
M

Possible errors:

Error Code


No error
OK

Reference to undefined
Event Identifier not in current event list

Not enough memory
Not enough memory to store the event. Available memory indicated.

6.1.2.8
USAT Command List Filter

This command is used to prevent the execution of specific USAT commands within the Execute USAT command byte code. Before executing an USAT command within the Execute USAT command byte code, the USAT Interpreter shall check the list provided in the SAT Command List Filter. If the type of command within the command details TLV as specified in 3GPP TS 31.111 [2] of the Execute USAT command is listed in the USAT Command List Filter, the USAT Interpreter shall not execute the requested command and shall generate the error "USAT command not allowed".

This command is not applicable to USAT commands not executed within the Execute USAT command.

Coding of the Remove Event command:

Length
Value
Description
M/O

1
‘6A’
USAT Command List Filter Tag
M

1-3
X
Length 
M

X
Data
List of  "type of command" values as specified in 3GPP TS 31.111 [2] (one byte per command). Execution of commands listed here is prohibited.
M

Possible errors:

Error Code


No error
OK

Not enough memory
Not enough memory to store the event. Available memory indicated.

6.1.2.9
Install Provisioning Data

tbd: bearer independent: TARs for Push and Interpreter

security: counter, keys, security parameters (SPI) ??????????????

bearer dependent: adresses....

6.1.2.10
Install Plug-In

This chapter is for further study.

6.2
ADM Response

If requested in the attributes of the ADM Request, the USAT Interpreter shall generate an ADM Response.

The ADM Response contains the list of results of each command executed within the ADM Request in the order given in the ADM Request. 

The ADM Response has the following structure:

Length
Value
Description
M/O

1
‘61’
ADM Response Tag
M

1-3
A+...+X
Length 
M

A
TLV
ADM Result 1
M

...

...


X
TLV
ADM Result n
O

The ADM results shall be given in the order of the related ADM commands.

Structure of  ADM Result:The ADM Response has the following structure:

Length
Value
Description
M/O

1
‘62’
ADM Result Tag
M

1-3
A+...+X
Length 
M

2
data
Result code, binary coded in 2 bytes, according to chapter 11
M

A
data
additional information depending on the result code
O

7
Error coding

For the indication of errors occurring during byte code processing error codes listed in the following table are defined. This information can be accessed using the Error Code variable.

Type of error
Coding
Additional information

(for ADM Responses only)

No error
‘0000’
-

Problem in memory management
‘6F03’
-

Security problem
‘6F04’
-

Reference to undefined
‘6F05’
-

Not enough memory
'????'
'XXXX'

Memory available binary coded in 2 bytes
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