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1. Opening of the Meeting 

Florence Martin was appointed chairman.

Sonia Compans was appointed secretary of the session.

2. Roll Call of Delegates

The meeting was attended by 6 delegates. See the list of delegates at the end. Samuel Blarre, France Telecom, was present only the first day.

3. Documents / Agenda 

Tdoc
Title
Source
Status

T3z010850
Discussion document for the choice of a USIM Transport Protocol
Gemplus
Discussed

T3z010851
Report of ad-hoc#42
Secretary 
Revised into T3z010857

T3z010852
Proposal of discussion: definition of the needs of the USIM Transport Protocol
Schlumberger
Discussed. Taken as basis for the agenda.

T3z010853
TCP over 2.5G and 3G Wireless Networks

                       draft-ietf-pilc-2.5g3g-03


Mobile-Mind
Noted

T3z010854
Mobile Internet Service Provider (MISP) Requirements for a Wireless 

                         Internet Framework (WIF)
Mobile-Mind
Noted

T3z010855
RFC3141: CDMA2000 Wireless Data Requirements for AAA


Mobile-Mind
Noted

T3z010856
Agenda
Chairman
Noted

T3z010857
Report of ad-hoc#42
Secretary
Approved

T3z010858
Proposal for a USIM Transport Protocol
Gemplus 
Discussed

4. Report of ad-hoc#42

T3z010851. Revised into T3z010857 with few editorial changes.
5. Definition of the different environments and architectures

In any case, it is the application that opens a channel and sends and receives data. Therefore the USIM Transport protocol and the security layers are handled by the application. APIs will certainly be required for the application to ask the card system to manage those two layers.

The BIP is defined so that the card can interface with the following protocol layers of the ME:

· UDP,

· TCP,

· Bearer level.

The architecture for these three possible interfaces was discussed. 

UTP stands for USIM Transport Protocol.

· UDP interface
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In this case, UDP does not ensure the reliability of the connection (no retransmission, no acknowledgement). A layer (UTP) ensuring such reliability is then needed between the card and the server.

· TCP interface


[image: image2.wmf]UTP?

TCP

IP

GPRS

ME

(U)SAT

7816-3/4

(U)SAT

7816-3/4

(U)SIM

TCP

IP

L1/L2

UTP?

Server

BIP

Security

Data

Handled

by the

application

Security

Data

UTP= USIM Transport Protocol


Here TCP does ensure reliability of the connection. The use of the reliability layer (UTP) on the card and server side then needs to be questioned. If the functions of this reliability layer are already included in TCP, there is no real use to have this layer. If there are additional functions, UTP should be present.

· Bearer level interface
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When offering direct access to the bearer level, few points should be clarified:

· What is exactly the bearer level? Is it SNDCP for GPRS? What is it for CSD?

· How do handsets handle such configuration? 

· How are packets routed at the bearer level to the ME or to the card?

· There is no way for the ME to indicate in the Terminal Profile whether it supports the access to the bearer level (only indication of TCP or UDP). Then, is it mandatory or should we add an indication bit in the Terminal Profile?

In this case, the network and transport layers are not handled by the ME. The hypothesis is that the Network and Transport layers of the server are IP and TCP/UDP (usual internet protocols). This then implies that TCP/UDP and IP should be implemented in the card. Then the whole configuration of the card needs to be restudied.

It was decided to ask T3 plenary and possibly SCP whether such configuration which implies implementation of a network (IP) and a transport (TDP/UDP) layers in the card is valid. Oberthur and Gemplus think that this configuration is not valid because in this case, the card would not use the BIP USAT feature but would directly access to the card-ME communication protocol (T=0, T=1,…).

· IP interface

This interface is not provided today by the ME. Delegates wondered whether it is possible to extend the SIM/ME interface to the IP stack. There are then few open issues: 

· Is it possible on the ME? 

· If so, how the IP stack in the ME would route the packets between the TCP/UDP ME layers and the card layer?

This point is a release 5 issue and is not part of this work item.

CONLUSION: SCOPE OF THE WORK ITEM
The scope of the work item is to have a reliable communication between the (U)SIM and a remote server while using the Bearer Independent Protocol feature of the (U)SAT.

The configuration considered is the following: the card uses the transport protocols of the ME which are UDP or TCP.

It was agreed by the delegates that the configuration where the card has direct access to the bearer level of the ME should not be part of this work item because the implications are completely different. The rapporteur will ask T3 plenary whether this is agreeable.

6. Requirements of the USIM Transport Protocol

The fundamental requirements for the UTP are the following:

· Acknowledgement

· Retransmission

· Segmentation / re-assembly 

The following requirements are under discussion:

· Upper layer ID

· Connection oriented protocol

· Version number (secondary requirement)

It was assumed that the following features are handled by the security layer:

· Data integrity

· Authentication

7. Security layer

Regarding the security layer, it is handled by the application. This latter then needs to rely on services offered by the card system.

For TS 03.48, an API would certainly be needed for the security mechanisms. 

8. List of Use cases

It was suggested to list the possible use cases where this USIM Transport Protocol would be used. However most delegates thought that this layer should be independent of any service or application. The only goal of the layer is to offer reliability.

This work item does not define the services and applications that will use the transport protocol. 

Schlumberger suggested to define one or two (or more) use cases. This would help us to specify a transport protocol adapted to the requirements described above and to be sure it fulfils the most features we all need. It is however clear that this protocol has to be as generic as possible. Gemplus proposed to define only general service requirements such "X kbytes to be transferred from a server to the card". Delegates did not come to an agreement on this.

9. Choice of a protocol

Hypothesis: the card uses the TCP or UDP layer of the ME.

For the definition of the protocol, we could choose to consider:

· The most constraining case: UDP in the ME. Then check the compatibility and possible use over TCP.

· Both cases, UDP and TCP, in parallel.

The group decided to focus on the second option.

9.1. Re-use of existing protocols 

· 03.40

The possibility to re-use 03.40 was discussed. 

Protocol
Advantages
Drawbacks

03.40
Existing and used

Concatenation

Retransmission
Treatments that were previously done by the ME shall be done by the card (acknowledgement, retransmission)

Message length fixed and small

Some mandatory fields are not relevant to the card.

Not a connection oriented mode

· TCP

T3z010850 shows that using TCP over UDP ends up in a not standard architecture on the server side. The compatibility searched by using TCP is not achieved. Even if TCP exists, it would need to be adapted to go on top of UDP and not IP. In addition, on the server side UDP/IP and lower layers are part of the kernel while features above UDP are part of the applications. This TCP layer above UDP would then end up in the application domain of the server. Oberthur, France Telecom, and Gemplus agreed that TCP over UDP is not a solution. Schlumberger needs to check with its experts.

· WTP

Protocol
Advantages
Drawbacks

WTP
Made to go on top of UDP

Offers reliability if desired

Retransmission

Message oriented

Segmentation and re-assembly: optional

Concatenation: certainly several WTP packets may be part of one UDP datagram
Made to go on top of UDP

No connection oriented



If WTP complies with the requirements, why not use the one included in the ME? Is it possible for the ME to give access to the WTP? Or is WTP so linked to WSP that no direct access to WTP is possible? Then is it possible for the ME to give access to the WSP?

9.2. New protocols 

T3z010858: Proposal for a USIM Transport Protocol
The document proposes to have 2 kinds of messages: control and data messages.

Structure proposal: mandatory header, optional header and payload.

In mandatory header: total length of message, indication of the type of message.

In optional header: acknowledgement, checksum…

Connection oriented protocol.

The structure is based on the TLV format but not everything is using this format. It was suggested that everything should use the TLV format: one tag for the header with as value all the possible TLVs constituting the header; one TLV for the data.

This proposal is adapted to the world of the card by using the TLV format.

10. Action plan

Questions to be solved:

Global question
· Is the USIM Transport Protocol optional or mandatory?

· Notify T3 of issue with direct access to bearer level of the ME. Possibly liase with SCP.

· Should we consider the BIP over local bearers such as Bluetooth? Should we then consider that the ME support TCP or UDP over local bearers?

ME
When offering direct access to the bearer level, 

· What is exactly the bearer level? Is it SNDCP for GPRS? What is it for CSD?

· How do handsets handle such configuration? 

· How are packets routed at the bearer level to the ME or to the card?

· There is no way for the ME to indicate in the Terminal Profile whether it supports to the access to the bearer level (only indication of TCP or UDP). Then, is it mandatory or should we have an indication bit in the Terminal Profile?

Should we extend the SIM/ME interface to the IP stack? 

· Is it possible on the ME? 

· If so, how the IP stack in the ME would route the packets between the TCP/UDP ME layers and the card layer?

If WTP is considered as a solution:

· Why not use the one included in the ME? 

· Is it possible for the ME to give access to WTP? 

· Or is WTP so linked to WSP that no direct access to WTP is possible? 

· Then is it possible for the ME to give access to WSP?

All those questions are ME manufacturers related.  


Card
· Should an Upper Layer ID be part of this USIM Transport Protocol?

· For TS 03.48, an API would certainly be needed for the security mechanisms

· Is WTP a possible solution?

· If a new protocol uses the TLV format, should it use TLVs everywhere?

Server


In addition, it was decided to carefully study the different solutions. For each possible solution, the 2 following perspectives should be considered:

· Architecture

· Functionality: what is ok, what is missing, what is not necessary?

Specific pending questions:

· for TCP, part of the delegates agreed on the resulting incoherent architecture. Schlumberger still needs to check. Oberthur needs to confirm its position.

Below, delegates agreed to share the work as follow. Each company will particularly concentrate and give written feedback on the red-crossed protocol.

Protocol
G+
OCS
SLB

03.40
X
X


TCP

X
X

WTP
X



G+ proposal

X
X

11. Meeting Plan

Delegates agreed to make a first status of the study during next plenary (T3#20) in September. Final protocol choice should be done during the following ad-hoc which is not yet planned (September/October).

12. Closing of the meeting

Thursday 12 July 16:00
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