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Foreword

This Technical Specification (TS) has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the byte codes that are recognised by an USAT Interpreter. The byte codes primary purpose is to provide efficient programmatic access to the SIM Application Toolkit commands. 

The design objectives of the byte code set are:

· Compact representation for efficient transmission over the air interface. 

· Minimisation of USAT Interpreter complexity to minimise SIM footprint and ease compliance testing.

· Easily configured and extended.

· Source language independent although XML-style mark-up languages are explicitly envisioned.

· Transport bearer independent (e.g. SMS, GPRS...)

· Transport protocol independent.

· Independent from design of external entities.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

[1]
SCP TS 102 220: Numbering system for telecommunication IC card applications

[2]
3GPP TS 31.111: "3rd Generation Partnership Project (3GPP); USIM Application Toolkit (USAT)"

[3]
3GPP TS 23.038: "3rd Generation Partnership Project (3GPP); Alphabets and language‑specific information"

[4]
GSM 03.48: "Digital cellular telecommunications system (Phase 2+); Security Mechanisms for the SIM Application Toolkit; Stage 2"

[5]
ISO/IEC 7816‑6 (1995): "Identification cards – Integrated circuit(s) cards with contacts, Part 6: Inter-industry data elements"

[6]
ISO/IEC 9797-1 (1999): "Information technology – Security techniques – Message Authentication Codes (MACs) – Part 1: Mechanisms using a block cipher"

[7]
ISO 8731-1:1987 "Banking – Approved algorithms for message authentication – Part 1: DEA".

[8]
ISO/IEC 10116:1997 "Information technology – Security techniques – Modes of operation for an n-bit block cipher".

[9]
Schneier, Bruce: "Applied Cryptography Second Edition: Protocols, Algorithms and Source code in C", John Wiley & Sons, 1996, ISBN 0-471-12845-7.

[10]
SCP TS 102 221: Smart cards; UICC-Terminal interface; Physical and logical characteristics

[11]
Uniform Resource Locators (URL). T. Berners-Lee, L. Masinter, M. McCahill. December 1994
[12]
3GPP 21.900 “3rd Generation Partnership Project (3GPP), Technical Specification Group working methods”
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6
Variables

Variables are name-value pairs. The name is called the variable identifier (ID) and the value is called the variable value. Operations are provided to refer to a variable value by using its variable ID and for setting and resetting the value associated with a variable.

Variables can be stored in the following usage areas:

· Environment variable area

· Permanent variable area

· Temporary variable area

· Page string element

Variables have one of the following variable types:

· SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] with bit 8 set to 0

· SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] packed

· Binary

· UCS2 coded string

The list can be extended.

6.1
Usage areas

Variables are referred by using a unified one byte notation. The one byte variable reference is called the variable ID. b8 and b7 of the variable ID are used to indicate the belonging of a variable to a certain usage area. The remaining 6 bits are used to reference a certain variable within the usage area.

Due to the used coding, the number of variables per area is restricted to 64.

The coding of the variable ID is as follows:

b8
b7
b6
b5
b4
b3
b2
b1


0
0






belongs to Environment usage area

0
1






belongs to Permanent usage area

1
0






belongs to Temporary usage area

1
1






belongs to Page String Element usage area



x
x
x
x
x
x
identifier of the variable within the usage area

The size of the different usage areas is to be defined by the card issuer and configured during the personalisation process of the USIM.

6.1.1
Environment variable usage area

This usage area consists of 3 different partitions:

· USAT Interpreter system information partition

· USIM issuer information partition

· End user information partition

6.1.1.1
USAT Interpreter system information partition

The USAT Interpreter partition is preloaded during the manufacturing process of the USIM or during the runtime of the USAT Interpreter.

At least the following information shall be stored:

Variable ID
Description
Coding

'00'
ICCID of UICC
Binary coding as for EFICCID specified in SCP TS 102 221 [10]

'01'
USAT Interpreter version

Byte 1:               Length of following bytes
Byte 2:               USAT Interpreter issue specific version 
                          number
Bytes 3-4:          Version of supported 3GPP TS 31.113

Bytes 5-6:          Version of supported 3GPP TS 31.114

Bytes 7-254:      RFU
The specification versions are defined as specified in 3GPP TS 31.900, but without editorial field [12].
Detailed coding of USAT Interpreter Issuer is defined below.
:
· 
· 
· 


'02'
USAT Interpreter profile (features)
according to administrative configuration coding

Editors Note: Reference to "Administration and Transmission Protocol specification" to be incorporated, when available. 

'03'
USIM issuer
SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] with bit 8 set to 0

'04'
Terminal Profile as got at runtime
Binary coded as defined in 3GPP TS 31.111 [2] for TERMINAL PROFILE

'05'
Error Code as generated by the last byte code command executed
Binary coded as specified in chapter "Fehler! Verweisquelle konnte nicht gefunden werden. "

'06'
Maximum page size for temporary storage of one page
Binary coded, number of bytes available for page storage, coded in 2 bytes indicating a block of memory consisting of 128 bytes, MSB first

 '07'
USAT Interpreter issuer identification
URL of USAT Interpreter issuer, coding according to RFC 1738 [11]

 '08'... '13'
RFU


Coding of USAT Interpreter version:

8
7
6
5
4
3
2
1
Bits / Octets

Length of following bytes

Octet 1

USAT Interpreter Issuer specific version number

Octet 2


3GPP TS 31.113


Digit 1 of Master field
Digit 2 of Master level
Octet 3


Digit 1 of Technical field
Digit 2 of Technical field
Octet 4


3GPP TS 31.114


Digit 1 of Master field
Digit 2 of Master field
Octet 5



Digit 1 of Technical field
Digit 2 of Technical field
Octet 6



All digits are coded with 4 bits. E.g. 3GPP TS 31.113 version 4.12.0 and 3GPP TS 31.114 version 5.2.1 are coded '05 xx 04 12 05 02', where xx is USAT Interpreter Issuer specific version.
6.1.1.1.1
Write access to the partition

This partition shall not be updated by administrative means after the personalisation process. The variables in this partition may be changed by the USAT Interpreter itself, if e.g. the configuration of the USAT Interpreter changes (e.g. addition of a new plug-in ).

6.1.1.1.2
Read access of the partition

The information stored in this partition can be freely accessed by any page executed by the USAT Interpreter.

6.1.1.2
USIM issuer information partition

The information stored in this partition is under the control of the USIM issuer. The USIM issuer is responsible to allocate variable IDs for his own purposes in the range from '14' to '28'. The used variable IDs shall be published to content providers.

6.1.1.2.1
Write access to the partition

This partition can be updated by the USIM issuer by administrative means. 

6.1.1.2.2
Read access of the partition

The information stored in this partition can be freely accessed by any page executed by the USAT Interpreter.

6.1.1.3
End user information partition

The information stored in this partition is under the control of the end user. If the user decides to store information in this partition, the following variable IDs shall be used:

Variable ID
Description
Coding

'29'
User name
SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] with bit 8 set to 0


or

UCS2 coded

'2A'
User e-mail address
SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] with bit 8 set to 0

'2B' ... '3F'
RFU


6.1.1.3.1
Write access to the partition

This area can be updated locally by the end user by an user interface provided by the USAT Interpreter. Most likely, the user interface will be realised by a locally stored application of the USAT Interpreter accessible by the end user.

6.1.1.3.2
Read access of the partition

The information stored in this partition can be freely accessed by any page executed by the USAT interpreter.

6.1.2
Permanent variable area

This area is used to store permanently variables which can be accessed even after the USIM was reset. This area is organised as a cyclic variable buffer. If the buffer is full, a new entry shall delete the most oldest entries until enough space is made available to store the new entry.

Each entry consists of the service ID of the page storing the variable in this area, the variable ID and the content of the variable. For pages using this variable area, it is mandatory to provide the service ID in the page TLV. The assignment of service IDs is up to an external system entity.

6.1.2.1
Write access to the permanent variable area

Any page which provides a service ID may store permanent variables.

6.1.2.2
Read access of the permanent variable area

The information in this area can be freely accessed by pages providing a service ID within the page TLV which is contained in the list of permanently stored variables. A page shall have access to those variables only, which have the same service ID as stored in the page TLV.

6.1.3
Temporary variable area

Temporary variables are used during the execution of the current page. They may be shared with the following page. Temporary variables are used for 2 purposes:

· as variables defined and used within the current page,

· as variables to be shared between the current page and the following page.

The current page shall define, which variables are to be kept for access of the following page. To ensure, that only a dedicated following page can access the variables defined to be sharable, the current page may protect them with a One Time Password (OTP), which has to be presented by the following page in order to get access to the shared variables. The OTP to be presented by the following page may be ciphered. 

If this mechanism is used to protect shared variable, it might happen that a page is not able to access the protected shared variables, if the sequence of pages provided to the USAT Interpreter is disturbed (e.g. by using backward navigation between pages...).

6.1.3.1
Write access to the temporary variable area

Only the current page can allocate temporary variables. The current page can allocate temporary variables as many as it is space available in this area. 

To indicate how to provide variables to the next page, the KeepAll flag in the attribute of the current page and the OTP TLV and the KeepAlive TLV within the current page TLV is used according to the following table:

KeepAll flag
OTP TLV
KeepAlive TLV
Actions

set
present
present
not valid, if occurs, the KeepAll attribute shall be ignored, variables listed in KeepAlive shall be kept for the following page and shall be protected by OTP

set
present
not present
all temporary variables shall be kept for the following page and shall be protected by OTP

set
not present
present
not valid, if occurs, the variables listed in KeepAlive shall be kept for the following page and shall not be protected by OTP

set
not present
not present
all temporary variables shall be kept for the following page and shall not be protected by OTP

not set 
present
present
variables listed in KeepAlive shall be kept for the following page and shall be protected by OTP

not set
present
not present
not valid, no variables to be kept for the following page

not set
not present
present
variables listed in KeepAlive shall be kept for the following page and shall not be protected by OTP

not set
not present
not present
no variables to be kept for the following page

6.1.3.2
Read access of the temporary variable area

A current page can freely access temporary variables stored by this current page. Protected variables of a previous page shall only be accessible after a successful verification of the One Time Password set by the previous page to protect temporary variables to be shared between these two pages.

In order to unlock the shared protected variables the Page Unlock TLV has to be present within the page TLV. The Page Unlock TLV shall contain the OTP (ciphered or in clear as indicated by the KIc of the TLV) of the previous page. If the OTP in the Page Unlock TLV matches the OTP stored with the protected variables, the protected variables are made available to the current page as regular temporary variables.

6.1.2.3
Lifetime of temporary variables

By default, all variables which are not kept explicitly to be shared by the following page are deleted, after the page is processed. 

If there are protected variables, but the current page does not contain a matching OTP the protected variables are deleted before processing the current page.

6.1.4
Page string element

This area is provided optionally by the current page. It can be used to store e.g. strings that are used several times in the current page.

The first string element in the String Pool TLV shall be identified by the variable reference 'C8', the next with 'C9' and so on.

6.1.4.1
Write access to page string elements

The information contained in this area is read only.

6.1.4.2
Read access of page string elements

The information can be accessed by the current page.

6.2
Variable values

The value associated with a variable identifier is a length-byte string pair. The type of a variable value is determined by the usage context. The USAT Interpreter shall keep track of the type of a variable. How the type of the variable is stored internally within the USAT Interpreter is up to the implementation of the USAT Interpreter.

The length of the variable value is restricted to 65535 ('FFFF') bytes. Each variable has one of the following types:

Type of variable
coding (3 bits)

SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] with bit 8 set to 0
'000'

SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] packed
'001'

Binary format
'010'

UCS2 coded string
'011'

Other values
RFU

The coding specified, shall be used to indicate the type of variable, when variable substitution is used.

6.3
Variable substitution

Variable IDs may appear in fields explicitly labelled as containing a variable identification. Variable substitution can take place in the following TLVs:

· Simple TLV Indicator (see chapter Fehler! Verweisquelle konnte nicht gefunden werden.)

· Inline Value TLV

· Inline Value 2 TLV

· Submit TLV

The value part of TLVs where variable substitution can take place consists of sequences of

-
Length - Value pairs to indicate constant text, or

-
Variable Substitution Indicator - Variable ID pairs to indicate variable substitutions

Such sequences can appear in any order in value parts of TLVs where variable substitution can take place.

The variable substitution indicators are used to signal that the next byte is a variable ID.

Length - Value Pair

Length
Value
Description
M/C

1-3
L
Length of the following data value
M

L
V
The data value
C

The length L is BER coded onto 1, 2 or 3 bytes according to ISO/IEC 7816‑6 [5].

Variable Substitution Indicator - Variable ID Pair

Length
Value
Description
M/O

1
A
Variable substitution indicator
M

1
ID
Variable ID
M

The range 'C0'...'C7' is reserved for variable substitution indicators.The least significant 3 bits of the variable substitution indicators shall be used to indicate the type of the variable coded according to the table below.

Coding of variable substitution indicators:

Coding of variable substitution indicator
Type of variable referenced to

‘C0’
unknown

'C1'
SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] with bit 8 set to 0

'C2'
SMS default 7-bit coded alphabet as defined in 3GPP TS 23.038 [3] packed

'C3'
Binary format

'C4'
UCS2 coded string

'C5' ... 'C7'
RFU

Whenever TLVs where variable substitutions can take place are encountered by the USAT Interpreter at runtime one of the following mechanisms are used to replace the respective Length - Value pair(s) or the Variable Substitution Indicator - Variable ID pair(s) depending on the context:

Method 1:

Length - Value pair

· the length is removed from the running text

· the value part remains unchanged

Variable Substitution Indicator - Variable ID pair

· the variable substitution indicator is removed from the running text

· the type of the value corresponding to the following variable reference shall be checked against the type indicated in the Variable Substitution Indicator. If the type of the value is different from the indicated type, the USAT Interpreter shall generate an error unless the indicated type was set to ‘C0’ (‘unknown’).

· the following variable reference is simply replaced by

· the current content of the variable (that means inserting the variable content into the running text)

Method 2:

Length - Value pair

· the length is not removed from the running text

· the value part remains unchanged

Variable Substitution Indicator - Variable ID pair
· the variable substitution indicator is not removed from the running text

· the type of the value corresponding to the following variable reference shall be checked against the type indicated in the Variable Substitution Indicator. If the type of the value is different from the indicated type, the USAT Interpreter shall generate an error unless the indicated type was set to ‘C0’ (‘unknown’).

· if the indicated type was set to ‘C0’ (‘unknown’), the type information of the variable substitution indicator in the running text is updated with the actual type of the variable

· the following variable reference is replaced by

· the length of the content of the variable. The length is coded onto 1, 2 or 3 bytes according to ISO/IEC 7816‑6 [5].

· the current content of the variable (inserting the variable content into the text)

A variable value shall not contain a variable substitution, i.e. an inserted variable value is not rescanned for variable IDs.






























































































