1.1.1 Framework Security Management
1.1.1.1 SECURITY PARAMETERS

The table that follows contains the security parameters that shall be used when the 03.48 security is required in the test cases developed in the current section.

Parameter
Value in hexadecimal

KIC
11

KID
11

CNTR
00 00 00 00 01

Key for ciphering
01 41 42 7F DA E8 91 A7

Key for RC/CC/DS
01 23 45 67 89 AB CD EF

If a parameter is not listed explicitly in the above table, the default values of section 4.7.3.1 apply.
1.1.1.2 EVENT_FORMATTED_SMS_PP_ENV

1.1.1.2.1 Test Area Reference: FWK_ERP_PPEN

1.1.1.2.2 Conformance Requirements

Normal Execution

CRRN1: If the SIM receives an envelope APDU containing an SMS_DATADOWNLOAD BER TLV formatted according to GSM03.48, the SIM Toolkit Framework shall verify the GSM03.48 security of the SMS TPDU.


CRRN2: The SIM Toolkit Framework shall secure and send the response packet.

CRRN3: The toolkit applet will only be triggered if the TAR is known and the security verified.

1.1.1.2.3 Test Area Files
-
Test Script: FWK_ERP_PPEN_1.scr


-
Test Applet: FWK_ERP_PPEN_1.java

-
Test Applet: FWK_ERP_PPEN_2.java

-
Load Script: FWK_ERP_PPEN_1.ldr


-
Cleanup Script: FWK_ERP_PPEN_1.clr


· Parameter File: FWK_ERP_PPEN_1.par


1.1.1.2.4 Test Procedure

Id
Description
API Expectation
APDU Expectation

1
Load and install an applet that performs a Display Text

Envelope(SMS-PP) 03.48 formatted:

· Ciphering;

· Cryptographic checksum;

· No proof of receipt;

· Data in plain text = “APPLET1”
The applet is triggered and prepares a “Diplay Text” proactive command with the data received in the Envelope.
Fetch(Display Text) “APPLET1”

2
Load and install an applet that displays “3GPP ad hoc on Java API Testing”

Envelope(SMS-PP) 03.48 formatted:

· Ciphering;

· Cryptographic checksum;

· No proof of receipt;

Data in plain text = “APPLET1”

Envelope(SMS-PP) 03.48 formatted:

· No ciphering;

· No cryptographic checksum;

· No proof of receipt;

· TAR of the second applet


This Envelope(SMS-PP) triggers the applet of test case 1

This Envelope(SMS-PP) triggers the second applet
Fetch(Display Text) “APPLET1”

Fetch(Display Text) “3GPP ad hoc on Java API Testing”

3
Envelope(SMS-PP) 03.48 formatted:

· Ciphering;

· Cryptographic checksum;

· proof of receipt response shall be sent using SMS-Deliver-Report;

· no security applied to proof of receipt

Data in plain text = “APPLET1”


The applet is triggered and sends  a “Display Text” proactive command with the data received in the Envelope.
The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has no application data.

The SIM answers to the Get Response command with status words 91xx to issue a Display Text “APPLET1”.

4
Envelope(SMS-PP) 03.48 formatted:

· Ciphering;

· Cryptographic checksum;

· proof of receipt response shall be sent using SMS-Deliver-Report;

· no security applied to proof of receipt

The applet posts application data. It does not call the ProactiveHandler.send() method
The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has the application data posted by the application.

The SIM answers to the Get Response command with status words 9000.


5
Envelope(SMS-PP) 03.48 formatted:

· Ciphering;

· Cryptographic checksum;

· proof of receipt response shall be sent using SMS-Deliver-Report;

· no security applied to proof of receipt

Data in plain text = “TEST”
The applet posts application data and calls the ProactiveHandler.send() method to send a “Diplay Text” proactive command with the data received in the Envelope.
The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has the application data posted by the application.

The SIM answers to the Get Response command with status words 91xx to issue the Display Text “TEST”.


6
Envelope(SMS-PP) 03.48 formatted:

· Ciphering;

· Cryptographic checksum;

· proof of receipt response shall be sent using SMS-Deliver-Report;

· proof of receipt shall be ciphered

Data in plain text = “TEST”
The applet posts application data and calls the ProactiveHandler.send() method to send a “Diplay Text” proactive command with the data received in the Envelope.
The SIM answers to the Envelope with status words 9Fxx and a PoR is retrieved with a GetResponse command. The PoR has the application data posted by the application.

The SIM answers to the Get Response command with status words 91xx to issue the Display Text “TEST”.


7
Envelope(SMS-PP) 03.48 formatted:

· No ciphering;

· Wrong Cryptographic checksum;

· proof of receipt response shall be sent using SMS-Deliver-Report;

· no security applied to proof of receipt

Data in plain text = “TEST”
No applet is triggered
The SIM answers to the Envelope with status words 9Exx and a PoR is retrieved with a GetResponse command. The Response Status Code Octet shall be ‘01’.






1.1.1.2.5 Test Coverage

CR Number
Test Case Number

CRRN1
1,2,3,4,5,6,7
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7
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1.1.2 Envelope Response Posting

1.1.2.1 EVENT_CALL_CONTROL_BY_SIM 

1.1.2.1.1 Test Area Reference: FWK_ERP_CCEN

1.1.2.1.2 Conformance Requirements

Normal Execution

CRRN1: The SIM Toolkit Framework can’t reply busy when an Envelope(Call Control) is sent to the SIM.

1.1.2.1.3 Test Area Files
-
Test Script: FWK_ERP_CCEN_1.scr


-
Test Applet: FWK_ERP_CCEN_1.java

-
Test Applet: FWK_ERP_CCEN_2.java

-
Load Script: FWK_ERP_CCEN_1.ldr

-
Cleanup Script: FWK_ERP_CCEN_1.clr

-
Parameter File: FWK_ERP_CCEN_1.par


1.1.2.1.4 Test Procedure

Id
Description
API Expectation
APDU Expectation

1
The toolkit applet 1 is registered on the EVENT_CALL_CONTROL_BY_SIM. It calls the method EnvelopeResponseHandler.postASBERTLV() to change any incoming dialling number into +11 22 33 44.

The toolkit applet 2 is registered on the EVENT_MENU_SELECTION. It is suspended (the method send() has been called and no fetch has been performed yet)

An Envelope(Call Control) is sent to the SIM
A Fetch command is sent to the SIM. 
The applet 1 is triggered and executed.

The applet 2’s execution shall continue.
The SIM answer 9Fxx to the Envelope(Call Control)

The new dialing number is retrieved with a GetResponse command. 

The SIM answers to the Get Response command with status words 91xx because the previous applet’s execution is still suspended.



2
A toolkit applet is registered on both the events EVENT_CALL_CONTROL_BY_SIM and EVENT_MENU_SELECTION. It calls the method EnvelopeResponseHandler.postASBERTLV() to change any incoming dialling number into +11 22 33 44.

This applet is triggered on the EVENT_MENU_SELECTION and is suspended on the send() method.

An Envelope(Call Control) is sent to the SIM
A Fetch command is sent to the SIM. 
The applet is triggered again on the EVENT_CALL_CONTROL_BY_SIM.

The applet’s execution shall continue.
The SIM answer 9Fxx to the Envelope(Call Control)

The new dialing number is retrieved with a GetResponse command. 

The SIM answers to the Get Response command with status words 91xx because the previous applet’s execution is still suspended.



1.1.2.1.5 Test Coverage

CR Number
Test Case Number

CRRN1
1,2

1.1.2.2 EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM 

1.1.2.2.1 Test Area Reference: FWK_ERP_EMCN
1.1.2.2.2 Conformance Requirements

Normal Execution

CRRN1: The SIM Toolkit Framework can’t reply busy when an Envelope(MO-Short Message Control) is sent to the SIM.

1.1.2.2.3 Test Area Files
-
Test Script: FWK_ERP_SMCO_1.scr

-
Test Applet: FWK_ERP_SMCO_1.java

-
Test Applet: FWK_ERP_SMCO_2.java

-
Load Script: FWK_ERP_SMCO_1.ldr

-
Cleanup Script: FWK_ERP_SMCO_1.clr

-
Parameter File: FWK_ERP_SMCO_1.par


1.1.2.2.4 Test Procedure

Id
Description
API Expectation
APDU Expectation

1
The toolkit applet 1 is registered on the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM. It calls the method EnvelopeResponseHandler.postASBERTLV() to change any incoming TP_Destination_Address into +11 22 33 44.

The toolkit applet 2 is registered on the EVENT_MENU_SELECTION. It is suspended (the method send() has been called and no fetch has been performed yet)

An Envelope(MO-Short Message Control) is sent to the SIM
A Fetch command is sent to the SIM. 
The applet 1 is triggered and executed.

The applet’s execution shall continue.
The SIM answers 9Fxx to the Envelope(MO-Short Message Control)
The new TP_Destination_Address is retrieved with a GetResponse command. 

The SIM answers to the Get Response command with status words 91xx because the previous applet’s execution is still suspended.



2
A toolkit applet is registered on both the events EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and EVENT_MENU_SELECTION. It calls the method EnvelopeResponseHandler.postASBERTLV() to change any incoming TP_Destination_Address into +11 22 33 44.

This applet is triggered on the EVENT_MENU_SELECTION and is suspended on the send() method.

An Envelope(MO-Short Message Control) is sent to the SIM
A Fetch command is sent to the SIM. 
The applet is triggered again on the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM.

The applet’s execution shall continue.
The SIM answers 9Fxx to the Envelope(MO-Short Message Control)
The new TP_Destination_Address is retrieved with a GetResponse command. 

The SIM answers to the Get Response command with status words 91xx because the previous applet’s execution is still suspended.



1.1.2.2.5 Test Coverage

CR Number
Test Case Number

CRRN1
1,2




1.1.2.3 EVENT_UNRECOGNIZED_ENVELOPE 

1.1.2.3.1 Test Area Reference: FWK_ERS_UNRE

1.1.2.3.2 Conformance Requirements

Normal Execution

CRRN1: The EnvelopeResponseHandler is available for the EVENT_UNRECOGNIZED_ENVELOPE.

1.1.2.3.3 Test Area Files
-
Test Script: FWK_ERP_UNRE_1.scr

-
Test Applet: FWK_ERP_UNRE_1.java

-
Load Script: FWK_ERP_UNRE_1.ldr

-
Cleanup Script: FWK_ERP_UNRE_1.clr

-
Parameter File: FWK_ERP_UNRE_1.par

1.1.2.3.4 Test Procedure

Id
Description
API Expectation
APDU Expectation

1
An applet triggered on the EVENT_UNRECOGNIZED_ENVELOPE calls the EnvelopeResponseHandler.post() method
The post() method returns no exception
The SIM answers to the Envelope with status words 9Fxx. The data retrieved with the GetResponse command are the ones posted by the applet.







1.1.2.3.5 Test Coverage

CR Number
Test Case Number

CRRN1
1
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