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1. Opening of the Meeting / IPR Reminder

Sonia Compans was appointed chairman and secretary of the session.

The chairman drew the attention of the delegates to the fact that 3GPP Individual Members have the obligation under the IPR policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of. They were asked to take note that they had been invited to: 

-
investigate in their company whether their company does own IPRs which are, or are likely to become Essential in respect of the work of the Technical Specification Group.

-
notify the Chairman, or the Director-General of their respective Organizational Partners, at the earliest opportunity, of all potential IPRs that their company may own, by means of the IPR Statement and the Licensing declaration forms.

2. Roll Call of Delegates

The T3 #18 meeting was attended by 5 delegates. See the list of delegates at the end.

3. Input Documents / Agenda 

T3z010683 contains the draft agenda. The agenda was agreed by the delegates.

Tdoc
Title
Source
Status

T3-010441
Work item description: USIM Transport Protocol
T3
Discussed

T3z010680
TCP as the USIM Transport Protocol
Mobile-Mind
Discussed

T3z010681
TCP over 2.5G and 3G Wireless Networks 

draft-ietf-pilc-2.5g3g-01
Mobile-Mind
Partly discussed

T3z010682
Proposal for a USIM Transport Protocol
Gemplus
Partly discussed

T3z010683
Agenda
Secretary
Noted

4. Introduction of the work item

T3-010441 is the description of the work item.

So far, when using the SMS, the acknowledgement and retransmission of packets were possible, as well as concatenation of SMS. Now when using the BIP, the USIM application may stand on top of unreliable layers (such as UDP) which are not offering all these functionalities. It is then necessary to define a (U)SIM Transport Protocol to achieve reliability of the link. This layer should be simple and should offer reliable or unreliable services as desired by the upper application. This layer should support a security layer such as 03.48.

The work item has been narrowed to the USIM application and the USAT applications linked to the operators.

The time scale is the following: first draft in September 2001 and approval in December 2001. It is quite aggressive but it is compliant with the operators and market needs.

5. Status on Bearer Independent Protocol
The BIP has been introduced in Release 99 of the USAT.

Two important points should be considered regarding the Bearer Independent Protocol.

· First, It should be noted that the architecture scheme for the BIP is different from the SMS one.

An SMS is received using an ENVELOPE and goes through the card system. If the SMS is secured (03.48), the card system analyses the security. Once  validated, the SMS is sent to the correct application (using the TAR).

On the other hand, the BIP is a set of pro-active commands and events which are part of the (U)SAT. As a consequence it is the application that open/close channels and send/receive data. For instance, when receiving data, it is done with the RECEIVE DATA proactive command. In this case, the application receives directly the data. It is transparent for the system. For instance, if the data is secured, it is up to the application to analyse the security. The system could then propose services for checking the security.

We could then end up in a security issue. Indeed, in TS 03.48, it is stated that the security should be handled by the system. However, today the system does not constitute a real firewall protecting applications. The system simply analyses the security structure. It is then up to the application to verify that the level of security applied is the correct one. An SMS could then be sent to an application without security. The system would then indicate that security is fine and send the SMS to the application. Applications are not protected against the arrival of SMSs. Delegates are asked to analyse the possible consequences of such facts.

· Second, when doing an OPEN CHANNEL, only a CSD link or a PDP context is opened and the final remote server is not reached. The IP address and the port number given in the OPEN CHANNEL command are kept by the handset until a SEND DATA is performed and an explicit IP packet is sent to the remote server. As a consequence, when performing only the OPEN CHANNEL command, the remote server is not aware of any connection.

6. Definition of the needs for this protocol

T3z010682
Proposal for a USIM Transport Protocol
Gemplus


Chapter 3.3 of T3z010682 was taken as an input paper for defining the needs. A list of general requirements follows:

· With 03.40, SMS offers acknowledgment, retransmission, concatenation. With BIP, we do not have this functions anymore. There is a need to define the same services.

· This layer is completely transparent for the ME.

· Identification of the upper layer where data should be sent.

· Transparent for the data to be sent.

· Future proof: should be adaptable to new lower layers, to new constraints.

· Offer reliable or unreliable data transfer; should compensate the possible shortcomings of lower layer. If UDP used, add acknowledgement, retransmission…. If TCP is used below, there is no need for additional reliable functionality; in this case, the transport should be as light as possible. As there is a need for a server to know whether UDP or TCP is used, a message should be sent by the card to the server with such kind of information.

· The layer should be simple and adaptable to different constraints

· This layer should be compatible with the card capacities.

· Ease of the management of the card buffer: need for segmentation and re-assembly of a data block

· The knowledge of the memory size available on the card should be negotiated at the application level. For the transport layer, it is only data.

· Need for sequencing of data: if segmented data arrived in disorder, the receiver should know the total size of data and how to re-order data.

· Variable data length in contrary to SMS

· Should the layer be mandatory? If different layers are allowed, how do we differentiate them? Delegates did not agreed on this issue. This is an open point to be re-discussed during next ad-hoc. We have to take into consideration not only the case where we use CSD/GPRS and an OTA server but also the case with the local bearers such as Bluetooth. Can we impose that any application connecting to the card should implement this transport layer. This is an issue to consider carefully. Each delegates should think about this matter.

· This layer should involve only transport needs and not security needs. Security needs are handled by another layer such as 03.48. Those 2 types of layers, transport and security, should not overlap.

· The layer should adapt to the lower layers: if UDP is used, the layer should be complete using the acknowledgement, retransmission… if TCP is used, the layer should be as simple as possible.

7. Definition of the required functionalities

Definitions: 

Data block: 1 block of data received from an upper layer

Message: 1 data block is segmented in several messages.

Chapter 3.4 of T3z010682 was considered as an input paper. The functions required are the following:

· acknowledgement: use is optional; are necessary:

· field to request or not acknowledgement

· data block number and/or message number

· status word indicating successful or failed reception.

· retransmission of messages: use is optional/ on demand;

Do we need an indication of request for retransmission? Between the 2 end entities or between the upper application and the transport layer?

Issue: do we know if the network is down: if the radio path is down, does the IP network know it? And vice-versa, when the IP network is down, does the 3G network know it? Does the interface equipment between the IP network and the radio network indicate to the second network whether the first one is down? Operators advice is requested on this topic.

· segmentation and re-assembly of (U)SIM Transport data block: the process should be possible for the card, not requiring too much CPU management. When segmentation is involved, are necessary:
· the data block total length

· the number of messages  

· a message number 

· optionally a data block number.
· data integrity/ error detection. Discussion about using a checksum for data integrity: TCP has already one as well as UDP. Delegates are required to consider this function.

· Origin identity: Do we need a field identifying the origin? An authentication occurs at the 3G network level. But an OTA server is part of the internet and has not necessarily the knowledge of the authentication and thus of the identity of the card. Should we set an additional identification between the card and the server? If yes, how can we identify the card (a mobile may have a dynamic IP address)?

· Message payload length: mandatory

· Upper protocol identifier: M/O depends on the choice of message types; if not all messages go to the upper layer, the protocol id is optional.

· Message identifier 
· Transport protocol version
· Indication of data waiting to be sent to avoid the close of the connection 
In addition, the following functions or parameters should be included in such layer:

· Management of buffer reception

Types of messages:

· Initialisation of connection between the card and the server (connection oriented mode): the card should inform the server of the Rx buffer size of the ME and possibly of other parameters.

Other matter: should we define the access to the transport layer, a kind of API to access the services offered by the transport layer?

8. Choice of a protocol

Different protocols can be considered:

· Already existing protocol: TCP, WTP

· Adapted existing protocol: TCP, WTP, 03.40.

· New protocol

8.1. Re-use of existing protocols 

The table below is a first analysis regarding different existing protocols.

Protocol
Advantages 
Drawbacks
First conclusions

03.40
Existing and used

Concatenation

Retransmission
Treatments that were previously done by the ME shall be done by the card (acknowledgement, retransmission)

Message length fixed and small

Some information is dedicated to the SMSC and not relevant to the card.

Not a connection oriented mode
Not adapted to our needs

03.48
Existing 
Security layer and not transport layer
Not a transport protocol

TCP
Widely used internet protocol

Connected mode (connection initialization and closure)

Id of sender and receiver

Several clients connected to one server

A server shall pre-accept connections to it

Reliable connection

Cumulative Acknowledgement (M TBC) and retransmission (M TBC)

Segmentation using windows and re-assembly

Checksum

Temporization variable in function of round-trip time

Port management
Complex layer: can it be implemented in the smart card as such?

Not flexible: cannot add new options (To Be Confirmed)

What if TCP is in the ME? Redundancy

No protocol id but port number


To be further studied

WTP
Offers reliability if desired

Retransmission

Message oriented

Segmentation?
For "thin" equipment such as mobile handsets

No connection oriented

W@P protocol!
To be further studied

TCP as a solution

Document T3z010680 present TCP as a solution for this transport layer.

This document makes the assumption that TCP/IP can be implemented today in a smart card. Card manufacturers were not so sure about this assumption. As a consequence, smart card manufacturers should evaluate the feasibility to implement such layer in SIM and USIM cards.

In addition, 2 different hypotheses can be taken: 

· For a short to mid-term period, the BIP feature will use the transport protocol of the handset because the handset has such layer (UDP or TCP) and it is available to the smart card. In addition, handset manufacturers are not yet ready to give to the card the access to the bearer level (SNDCP for GPRS) or the IP level because the implementation would be too complex.

· For a long-term period, TCP/IP may be implemented into smart cards and handset may offer the access to the bearer level.
Regarding the first hypothesis, the use of TCP needs to be evaluated:

· Is it possible to implement it in existing cards?

· What happens if the transport layer of the handset is TCP?

· Does TCP fulfill all the card needs?

Regarding the second hypothesis, is there a real need to implement TCP/IP in a smart card? What would be the use? This issue is considered in ETSI SCP body.

8.2. New protocol

Document T3z010682 proposes a new protocol. There was no time to discuss about it.

9. Action plan

Delegates should consider the following points:

· Analyze the difference of architecture between the BIP and SMSs.

· Should the Transport Protocol defined in this work item be mandatory?

· Definition of functionalities:

· How can retransmission be achieved?

· Is data integrity checking needed?

· How to identify the origin?

· Do we need a transport protocol version and an indication of data waiting to be sent?

· Should a kind of API be defined to access the USIM Transport Protocol?

· Study the possibility to implement TCP in the (U)SIM card.

· What are the hardware requirements to be able to implement TCP in (U)SIM cards?

· If some features cannot be implemented, what should be simplified?

· Are TCP features in concordance with the card needs?

· Study the possibility to reuse WTP.

10. Meeting Plan

New meeting planned 11-12 of July hosted by Schlumberger and first week of august.

11. Closing of the meeting

Wednesday 13 June 15:00
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