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Foreword

This Technical Specification (TS) has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1. 
Scope

The present document defines the stage 2 description for the USAT interpreter System. As the second stage of a three-level structure, it is derived from the stage 1 service description.

The present document defines the overall architecture for the USAT interpreter system:

· Role models

· Reference models

· Functional flows

The stage 3 documents shall conform to this document.

2. 
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

[1]
SCP TS 102221: UICC-Terminal Interface; Physical and Logical Characteristics

[2]
3G TS 31.102: Characteristics of the USIM Application

[3]
SCP TS 102220: Numbering system for telecommunication IC card applications

[4]
3G TS 31.111: USIM Application Toolkit (USAT)

[5]
GSM 03.38: Digital cellular telecommunications system (Phase 2+); Alphabets and language-specific information

[6]
GSM 11.11: Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module – Mobile Equipment (SIM – ME) interface

[7]
GSM 11.14: Digital cellular telecommunications system (Phase 2+); Specification of the SIM Application Toolkit for the Subscriber Identity Module – Mobile Equipment (SIM – ME) interface

[8]
GSM 03.48: Digital cellular telecommunications system (Phase 2+); Security Mechanisms for the SIM Application Toolkit; Stage 2

[9]
ISO/IEC 7816-4: Identification Cards - Integrated Circuit Cards(s) with contacts: Part 4: Inter-industry commands for interchange

[10]
ISO/IEC 8824: Information technology – Open Systems Interconnection – Specification of Abstract Syntax Notation One (ASN.1)

[11]
ISO/IEC 8825: Information technology – Open Systems Interconnection – Specification of Basic Encoding Rules for Abstract Syntax Notation One (ASN.1)

3. 
Definitions and abbreviations

3.1. Definitions

For the purposes of the present document, the following terms and definitions apply:
Content Provider Entity that defines services using USIM Interpreter functionality.

Content system
This entity is a collection of Content Providers that utilise the USAT Interpreter for services requiring the usage of USIM.
Gateway
A network program that translates from a source language to the USAT Interpreter byte codes. The gateway sits between the content provider’s server that contains pages written in the source language and a USIM containing the USAT Interpreter that will render these pages.

Navigation Unit A block of a service description that can be referenced (by its anchor) and hence independently activated. 
Page
The context of a USAT Interpreter rendering, the scope of USAT Interpreter variables and the unit of transmission between the gateway and a SIM containing the USAT Interpreter. Pages exist in source code form expressed in a mark-up language and in compiled form as USAT Interpreter byte codes.

Service
A collection of pages that define a unitary capability of the mobile equipment from the point of view of the user.  Examples include remote database access, electronic mail, and alerts.
Service access address




3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply

AID



Application Identifier


cHTML


Compact HyperText Markup Language

DCS



Data Coding Scheme

HDML


Handheld Device Markup Language

HTML


HyperText Markup Language

HTTP



HyperText Transfer Protocol

NU



Navigation Unit

PIX



Proprietary application Identifier extension

STK



SIM Application Toolkit

TLV



Tag Length Value

TTML



Tagged Text Markup Language

URL



Universal Resource Locator


USIM



Universal Subscriber Identity Module

WBML


Wireless Binary Mark-up Language

WML



Wireless Mark-up Language

XHTML


Extensible Hypertext Mark-up Language

XML



eXtensible Mark-up Language

4. 
Main concepts

4.1. USAT interpreter definition

The USAT interpreter System allows Application System to use a USAT interpreter for services requiring the usage of USAT and USIM specific functionality.

4.2. USAT interpreter Role models

4.3.1 User initiated transaction



Figure 1 User initiated transaction
In the User initiated transaction, the user activates a USAT Interpreter transaction by selecting a USAT Menu item. A message is sent to the application provider, which sends a reply back to the service provider. Sometimes the reply is sent back to the USAT Interpreter.
4.3.2 Application Provider initiated transaction


Figure 2 Application provider initiated transaction
In the application provider initiated transaction, a push-type of message is sent to the user. The message can either be a notification-type of activity, i.e. when a user reply is not needed, or it can require a user response back to the application provider.
5. USAT Interpreter System Architecture
5.1. General architecture



Mobile network
Http
Figure 3 General USAT Interpreter System architecture
The USAT Interpreter architecture is composed of 5 elements: USAT Interpreter, ME, Access Node, Gateway and Content System. The ME and Access Node provide transparent transport for the USAT Interpreter byte code.
5.2. USAT Interpreter System protocol layers

Layer type
USAT Interpreter
Gateway
Content System

Application layer
Presentation layer
Session layer
Transport layer
Figure 4: USAT Interpreter Layer presentation

5.2.1. Transport layer
5.2.1.1. USAT Interpreter – Gateway interface

Transport mechanisms for USAT Interpreter – Gateway interface is specified in GSM 03.48 [5].
5.2.1.2. Gateway – Content System interface

Http is used to transport the data in this interface.
5.2.2. Session layer
5.2.2.1. USAT Interpreter – Gateway interface

This layer defines the operational elements for the USAT Interpreter – Gateway interface.
5.2.2.2. Gateway – Content System interface

Tbd.
5.2.3. Presentation layer

5.2.3.1. USAT Interpreter – Gateway interface

This layer includes the USAT Gateway to USAT Interpreter protocol specified in stage 3 specification. 
5.2.3.2. Gateway – Content System interface

This layer includes the Application to USAT Gateway protocol.

5.2.4. Application layer

5.3. General USAT Interpreter System Security Model



End-to-end security


Transport layer
GSM 03.48
SSL
Figure 5 USAT Interpreter Security model
The transport layer security for USAT Interpreter System is handled by the existing mechanisms. The security functionality of GSM 03.48 specification [5] is used in USAT Interpreter – Gateway interface and https in the Gateway – Content System interface.
6. 
Addressing parameters
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Service Access address
 
MSISDN
Figure 6 USAT Interpreter Addressing elements

7. Function and information flows
7.1. Functionality offered to applications systems
Functionality to the application system can be offered by different programming techniques. The usage of a USAT Gateway offering an HTTP(S) interface and a mark up language is foreseen as the most common model, it is thus used as a reference in the transaction flow diagrams below.
The functionality offered to the application system is summarised in the subsections below.
7.1.1. User input/output functionality
Common functionality to drive the user dialog, e.g., display of text strings, get user input and selection of items. A simple navigational functionality is also offered to navigate between different user interactions.
7.1.2. Security functionality
The USAT Interpreter enables application system to make use of the unique and flexible security schemes that can be implemented with a Smart Card.
Symmetric, i.e. 3DES.
Asymmetric, i.e., PKI.
7.1.3. Mobile (USIM) value added services

Functionality enabled by USIM proactive commands other than the common user dialog functionality. The USAT Interpreter opens up the functionality that can be offered by USAT proactive commands to the application system. The USAT Interpreter implementation does although allows the Mobile Service Provider to restrict the access to the functionality to inhibit unauthorised usage of the USIM.  
7.2. User triggered transaction flow

USAT Interpreter
Gateway
Content System


1. User trig.

2. Submit (byte code)

3. Http request (url, param, cookie)

4. Http reply (xML, cookie)

5. Protocol conversion

6. Reply (byte code)
7. Parsing of the byte code

8. Submit (byte code)

9. Http request (url, param, cookie)
Figure 8 User triggered transaction flow
6.1 Network triggered transaction flow

USAT Interpreter
Gateway
Content System



1. User trig.


2. Submit (byte code)


3. Http request (url, param, cookie)


4. Http reply (xML, cookie)


5. Protocol conversion


6. Reply (byte code)

7. Parsing of the byte code


8. Submit (byte code)

9. Http request (url, param, cookie)

Figure 9 Network triggered transaction flow

The behaviour of the network initiated transaction flow depends on the state of  the USAT interpreter at reception of the USAT interpreter byte code.

6.2 
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3	Decoding the USAT interpreter response







2	Parsing of the USAT interpreter bytecode







1	Encoding of the Content Provider Reply







ADM(Bytecode USAT interpreter)
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USIM in idle mode
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