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Agenda

· Review of Draft Meeting Minutes of SIM Toolkit Interpreter ad-hoc #21 T3z00339

· Stage 1 Document

· Stage 2 Document

· Progress on Stage 2 Document

· Actions

1 Review of Draft Meeting Minutes of SIM Toolkit Interpreter ad-hoc #21 T3z00339

Meeting Plan

The ad-hoc meeting in Newbury on 09-10 January 2001 is not confirmed yet. To be discussed with Tim Evans /Vodafone.

The discussion of the work item “Protocol Standardisation of USIM Toolkit Interpreter” in the plenary of the next T3 meeting #16 is scheduled for Tuesday,16th January 2001.

The draft meeting minutes T3z00339 were approved after a review by the ad-hoc group.

2 Stage 1 Document

Refer to T3z00TBD.doc

Open Issues

· Permanent variables

· Support for caching

3 Stage 2 Document

Refer to T3z00352.doc

Variable Handling (1st day)

Input Paper T3z00351 “Secure Sharing of Temporary Variable Values”

The basic idea to invent an authentication mechanism to share temporary variable values was considered to be worth for further study. However, instead to perform a full mutual symmetric authentication with the encryption of a random number at the application system, the generation of a one time password seems to be sufficient to fulfil the requirement of secure variable value sharing.

Rules for handling temporary variable values

· Variables shall be always deleted by default.

· If values shall be shared, the values must explicitly be exported together with an one time password used for authentication

· An incoming page which wants to access variable values must verify the one time password (random number) before access to the variable buffer will be allowed.

· Lifetime: for further study

Open question

What shall happen, if next incoming page does not verify one time password?

a) keep locked temporary variables until browser is switched off and on again

b) introduce command to clear values in the locked temporary variable buffer

Variable Pools

Read
Type
Write

All
Environment

Network operator´s area

End user´s area
Personalisation

ADM

End User

All
Permanent

“Scratch” area with cyclic buffer, e.g. storage area for last used variables etc.
Service

Authenticated Pages
Temporary
All Pages

All variables may have different properties, e.g. ‘constant’ etc.

Number of Variables

64 for each storage type are considered to be enough.

Possible Properties of Variables

1 Binary

1 Text (SMS default)

1 Text (UCS2)

? Telephone Numbers

2 Constant -> info shall be encoded in tag value (related to storage place)

2 Temporary -> info shall be encoded in tag value (related to storage place)

2 Permanent -> info shall be encoded in tag value (related to storage place)

2 Environment -> info shall be encoded in tag value (related to storage place)

3 Access Rights (Write, Read for User, all, never, ADM) for environment variables

1 Alpha Identifiers

1 Numbers

Variable Substitution

Byte stuffing and variable substitution may appear in text or in fields explicitly labelled containing a variable identification.

Variable references must not be nested

Variable Buffer Size

FFS

Variable Handling (2nd day)
Minimum buffer sizes for the different specified variable usage areas shall be defined.

Temporary Variable Area

Variable context for back navigation

Variable context for the case that pages are cached

Mechanism to share temporary variable values shall be enhanced that One Time Password (OTP) may be ciphered by application system.

Decisions to be taken

1) Escape sequences in running text

2) Escape sequences for URL parameters

Proposals shall be provided by Gemplus and Giesecke & Devrient to find a generic, efficient mechanism to solve the current problems on variable substitutions.

Byte Code Attributes

Input Paper T3z00287 “ TL[A]V / TLV structure for USAT browser byte code”

Options

1) 1 TLV with V = AV’
Advantage: Bandwidth efficient, can be nested:
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A
V etc.
Disadvantage: T is used for indication of A which is not ISO compliant. However, ISO restricts the structures to only 32 available 1 byte tag values. Thus, it is very likely that a possibly not ISO compliant mechanism has to be introduced to save bandwidth.

2) 2 BER TLV with V = T’L’V’ | TLV and A := T’L’V’
Advantage: No compatibility problems, extensible
Disadvantage: Not bandwidth efficient

Conclusion

The most bandwidth efficient way shall be taken to encode attribute values for the byte code. The preference of the ad-hoc group is therefore to take the TLV’ structure with V’ = AV

Byte Code TLVs

Page Identification

The content of this TLV is a sequence of bytes (0x23 forbidden value, because this value is used as separator between page identifications and navigation unit identifications) generated by the USAT Gateway to uniquely identify the page. Whenever the USAT Interpreter has to access a page internally, this value identifies the page. This reference can later be used by the USAT Interpreter to reference the page.

String Pool

The content of this TLV is a list of strings used within the page. Within the page the strings are referenced by using their sequence number within the list of strings.

Anchor

Sequence of bytes. It will be transparent for the USAT Interpreter byte codes whether identification values of navigation units set by an application developer in a mark-up language will be encoded to short names or not.

Anchor Reference
Used to refer to a navigation unit in the current page or in another page.

Navigation Unit

Additional explanation for ChainNextNU:

Proposal to introduce default page by Giesecke & Devrient.

4 Progress on Stage 2 Document

Gemplus and Schlumberger proposes that the ad-hoc group shall answer the long term need. They think, it seems feasible to achieve an agreement on the core functionality of an USAT Interpreter, if a later delivery time for approval by T3 will be considered. There will be no agreement on a core Stage 2 document to be presented for approval to T3 in March 2001 by Schlumberger and Gemplus. According to their opinion, the current Stage 2 document may be presented to T3 in March for information only.

Giesecke & Devrient and Smarttrust believes that it is possible to provide a consistent core Stage 2 document for presentation at the next T3 meeting #17 in January 2001. This document will not cover all functionality specified in the Stage 1 document, but will be extensible and should be extended in the future. This document will, however, cover the functionality which will be needed by an USAT Interpreter anyway.

5 Actions

· ISO Coding for tag values for further study (T3)

· Coding of environment variables tbd

· Environment variable list shall be completed for specified partitions

· Secure sharing of temporary variable values for backward navigation and caching tbd

· Introduction of OTP ciphering mechanism for sharing temporary variable values between two pages

· Check and provide input paper on variable substitution mechanism (byte stuffing mechanism) (G+)

· Menu handling tbd

· Handling of internal texts (e.g. error texts) tbd

· Input paper on system architecture (G+)

· Proposal of consistent Stage 2 document which will cover the USAT Interpreter core functionality (GD).

6 Meeting Plan

Meeting
Date
Host
Location

ad-hoc meeting (to be confirmed)
09 – 10 January
Vodafone
Newbury

ad-hoc meeting during next T3 #17 meeting from 15 – 19 January
16 January (afternoon),

exact time to be confirmed
Orga
Berlin
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