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Objective

· Evolution of SIMalliance mechanism for variable handling

· Built in security of the USAT Interpreter

· Secure variable value sharing

Proposal

By default all variables shall be cleared after a page has been processed. Optional, variable values may be kept in the variable buffer and in addition access to this buffer may only be allowed for a well defined page.

Page 'Alice' shall be able to lock its variable buffer. Page 'Bob' must authenticate against Page 'Alice' with a challenge response pair to unlock the variable buffer.

Byte codes for secure export of variable values

· Keep all flag

· Keep alive list

· Random destination page identifier

· Key index and algorithm identifier to lock variable access

Byte codes for secure import of variable values

· Page authentication code

· Key index and algorithm identifier to unlock variable access
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Creation of Page 'Alice'
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2.
Page Rendering

Save authentication data
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3.
Buffer Lock


Lock variable buffer after rendering 
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4.
Get URL


Request 
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5.
Creation of Page 'Bob'

Calculate the Page Unlock Code 
[image: image10.wmf]PUC

 for 
[image: image11.wmf]Bob

Page

 as follows:


[image: image12.wmf])

(

)

(

d

Enc

rnd

Enc

PUC

id

id

K

Alice

Bob

K

=

=

®





6
Verification

Calculate


[image: image13.wmf]))

(

(

d

Enc

Dec

d

id

id

K

K

=

¢



If 
[image: image14.wmf]d

d

=

¢

 , unlock the variable buffer because 
[image: image15.wmf]Bob

Page

 was authenticated against 
[image: image16.wmf]Alice

Page

.

Benefits

· Built in security, because by default all variable values will be deleted.

· No memory overflow, if a large number of independent pages were rendered successively.

· Possibility of secure variable access, if variable values shall intentionally be kept.

· Reduction of SMS traffic, if sensitive information of one page shall be reused in another page. Because of the secure variable access mechanism, there is no need to send values back to Application System and clear the variable buffer (compare to input document Tdoc T3z00285 "Sharing variables between decks of USAT browser")

· WML service mediation possible, if all variable values will be kept and no access restrictions will be defined.
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