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Introduction
Scope
The present document describes the Test Specification for the SIM API JavaCard defined in GSM 03.19 [1].

References XE "References" 
[x]
GSM 03.19: "Digital cellular telecommunications system (Phase 2+); Subscriber Identity Module Application Programming Interface (SIM API); SIM API for Java Card™; Stage 2".

[x]
GSM 03.48: "Digital cellular telecommunications system (Phase 2+); Security Mechanisms for the SIM application toolkit; Stage 2"

[x]
ISO/IEC 7816-3 (1997) " Identification cards ‑ Integrated circuit(s) cards with contacts, Part 3: Electronic signals and transmission protocols"

[x]
GSM 02.19 "Digital cellular telecommunications system (Phase 2+, Release 98); Subscriber Identity Module Application Programming Interface (SIM API); Service description; Stage 1"

[x]
SUN Java Card Specification "Java Card 2.1 API Specification "

[x]
SUN Java Card Specification "Java Card 2.1 Runtime Environment Specification"

[x]
SUN Java Card Specification "Java Card 2.1 VM Architecture Specification"

Definitions and abbreviations XE "Definitions and abbreviations" 
Definitions XE "Definitions" 
Abbreviations XE "Abbreviations" 
For the purpose of the present document, the following abbreviations apply, in addition to those listed in GSM 01.04 [2]:

AC
Application Code

AID
Application Identifier

APDU
Application Protocol Data Unit

API
Application Programming Interface

CAD
Card Acceptance Device

FFS
For Further Study

IFD
Interface Device

JCRE
Java Card™ Run Time Environment

JVM
Java Virtual Machine

ME
Mobile Equipment

MS
Mobile Station

SIM
Subscriber Identity Module

SE
Sending Entity

SMS-CB
Short Message Service – Cell Broadcast

SMS-PP

Short Message Service – Point to Point

Test Environment XE "Test Environment" 
This clause specifies requirements that shall be met and the testing rules that shall be followed during the test procedure.

Test prerequisites XE "Test prerequisites" 
The card to be tested shall be compliant to the following specifications:

· Java Card 2.1 Runtime Environment

· JavaCard 2.1 API specifications

· ETSI GSM 11.11

· ETSI GSM 03.48

The card shall pass successfully the following test specifications:

· Card Java Compliance Kit Test Suite

· GSM 11.17

Test environment description XE "Test environment description" 
The general architecture for the test environment is:


Applet installation parameters: Default values for applet installation parameters during test procedure.

Test Applet: Applet designed to test an specific functionality of the SIM API 03.19 specification.

Security parameters: Minimum security requirements defined for the applet installation process during test procedure.

Loading Script:

Test Script file: File containing the APDU that will 

Test Output file:

Test structure XE "Test structure" 
Test plan XE "Test plan" 
The test plan is divided according to the SIM API specification, that way the tests will follow the class hierarchy for the sim.toolkit and sim.access package; for the SIM Toolkit framework this test plan describes the different points that will be tested with the present test specification. 

Package sim.toolkit:

Interface ToolkitConstants

Interface ToolkitInterface

Class MEProfile

Class ViewHandler

Class EditHandler

Class ProactiveHandler

Class EnvelopeHandler

Class ProactiveResponseHandler

Class EnvelopeResponseHandler

Class ToolkitRegistry

Class ToolkitException

Package sim.access:

Interface SIMView

Class SIMSystem

Class SIMViewException

SIM Toolkit Framework:

System Handlers management

Applet Triggering :

· for each event test separately:
· Registration / deregistration, and dynamic registration
· triggering
· multiple applet triggering
· minimum handler availability / status / content (+ response handling)
· limitations
· busy state
· Exception hiding to the mobile.

· Events combination.

Proactive commands sending

Envelope response sending

Toolkit applets installation

Access control

File system state

Tests structure XE "Test structure"  description.

For each tests defined in the present specification the following structure shall be provided:

Test reference: Coded according to the following structure:

Test XX.YY.ZZ

XX:
-01 package sim.toolkit


-02 package sim.access


-03 framework test

YY:
class, interface or group test

ZZ:
specific test.

Initial state: 
Conformance requirements: Requirements that shall be met for the proper execution of the test.

Test Case:

Test procedure:

Expected response at API level and at APDU level:

Test Applet reference: Applet class name will be used in order to reference the applet.

Test Script reference: same as applet reference

Test applet parameters

All the test applets defined in this document shall use the following parameters as the default ones during the installation and loading process:

Test applet installation parameters XE "Test applet installation parameters" 
Those parameters are defined according to GSM 03.48 and will be applicable to the loading process of all the test applets defined in this specification unless otherwise stated:

· Memory requirement: this is specific for each applet, and is implementation dependant. So either we define default values, or clarify from where this information should be taken (converter, application provider) ?

· Access Domain: full access to the GSM file system

· Priority Level: Highest level

· Max Timers: 0

· Max Text Length for each menu Entry : 10 

· Max Number of menu entries : 1

· Position : 01

· item identifier : 01

· AID : this is defined in EG201 220

· RID: A000…09

· PIX:

· 1 to 2 :
ETSI Application code

00 02

· 3 to 4 :
Country Code


cc cc

· 5 to 7 :
Application provider code
aa aa 89

· 8 to 10 :
Toolkit Application Reference
tt tt tt

· 11 :

Application provider specific
ss

· the TAR is 000000 for the card manager

Test applet loading security parameters XE "Test applet loading security parameters" 
The following security parameters are defined according to GSM 03.48 Annex A.1 and will be applicable to the loading process of all the test applets defined in this specification unless otherwise stated:

· Authentication algorithm DES CBC

· Key Id : 01

· Key1 value : 0011223344556677 hexadecimal

· No replay counter

· No Proof of Receipt and execution

Annex A (informative): Examples

Annex A.1: Example Test Structure.

Test reference: 01.getLength.

Initial state:

The card is personalized

The applet getLengthApplet is instantiated and has 0x01 as item menu entry value

CHV1 value is ‘1111’

Reset the card.

Verify CHV1

Terminal Profile

Fetch Set Up Menu proactive command

Terminal Response

Conformance requirements: Requirements that shall be met for the proper execution of the test.

Test Case: getLength method in the Proactive Handler class.

Test procedure:

Envelope Menu Selection

Fetch the display text proactive command and verify the values

Terminal Response
Expected response at API level and at APDU level: Length of the appended TLV is tested, response is included in a Display Text Proactive command.
Test Applet reference: getLength

Test Script reference: getLength.scr
Annex A.2: Example Applet Test

//-----------------------------------------------------------------------------

// IMPORTS

//-----------------------------------------------------------------------------

import sim.toolkit.*;

import javacard.framework.*;

/**

 *

 * Test of the method getLength on the ProactiveHandler.

 * The applet is triggered on menu selection.

 * The result of each test are stored in an array and sent at the end of the tests.

 *

 * @version 0.0.1 - 31/05/00

 * @author SA

 *

 * @see ViewHandler

 */

public class getLengthApplet extends javacard.framework.Applet implements ToolkitInterface, ToolkitConstants{


public static final byte TEST_NUMBER          = (byte) 0x08;

    private ToolkitRegistry reg;

    private byte[] menuEntry =    {(byte)'g',(byte)'e',(byte)'t',(byte)'L',(byte)'e',(byte)'n',

                                  (byte)'g', (byte)'t', (byte)'h'};

    private byte[]  baGSMAID =    {(byte)0xA0,(byte)0x00,(byte)0x00,(byte)0x00,(byte)0x09,(byte)0x00,(byte)0x01};


public short testCase = 0;


public byte[] testResults = new byte[TEST_NUMBER];


public byte[] tmpArray = new byte[256];

    /**

     * Constructor of the applet

     */

    public getLengthApplet() {

        // register to the SIM Toolkit Framework

       reg = ToolkitRegistry.getEntry();

        // Define the applet Menu Entry and register to the EVENT_MENU_SELECTION

        reg.initMenuEntry(menuEntry, (short)0x0000, (short)menuEntry.length, 

                                   PRO_CMD_DISPLAY_TEXT, false, (byte) 0x00, (short) 0x0000);



// Initialize array of results with No



Util.arrayFillNonAtomic(testResults, (short)0, (short)(testResults.length), (byte)'N');

    }

    /**

     * Method called by the JCRE at the installation of the applet

     */

    public static void install(byte bArray[], short bOffset, byte bLength) {

        getLengthApplet MyApplet = new getLengthApplet ();

        MyApplet.register();

    }

    /**

     * Method called by the GSM Framework

     *

     * @param clientAID the AID of the calling application, should be GSM application

     * @param parameter not used for the moment

     */

    public Shareable getShareableInterfaceObject ( AID clientAID, byte parameter) {

        if ( clientAID.partialEquals(baGSMAID, (byte) 0x00, (byte) baGSMAID.length) == true )

                return ((Shareable) this);

        else

                return(null);

    }

     /**

      * Method called by the SIM Toolkit Framework

      */

     public void processToolkit(byte event) {

        // get the handler references

        EnvelopeHandler          envHdlr = EnvelopeHandler.getTheHandler();

        ProactiveHandler         proHdlr = ProactiveHandler.getTheHandler();

         switch(event) {

            case EVENT_MENU_SELECTION:





// Test Case 0 : ProactiveHandler length = 0






testCase  = (short) 0;






try {







if (proHdlr.getLength() == (short) 0)








testResults[testCase] = (byte) 'Y';






}






catch (Exception e) {}





// Test Case 1 : ProactiveHandler length just after init, length = 9






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







if (proHdlr.getLength() == (short) 9)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}





// Test Case 2 : ProactiveHandler length of 11






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







proHdlr.appendTLV(TAG_ALPHA_IDENTIFIER,












menuEntry,(short)0,(short)0);







if (proHdlr.getLength() == (short) 11)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}





// Test Case 3 : ProactiveHandler length of 0x7F






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







proHdlr.appendTLV(TAG_ALPHA_IDENTIFIER,












tmpArray,(short)0,(short)0x0074);







if (proHdlr.getLength() == (short) 0x007F)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}





// Test Case 4 : ProactiveHandler length of 0x80






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







proHdlr.appendTLV(TAG_ALPHA_IDENTIFIER,












tmpArray,(short)0,(short)0x0075);







if (proHdlr.getLength() == (short) 0x0080)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}





// Test Case 5 : ProactiveHandler length of 0x81






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







proHdlr.appendTLV(TAG_ALPHA_IDENTIFIER,












tmpArray,(short)0,(short)0x0076);







if (proHdlr.getLength() == (short) 0x0081)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}





// Test Case 6 : ProactiveHandler length of 0xFC






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







proHdlr.appendTLV(TAG_ALPHA_IDENTIFIER,












tmpArray,(short)0,(short)0x00F0);







if (proHdlr.getLength() == (short) 0x00FC)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}





// Test Case 7 : ProactiveHandler maximum length of 0xFD






testCase++;






try {







proHdlr.init(PRO_CMD_SELECT_ITEM,(byte)0x00,DEV_ID_ME);







proHdlr.appendTLV(TAG_ALPHA_IDENTIFIER,












tmpArray,(short)0,(short)0x00F1);







if (proHdlr.getLength() == (short) 0x00FD)








testResults[testCase] = (byte) 'Y';







// Clear ProactiveHandler







proHdlr.clear();






}






catch (Exception e) {}

                // Display the results






proHdlr.initDisplayText((byte)0x00,DCS_8_BIT_DATA, testResults, (short)0,++testCase);






proHdlr.send();                    

                break;

            }

    }

     /**

      * Method called by the JCRE, once selected

      */

     public void process(APDU apdu) {

     }

}

Annex A.3: Example Verification Script

Test initialisation

Reset the card.

Verify CHV1

A0 20 00 01 08 31 31 31 31 FF FF FF FF

Terminal Profile


A0 10 00 00 05 FF FF FF FF FF

Fetch Set Up Menu proactive command


A0 12 00 00 1C

[D0 1A 81 03 01 25 00 82 02 81 82 85 00 8F 0A 01 67 65 74 4C 65 6E 67 74 68 18 01 21]

Terminal Response


A0 14 00 00 0C 81 03 01 25 00 02 02 82 81 03 01 00

Test 

Envelope Menu Selection


A0 C2 00 00 09 D3 07 02 02 01 81 90 01 01

Fetch the display text proactive command and verify the values


A0 12 00 00 16

[D0 14 81 03 01 21 00 82 02 81 02 8D 09 04 59 59 59 59 59 59 59 59]

Terminal Response


A0 14 00 00 0C 81 03 01 21 00 02 02 82 81 03 01 00

Note

The [] are used for underlining expected data.
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