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1 Introduction

The meeting was hosted by Schlumberger the 9th and 10th of May in Montrouge (near Paris).

The full participant is in Annex A.

The input papers are listed in Annex B.

2 Report from JCF from Milan

The Task force is starting its work as requested by the JCF Business Committee with the main objective the collaboration with SMG9/T3 for the generation of the compliance test suite, the organisation proposed in J004 has been rediscussed see section 4.1.

3 The SIM API

3.1 Clarification / Corrections to GSM 03.19 v7.1.0

Since last SMG9 SIM API WP meeting several E-mail have been exchanged on the SIM API list identifying some points in the API specification requiring clarifications (coding of text according to DCS, Menu Id allocation, example applet…).

(These points need to be included in a CR to be presented at next SMG9/3GPPT3 meeting.

3.2 Update to release 99 of GSM 11.14

At last SMG9 SIM API WP a list of changes have been identifyed to upgrade the GSM 03.19 specification to the release 1999 of GSM 11.14.

(This list is not complete it shall be updated and included in a CR for next SMG9/3GPPT3 meeting.

3.3 Transfer of GSM 03.19 to 3GPP T3

The architecture of the UICC/USIM/USAT card has been described, as the GSM 03.19 specification might be transferred from ETSI to 3GPP the USAT applet might be written in Java. 

(It has been noted that the SIM API need to be reviewed according to the architecture (eg access to the files of each SIM, USIM1,USIMx) and the new features (Rel 99), this should be done with SMG9/3GPPT3.


It has been clarified that as there might be more than one USIM application in the future in could be interesting that those applications, as the SIM application can be written in Java. This requires the definition of a low level API.

( The possibility of this work, the scope, the schedule and the priority should be discussed with SMG9/3GPPT3

4 API Testing

4.1 Organisation

The organisation of work proposed in J004 was seen as inappropriate, as it is useless to define a reference implementation that is not owned and maintained by the specification owner. So the group decided to focus its work on the provision of a test specification and a test suite composed of several test applet and test scripts.

This doesn't forbid somebody to provide its reference implementation of GSM 03.19 that pass the test suite.

After having compared the test specification GSM 11.10, GSM 11.17 and the cJCK test suite, the group agreed to define a test specification and a test suite composed of several test applet and test scripts.

(It should be checked if this is acceptable to SMG9/3GPPT3.

4.2 Specification structure

The group agreed to the following test specification structure, with the priority:

1- Scope P0.1
2- Definition of the test environment P0.2
3- Pre requisite to the test of GSM 03.19 P0.1
4- Structure and organisation of the tests P0.3
5- Loader function and security P3
6- API functional test P1
7- Framework behavior P2
4.2.1 Scope

The group defined the scope of the Compliance Test Suite :


- compatibility to GSM 03.19 release 99:


· API (access package, toolkit package) (priority 1)

· Framework (minimum Handler availability, integration to JC2.1 architecture, Applet triggering, Update Record SMS, TAR, registration) (priority 2)


- compatibility to GSM 03.48 release 99:
(priority 3)

· security protocol 

· apdu sequence

· Applet/card management

( It should be checked if the security protocol is really part of the scope, as this is a generic problem that applies as well for remote update of the card.

4.2.2 Test environment

1- Description 




2- Default GSM File System (ACL, content) to be used for the tests 
((TBDpart of sim.access package)

3- Default Loading parameters:

security parameters:

the lowest level possible for the API and Framework tests should be used this can be :

· no security at all (( check if feasable)

· or according to GSM 03.48 Annex A.1 Cryptgraphic Checksum (MAC):

· Algo DES CBC

· Key Id : 01

· Key1 value : 0011223344556677 hexadecimal

· no replay counter

· no Proof of Receipt and execution

installation parameters:

· Memory requirement: this is specific for each applet, and is implementation dependant. So either we define default values, or clarify from where this information should be taken (converter, application provider) ?
( this should be raised at next JCF

· Access Domain: full access to the GSM file system
· Priority Level: Highest level
· Max Timers: 0
· Max Text Length for each menu Entry : 10 

· Max Number of menu entries : 1
· Position : 01
· item identifier : 01
· AID : this is defined in EG201 220
· RID: A000…09

· PIX:

· 1 to 2 :
ETSI Application code

00 02

· 3 to 4 :
Country Code


cc cc

· 5 to 7 :
Application provider code
aa aa 89

· 8 to 10 :
Toolkit Application Reference
tt tt tt

· 11 :

Application provider specific
ss

the TAR is 000000 for the card manager

it should be clarified if the Package AID and the applet AID can be the same ?


( request for clarification from JCF


( define the TAR used for the applets

4- Applet structure (triggering via Menu, response via display text, specific file, specific proactive command)

· Applet triggered by Event_Menu_Selection item id 01

· Successful response 

applet example:

processToolkit(…)

{


// normal execution tests


try {



// test case 0



index = 0


…


// test case 1


index 1


…

}

catch{


returnError(index, type of error)

}

// context error test

…

// stress tests

…

}

The applet shall return some information:

· AID : linked to the test sheet id

· Type of result: OK, Error (normal execution, context ,…)

· index/step

This item should be clarified for next meeting. (( NCH)

5- Test script / Loading Script / Output test result coding 

Check if we can reuse the definition of the tool provided by SUN in the cJCK ((SHA)

4.2.3 Pre Requisite

The card tested is compliant to :

· Java Card 2.1 CM, RE and API, it has passed the cJCK test suite,

· GSM 11.11, it has passed the GSM 11.17 tests

4.2.4 Structure and organisation of the tests

This section will describe:

-
test sheet and test suite structure

· Naming rule / Applet / Loading Script/testing script / 

· AID coding

4.2.5 Loader 

This part of the test specification is composed of 

· Security protocol P3.3, ( check if this is in the scope of this test specification

· Package loading P3.1
· access domain, applet priority level

· multiple applet per package

· Applet life cycle management (installation, locking, unlocking) P3.1
· Applet parameter retrieval P3.1
· Applet removal P3.2
· Package removal P3.2
· Card life cycle P3.2
4.2.6 API 

This part of the test specification is composed of :

· Access package can be based on GSM 11.17 P1.1

· Toolkit package have a look to GSM 11.10 P1.2

· object structure (eg visibility of classes) P1.3
check if this is tested by cJCK?(( SHA)

For each method a test sheet will be written that contains:

· Test reference:

· Initial state:


· Applet ref: xx,yy

· Test Script ref: xx,yy

· and a list of :

· Conformance requirements

· Test Case

· Test procedure

· Expected response at API level and at APDU level

Example for select (Fid)


List of test cases:

1- Fid exist

2- Fid doesn't exist

…

4.2.7 Framework 

This part will follow the GSM 03.19 specification structure:

· Applet triggering (§6.2) P2.1

· for each event test separately: P2.1.1
-
Registration / deregistration, and dynamic registration

· triggering

· multiple applet triggering

· minimum handler availability / status / content (+ response handling)

· limitations

· busy state

· test the hiding of exception to ME P2.1.2 

· Combination of events P2.1.3

· File access (§ 5) P2.2


- §5.2 tested in the API tests of SIM access package


- §5.3 Access Control



linked with GSM 03.48 §A.1.4.2.3.1



( define a file system with different Access control



( and several applets with different access domain

· Applet/SAT applet selection, JC2.1 and GSM 03.19 architecture (§4.1, § 6.7) P2.3

4.3 Schedule

For next meeting every company has been assigned a group of class to focus its work, and will write for 3 methods (from easy to complex) of each class an applet and the associated test script. The result will be exchanged via E-mail.

The purpose is to identify some issues and to fix the test environment and structure at next meeting.

API classes per company :

1- ToolkitConstants

(Bull
ToolkitInterface
MEProfile
ToolkitException

2- ProactiveHandler

(Gemplus
ProactiveResponseHandler

3- EnvelopeHandler

(Sun
EnvelopeResponseHandler

4- EditHandler


(Oberthur
ViewHandler

5- ToolkitRegistry

(Schlumberger

6- SimAccess Package
(Orga

Other action pointshave been identified during the meeting:

· Testscript and output script format (SHA, CDI

· TestApplet general structure, output of test, testscript(NCH

· GSM File system, access control (this is included with the sim access package)

The schedule of the test specification is :

· September 2000 : 1st draft

· December 2000 : transfer to ETSI/3G

· February 2001: approval of the test specifcation

The Specification will be composed of 2 working packages:

· WP1: high priority API + framework

· WP2: normal priority : loader

5 Other issues

6 Next Meeting

Next meeting will be organized by Gemplus in the south of France the 22nd and 23rd of June.

7 Meeting Plan

Meeting
Date
Host
Location

JCF SIM API TF#2
23
Gemplus







----  Related meetings (for information)  ----

new SMG9 / 3GPP T3
22-26 May 2000
Telia, Across, Telenor
Götland

JCF
9-11 Jun 1999
Motorola
Chicago
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