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Enhancement of the ISO 7816-based protocols

1. Standard ISO 7816 protocols

The performance of ISO7816 protocol is given by the elementary time unit (etu) value derived from D and F parameters. Accepted parameters by the card are sent by the card with the ATR (Answer to reset).  F is the clock rate conversion factor, and D the baud rate adjustment factor. The formula which gives the etu value is:

1 etu = F/D * (1/f) where f is the clock frequency

Tables are given in the standard; these tables give on one hand, the value of F for each FI coding and the corresponding f max allowed, on the other hand the D value for each DI coding.

The corresponding bandwidth is given by the formula:

Gross Bandwidth (Kb/s) = 1/etu =(D/F )*f * 1024.

The bandwidth depends mainly on D value and not on F or f as the ratio F/f in the ISO tables is a constant value (except for F=0001). That is to say that the card clock may be high (max 20MHz) but the bandwidth is not increased accordingly.

1.1. T=0 protocol

The graphic below gives the bandwidth for the different D values in T=0 protocol, character per character mode.

In these graphics, an overhead is taken into account. This overhead is the physical layer overhead and is as follow:

1 start bit

1 parity bit

2 guard time bit inter characters.

For one character (8 bits), the protocol adds 4 bits, then the ratio to apply on the gross bandwidth is then 2/3 and defines the net bandwidth:

Net bandwidth = 2/3 * Gross bandwidth
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1.2. T=1 protocol

In case of downloading very big data the use of T=1 protocol is well adapted as it is a block based protocol.

The results below may be compared to bulk transfer in USB protocol which is the best transfer for downloading such data.

In case of reading the data (playback),  the results below may be compared to isochronous transfer in USB protocol.

In this case, only data blocks are useful, control blocks including transmit errors and flow control are computed as overhead for the comparison with USB results.

1.2.1. Net bandwidth

Physical layer:

For T=1 minimum guard time of 1 bit is possible so the coefficient to apply on the gross bandwidth is 8/11 instead of 2/3 for T=0

Net bandwidth = 8/11 * Gross bandwidth
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1.2.2. Real bandwidth

Block structure overhead:

NAD 1 byte

PCB 1 byte

LEN 1 byte

CRC 2 bytes

Block structure overhead 5 bytes

Inter block Guarding time:

BGT = 22 etu

There are two reversals (after transmitter I block and after acknowledge receiver I block), then the resulting overhead is 2*(22-11) = 22 etu

Block guarding time overhead 22 bits

Data structure overhead:

For each block sent, the receiver acknowledges the block to the transmitter in sending in return an I block.

The resulting overhead is then:

Data structure overhead 5 bytes

The total overhead is then 

Block overhead + Guarding time + Data overhead = 5 + 22/8 + 5 = 12,75 bytes for 254 bytes of real data.

Real bandwidth = Net bandwidth * 254/266,75
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1.3. Conclusions

Using the T=1 protocol, the best-oriented protocol for download and playback, the performances are:

Clock frequency
Gross bandwidth
Real bandwidth
Timing for 64Mo downloading 

5 MHz
430 Kbits/s
305 Kbits/s
28’ 40’’(1720s)

2. Enhanced ISO7816

The bandwidth of the present standard is limited by the electrical interface, the ratio F/D giving the number of clock cycles within the etu and the clock frequency itself.

2.1. Electrical interface

The bandwidth of ISO7816 is limited by the electrical characteristics of the IO pin. As a matter of fact, the IO port is specified to be an open drain pin. That is to say that the one level is induced by the pull-up resistor and load capacitor of the IO line. These two components limit the bandwidth of the IO:

For the rising and falling edges max of IO specified in the standard (1µs),  the maximum bandwidth is limited to:

Max bandwidth = 1/(2*1µs) = 500 KHz.

We have to redefine the electrical characteristics of the IO as a push-pull transistor with tri-state to emulate the open-drain characteristics. That is to say that contentions on the bus are avoid in using a feedback on IO level to manage the tri-state command of the buffer.

2.2. F/D ratio

The way to enhance the ISO7816 communication is to change the ratio F/D to the minimum. This ratio gives the number of clock cycles within an etu (elementary time unit).

The ISO7816 is an asynchronous protocol, and assumes that the data (I/O) signal is asynchronous to the clock signal. To recover the data, the start bit needs to be detected. For that processing, a double sampling of the data is made and the transition between one to zero is detected on the IO pin. Then we can add one period of clock to say that this edge of clock is located at the middle of the data. It seems that approximately 4 clock cycles in one etu could be used.
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With this hypotheses (F/D=4), using the max frequency defined in the standard (20MHz), the gross bandwidth could be :

Gross bandwidth = 1/etu= (D/F)*fmax = fmax/4= 5 Mbit/s. 

then the net bandwidth with T=1 protocol will be:

net bandwidth = gross bandwidth * 8/11 = 3,64 Mbits/s

and the real bandwidth will be:

Real bandwidth = Net bandwidth * 254/266,75 = 3,46 Mbits/s

For fmax = 20MHz the F factor in the standard is 1860. Keeping this same factor for F the D factor should be:

D = F/4 = 465. 

Using the RFU coding of DI, we may use this factor.

If we use an internal PLL in the card the min ratio F/D may be 1. For example the PLL multiplies the clock frequency per 4 and the sampling of data may be made using this new clock. The bandwidth above for this case is greater and multiplies per 4. Consumption in the card will increase.

Gross bandwidth = 1/etu= (D/F)*fmax = fmax= 20 Mbit/s. 

net bandwidth = gross bandwidth * 8/11 = 14,55 Mbits/s

Real bandwidth = Net bandwidth * 254/266,75 = 13,85 Mbits/s

2.3. Clock frequency

Another way to enhance the ISO7816 is to increase the clock frequency. Limitation of the frequency may be dictated  by eventually the EMC radiation and power consumption in the card, but it seems that a frequency of 80MHz is conceivable in consideration of design care. 

With this fmax frequency of 80MHz and with the F/D factor of 4 the gross bandwidth will be:

Gross bandwidth = 1/etu= (D/F) * fmax = 20Mbit/s 

then the net bandwidth with T=1 protocol will be:

net bandwidth = gross bandwidth * 8/11 = 14,55 Mbits/s

and the real bandwidth will be:

Real bandwidth = Net bandwidth * 254/266,75 = 13,85 Mbits/s

2.4. Conclusions

In conclusion to enhance the ISO7816 standard in term of bandwidth we may:

· Change the electrical characteristics to the IO pin from open-drain to push-pull 

· Change the F/D factor to the minimum (ex: 4) (new D factor : D=465)

· Increase the fmax to 80MHz for example (new F factor : 40Mhz, 80MHz)

Advantages of this solution are:

· New smart-card readers may keep compatibility with existing cards

· New cards may be used with existing readers (if the RFU factors are ignored in the reader)

Disadvantage:

· Increasing clock frequency will have impact on power consumption in the card, and then in mobile’s battery life.

With this changes in the standard the bandwidth would be:

Clock frequency
Gross bandwidth
Real bandwidth
Timing for 64Mo downloading 

20 MHz
5 Mbits/s
3,46 Mbits/s
2’ 28’’ (148 s)

40 MHz
10 Mbits/s
6,92 Mbits/s
1’ 14’’ (74s)

80 MHz
20 Mbits/s
13,85 Mbits/s
37s 

20 MHz with PLL
20 Mbits/s
13,85 Mbits/s
37s

40 MHz with PLL
40 Mbits/s
27,70 Mbits/s
18,5’’

80 MHz with PLL
80 Mbits/s
55,40 Mbits/s
9,25’’ 
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117.4480286738

234.8960573477



real perf ISO1

		12

		20



F=1xxx, D=1xxx

DI

net bandwidth

net bandwidth in T=0 protocol
 (includes CLA,INS,P1,P2,P3,SW1,SW2) for F=1xxx, D=1xxx

80

133.3333333333



T=1 net bandwidth

		1		8.0078201369

		2		16.0156402737

		4		32.0312805474

		8		64.0625610948

		16		128.1251221896

		32		256.2502443793



FI=0001

FI=0xxx, FI/=0001

DI

Net bandwidth

T=1 net bandwidth

10.0097751711

20.0195503421

40.0391006843

80.0782013685

160.156402737

320.3128054741



t=1 real bandwidth

		1		7.6250658473

		2		15.2501316945

		4		30.5002633891

		8		61.0005267782

		16		122.0010535564

		32		244.0021071128



FI=0001

FI=0xxx, FI/=0001

DI

Real bandwidth

T=1 real bandwidth

9.5313323091

19.0626646182

38.1253292364

76.2506584727

152.5013169455

305.002633891



Feuil1

				0000b		0001b		0010b		0011b		0100b		0101b		0110b		0111b		kb/s		max FI=0001b		T=0 net bandwidth		T=0 net bandwidth FI=0001		T=1 net bandwidth		T=1 net bandwidth FI=0001		T=1 real bandwidth		T=1 real bandwidth FI=0001

				372		372		558		744		1116		1488		1860

		1		93		74.4		93		93		93		93		93				11.011		13.763		7.341		9.176		8.008		10.010		7.625		9.531

		2		46.5		37.2		46.5		46.5		46.5		46.5		46.5				22.022		27.527		14.681		18.351		16.016		20.020		15.250		19.063

		4		23.25		18.6		23.25		23.25		23.25		23.25		23.25				44.043		55.054		29.362		36.703		32.031		40.039		30.500		38.125

		8		11.625		9.3		11.625		11.625		11.625		11.625		11.625				88.086		110.108		58.724		73.405		64.063		80.078		61.001		76.251

		16		5.8125		4.65		5.8125		5.8125		5.8125		5.8125		5.8125				176.172		220.215		117.448		146.810		128.125		160.156		122.001		152.501

		32		2.90625		2.325		2.90625		2.90625		2.90625		2.90625		2.90625				352.344		440.430		234.896		293.620		256.250		320.313		244.002		305.003

																				4000								2909.091				2770.043

				1001b		1010b		1011b		1100b		1101b

				512		768		1024		1536		2048

		12		8.5333333333		8.5333333333		8.5333333333		8.5333333333		8.5333333333								120		80.000

		20		5.12		5.12		5.12		5.12		5.12								200		133.333

		T=0 Net bandwidth = overhead excluded (1start, 1 parity, 2 guardtime min)

		T=1 Net bandwidth = overhead excluded (1start, 1 parity, 1 guardtime min)

		T=1 real bandwidth = net bandwidth - protocol overhead (Block overhead(5) + guarding time(11/8) + Data overhead(5))






