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Abstract

This document intends to present both side of security that can be implemented into a Bluetooth device. These two security layers are implemented at baseband layer and Applications layer.

For devices we distinguish two trust levels :

Trusted devices (paired)

Untrusted device 

For services it is also possible to distinguish three levels:

Services that require Authentication and Authorisation

Services that require Authentication only

Service with no requirements 

Security provided in Bluetooth

The Bluetooth baseband layer provides a way to manage security between two devices. A set of  4 algorithms and 5 keys implemented at baseband level will allow, authentication, Key generation and encryption.


How Baseband security works?

Key types:

Five key types are defined (four link key and one Encryption key): 

· Combination key KAB
Combination key is generated from both A and B informations.

Combination key is used in the same way that the unit key, but when application need a higher level of security.

Generation of a combination key

Device A 

LK_KA = E21(LK_RAND A, BD_ADDR A)

C A = LK_RAND A ( K

LK_RANDB = CB ( K

LK_KB= E21(LK_RANDB, BD_ADDRB)

K AB = LK_K A ( LK_KB

Device B 

LK_KB = E21(LK_RANDB, BD_ADDRB)

CB = LK_RANDB ( K

CB
C A
LK_RAND A = C A ( K

LK_K A = E21(LK_RAND, A BD_ADDR A )

KBA  = LK_KB ( LK_K A 



· Unit Key KA
This key is generated once (at installation of the device) and rarely changed. 

Unit Key is used when the security required by the application.

· Temporary Key Kmaster
Kmaster key is used temporarily when a device needs to address more than one device with same data. This allows creating a same Kc for more than one device. 

· Initialisation key Kinit
Only used during the initialisation process when two device don't have any Unit key or combination key this Initialisation key is used as link key. Its generation is based on random number, a L bytes pin code and BD_ADDR.

Remark on pin code: The pin code can be arbitrarily choose by the user when a MMI is provided by both devices or be stored internally. The same pin code must be used in both devices to link.

Kinit generation protocol and algorithm

Secrets known by both parties: BD_ADDR_A (Bluetooth device Address)










PIN (Pin code entered by user or retrieve from a safe storage)










L (PIN length)



Device A is the claimant unit



BD_ADDR_A


Device B is the verifier

 RAND_B



Calculation in both devices:

PIN' calculation





If L<16






PIN' = PIN[0..L-1] ( BD_ADDR_A[0..min{5,15-L}] 





If L=16






PIN' = PIN[0..L-1]

L' calculation 





L' = min{16, L+6}





· Encryption Key Kc
Encryption key is used ...

Algorithms:

E0 LFSRs(Linear feedback shift registers) is used as the encryption algorithm

E1 is used in the authentication process 

E21 is used for generation of the Combination key, unit key

E22 is used to generate the Initialisation key, and master key.

E3 is used to generate the encryption key.

Authentication process

Device A (Claimant) with identity IDA

SRES = E(key, IDA, RAND)


Device B (Verifier)

RAND

SRES

SRES' = E(key, IDA, RAND)

Check SRES = SRES'



Security at application level


As described in the Bluetooth security Architecture white paper, the baseband security modules doesn't allow to trust an application as authorised one to use a specific service on an other device. Especially when one of the two devices is a PC where more than one application can reside. The Bluetooth baseband security allows to trust device but not applications or user!

We can imagine that some kind of payment scheme cannot be secured only by using Bluetooth baseband security resources but remains a way too trust the smart card reader. This surely means that application should implement its own security modules (software or Smart card based).

The security manager described in the Bluetooth security Architecture white paper describes a flexible architecture built on top of the link level security features of Bluetooth.

Key component is a Security manager with the following tasks:

· Store security-related information on services.

· Store security-related information on devices.

· Answer-access requests by protocol implementations or applications.

· Enforce authentication and/or encryption before connecting to the application.

· Initiate or process input from an External Security Control Entity to set-up trusted relationships on device level.

· Initiate pairing and query PIN entry by the user. Pin Entry might also be done by an application.

Bluetooth defines a protocol allowing pairing of two devices. 
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