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1
Opening of the Meeting

The editor for 31.111 opened the T3 ad hoc meeting on USIM Application Toolkit. Dr. Klaus Vedder welcomed the delegates to Munich on behalf of the host; he also outlined the decisions of the last T3 meeting and the objectives of the ad hoc. S1 had decided that only USIM can be active at one time, and this eases the integration of USIM Application Toolkit. The objectives of the group were to identify the changes that are needed, and provide a version of 31.111 for T3 #11 (ETSI, December). In particular, status words for data download were highlighted at the previous T3 meeting.

2
Roll Call of Delegates

The T3 ad hoc meeting was attended by 16 delegates. The list can be found in Annex A of this report. 

3
Input Documents / Agenda

The agenda can be found in T3z-99035 and in annex B of this report. The list of documents can be found in annex C.

Document 031 was reviewed and this was used to identify the issues with USAT.

4
General aspects of USAT

4.1
Document versions

Document 031 recommends using Release 98 as a stable platform for 3G. From the SMG9 decision to transfer GSM 11.14 to T3 in February 2000, and then T3 releasing it in March 2000, the meeting considered the best approach was to work on the latest GSM 11.14, and incorporate any changes made since by SMG9 at transfer.

It was noted that GSM 03.48 and GSM 03.19 would also need to be transferred and updated.

Q1
Do we keep the letter classes of GSM 11.14?

4.2
Architecture

An architectural model of the UICC was developed, where USIM applications and USAT applications are independent and separate. This is reflected in the diagram below. It is a requirement on the Toolkit Framework to allow the USAT application to know which USIM application is currently active.
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5
USIM and UICC aspects

5.1
Commands

USAT requires four commands to be included in 31.101: TERMINAL PROFILE, ENVELOPE, FETCH, TERMINAL RESPONSE. Although ENVELOPE is a command defined in ISO 7816, the results of our analysis were that the command used in USAT has a different interpretation (USAT: transfer a BER-TLV; ISO: chain command data), so all four commands should have A0 as the class byte. (Note: see also the discussion on logical channels.)

5.2
Initialisation sequence

Although the initialisation sequence is still under discussion within T3, the group was able to define a number of requirements that USAT demands of the sequence.

1. For a UICC indicating that it supports 31.101 through the AID, support of USAT is mandatory. This removes the need for an EF-PHASE equivalent. In reality, it means that the UICC shall be able to accept the TERMINAL PROFILE command and at least respond with 9000. All other features of USAT are optional as they are controlled by a service table or the UICC’s behaviour itself.

2. TERMINAL PROFILE is a property of the terminal, and therefore does not change as different USIMs are selected. There is therefore no need to send it when the current USIM changes.

3. We need to define the terminal’s behaviour when the user turns off a USAT feature (e.g. RUN AT COMMAND). Two options were identified: 1) the terminal can send the new TERMINAL PROFILE immediately; or 2) restart the entire UICC. Option 1 is the simplest, while option 2 allows for the possibility of hiding USIM applications if the terminal does not support enough of USAT.

Q2
Is it a service requirement to be able to “hide” USIM applications based on USAT features indicated in TERMINAL PROFILE?

4. Where in the initialisation procedure does the TERMINAL PROFILE need to be sent? Two scenarios were identified, depending on whether a USIM application is selected directly. In both cases, the core requirement is that the TERMINAL PROFILE is sent before the PIN is verified, to be consistent with the philosophy that TERMINAL PROFILE is addressed to the UICC rather than a particular USIM, and additionally to allow the UICC to make decisions on offering service. The sequence is different from GSM, but the analysis by the group indicated that this should not affect SIM API applets from being backwards compatible.

Case 1:

· Select UICC application

· Send TERMINAL PROFILE

-
Select a USIM application

-
Enter PIN 

-
Continue with initialisation sequence

Case 2:

-
Directly select a USIM application

-
Send TERMINAL PROFILE

-
Enter PIN 

-
Continue with initialisation sequence

5.3
File access security and Sharing of DF-TELECOM

Work on these issues is underway in SMG9 API group, and the results will need to be transferred into 3G as they affect USAT as well.

5.4
Call control

It is unclear at present how Call Control will work, in particular the interaction with FDN and BDN.

5.5
EF and DF requirements

USAT requires several pieces of information to be stored in elementary files. From the architecture of the UICC, where USAT applications are independent of the USIM selected, it is clear that some components are common to the UICC and so should not be stored in each USIM area. The list of GSM files was analysed:

· EF-Phase – can be removed, as the proposal is to use AID instead.

· EF-CBMID – an open issue, as it depends on how Cell Broadcast will be done.

· EF-ECC, EF-BDN, EF-EXT4 – on the assumption that Call Control behaviour is USIM-specific, these files should be specific to each USIM.

· EF-SUME, DF-GRAPHICS – property of the Toolkit Framework, so should be common to all USIMs.

EF-SST (SIM Service Table) is a special case, and the services need to be considered individually:

· Data download by CB – depends on how Cell Broadcast is implemented.

· Data download by SMS – messages are directed to the Toolkit Framework, so the indication is common to all USIMs.

· Menu selection – this service should be deleted, as it is implicit in the UICC sending SET UP MENU.

· Call control – this service is considered to be USIM specific.

· Proactive commands – this service should be deleted, as it is implicit in the UICC sending 91xx.

· BDN – as Call Control.

· MO-SMS control – as Call Control.

· Image – used to indicate the presence of DF-GRAPHICS, which itself is a shared resource. Although the ME could select DF-GRAPHICS directly to find if it is available, it was considered useful to keep the service indication: if on, an ME could read the graphics files as part of initialisation, rather than waiting for a relevant proactive command.

· USSD string – this service is used in GSM to indicate compatibility with phase 1 GSM USSD, and so should be removed for 3G.

· Run AT command – the purpose of this service is to indicate if Run AT Command may be issued by one of the applets. The ME can then offer the user the opportunity to turn this feature off. The meeting considered that making a single entry for the whole UICC is simplest for the user.

As DF-Telecom is mandatory, this is a good place to put shared USAT files. From this analysis, it will be necessary to add EF-SUME, DF-GRAPHIC, and a UICC Service Table containing Data Download by SMS, Image and Run AT Command.

5.6
Multiple USIMs

Multiple concurrent USIM applications affect two parts of USAT: transmission of calls / messages on the correct subscription, and REFRESH-ing the current application. Although T3 have decided that concurrent USIMs are not a requirement at the moment, the group considered that both problems could be solved by adding a TLV containing the AID of the required USIM to the affected commands, allowing multiple USIMs to be supported in the future.

6
Protocol

6.1
Protocol independence

Documents 31 and 32 present an analysis of the consequences of optimising the proactive feature for T=1 protocol. Both come to the conclusion that such a scheme would result in an increase in data across the interface particularly during initialisation, as well as the possibility of a lack of synchronisation and a number of other transmission-related features. Therefore, it is better to keep the USAT protocol at application level through use of 91XX (application level) status word and FETCH command.

The goal of the design is therefore to make USAT protocol independent, by concentrating on APDUs rather than TPDUs. The only instance where USAT information is held at the TPDU level is in response to an ENVELOPE (SMS data download) command, where status words 9E and 9F are both used to provoke a GET RESPONSE (TPDU) command. In 3G, 9F will be replaced by 61, and not passed to the application layer. So the group propose to transfer the response data in the normal way, and indicate ACK / ERROR using the final status words: 9000 for ACK and 62XX or 63XX (“warning” in ISO7816-4) for ERROR. There is an impact on GSM 03.48 when transferred.

In T=0:

ENVELOPE command plus command data ->

<- 61 XX

GET RESPONSE ->

<- response data

<- 90 00 (ACK); 62XX / 63XX (ERROR)

In T=1:

ENVELOPE command plus command data ->

<- response data

<- 90 00 (ACK); 62XX / 63XX (ERROR)

6.2
Logical channels

Logical channels are independent links between the ME and individual USIM applications. As USAT is linked to the UICC and is independent of USIMs (see architecture above), the group considered that USAT commands should be sent on the basic channel 0, which is always available. The Toolkit Framework has its own selection mechanisms already defined.

There was a discussion on using logical channels for multiple proactive commands, with the conclusion that the restriction lies with the complexity of ME implementations, and not with the interface protocol. Therefore, logical channels are unable to help here. 

6.3
Long commands

The group discussed the possibility of increasing USAT commands beyond the current 256 byte limit.

In the direction ME -> UICC, these would be used to download applications, and the use of a single long command would significantly improve the loading phase.

In the direction UICC -> ME, four proactive commands were identified:

· Select Item

· Display Text

· Perform Card Apdu

· Send --- Message (not Short)

Larger messages require increased buffering by the receiver of message. In the case of application download (ME -> UICC), the download protocol ensures that there is enough memory for the whole application before the process starts. In the case of proactive commands (UICC -> ME), more study is required, and it may be necessary to define support in the TERMINAL PROFILE.

GSM backwards compatibility would not be needed; the USAT application would have to adapt to run in both modes.

To ensure protocol independence, 3G’s T=0 protocol would require chaining to be introduced, through ISO ENVELOPE commands in the command data direction, and repeated 61XX status words to transfer response data. 

As chaining is not currently part of the UICC specification, and given the timescales, the meeting decided to stay with the current restrictions.

7
UMTS network parameters

GSM 11.14 was analysed for network parameters, and the following list of SIMPLE-TLVs will need converting to their UMTS equivalents. The TLVs were grouped into areas, and each of the companies listed will research the area assigned to them and report their findings at the next USAT meeting.

· What is the equivalent mechanism in UMTS?

· What is the equivalent specification? (in order to change the reference)

· What is the format of the information?

· If the format has changed from GSM, we need to define a new SIMPLE-TLV for it, retaining the old one for backwards compatibility.

Area
Simple TLVs
Company

AT commands
AT Command, AT Response
Motorola

Call-related 
Address, CCP, Called party subaddress, cause, transaction identifier, BC repeat indicator, DTMF
Aspects

General
Device identities, Result
Bull

Location
Location information, network measurement results, location status, BCCH, timing advance
Motorola

Other
Tone, IMEI, Date time timezone
Oberthur

Supplementary services
SS String, USSD string
Schlumberger

SMS
SMS TPDU, Cell broadcast page
Schlumberger

To support multi-call, SMG9 added Transaction Identifiers to relevant commands at their last meeting, and so the necessary changes can be picked up when GSM 11.14 is transferred. It will be a requirement for the USAT application to be able to link a call to the USIM application; as only one USIM can be selected at one time, this can be done internally within the UICC.

8
Editorial changes and removal of obsolete requirements

8.1
Poll Interval and proactive polling

Polling in GSM SAT covers two requirements: polling and simple timing. Proactive polling is important, and there are known to be applications that require polling to progress correctly. However, timing has been better solved through timers. Therefore, the group propose to remove POLL INTERVAL and POLLING OFF, and replace them with a single command POLLING that contains a parameter indicating on or off. No duration would be included in the command; the standard presence detection time would be used. Old-style polling could be optional for 3G mobiles, through a letter class. This change should reduce the complexity of the SIM API framework.

8.2
Clarifications to GSM 11.14

The editor hopes to incorporate some of the lessons learned in implementing Toolkit in GSM into 31.111. The REFRESH command was considered one of the most difficult areas, but through the various change requests this section should now be clearer. It will have to be revisited when initialisation procedures are updated.

Q3
Are there any other areas of GSM 11.14 with unclear requirements or that have been misunderstood?

9
Work plan

There will be another USAT ad hoc meeting 1st – 3rd December, Paris, hosted by Oberthur, to prepare inputs for the T3 editing session. 

Before that, a number of items will be completed and distributed by usat email list:

· Continue to update 31.111 in line with this meeting’s conclusions (Oberthur – doc 36).

· Research into UMTS Simple-TLVs (see section 7).

· Updates to 31.101 for commands and protocol related to USAT. This covers the USAT APDUs and status words, plus examples of transporting the APDUs in T=0 and T=1. Some comments on what already exists in 31.101 will be submitted separately (Schlumberger – doc 37).

· Updates to 31.102 for USAT-related files (Siemens doc 38).

· Develop list of other changes required and any dependencies (Aspects).

The aim of the work on 31.101 and 31.102 is to provide the T3 editing group with text they can review, in a state ready for incorporation into the respective specifications.
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