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Object : Integration of the SIM application Toolkit protocol in the UICC specification.

Source : Schlumberger, De La Rue

The goal of this proposal is to integrate the SIM application toolkit in the current version of the UICC specification.

This paper is based on the decision taken at last editing meeting to use the ISO status words for the UICC and USIM specification. But it clarifies the status word used at APDU level and at TPDU. 

It also defines how the Toolkit protocol can be integrated in the protocol T=0 and T=1.

With T=1, the SIM can directly send a proactive command back to the ME as a response to every incoming command. But this could be done at a time when the ME is not ready to process a proactive command, which may be delayed or even rejected (ME busy).

With T=0, the ME issues the Fetch command when it is ready and can execute a new proactive command.

Additionally the need for having the Fetch command will still remain for the outgoing commands. The Fetch command also offers a means to repeat the transmission of the proactive command if necessary.

So, the advantage of the T=1 optimisation (5 bytes of the Fetch command APDU not sent after an incoming command ) has to be compared with the overhead added when the ME is busy, and with the complexity brought by another specific procedure which does not replace the existing one.

Therefore, it is proposed to apply the current Fetch-based method to both T=0 and T=1, and to consider that this is handled at APDU. So as defined in ISO the response TPDU data with the 9XYZ status condition is transmitted transparently to the response APDU.

The only change proposed concerns the status words 9F XX (replaced by 61 XX) and 9E XX. After an ENVELOPE command (case 4: APDU), the status word 90 00 will be returned at APDU level by the UICC if RP-ACK has to be sent to the network, whereas 9E 00 will be used if RP-ERROR has to be sent to the network.

[…]

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following definitions apply.

3V technology Smart Card: A Smart Card operating at 3V ± 10% and 5V ± 10%.

1.8V technology Smart Card: A Smart Card operating at 1.8V ± 10% and 3V ± 10%.

3V technology Terminal: A terminal operating the Smart Card - Terminal interface at 3V ± 10% and 5V ± 10%.

1.8V technology Terminal: A terminal operating the Smart Card - Terminal interface at 1.8V ± 10% and 3V ± 10%.

Function: A function contains a command and a response pair.

Command: tbd

Response: TBD

Application DF: An Application DF is the entry point to an application

For the purposes of the present document, the following definitions apply. For further information and definitions refer to  GSM 01.02 [1].

access conditions: A set of security attributes associated with a file.

application: An application consists of a set of security mechanisms, files, data and protocols (excluding transmission protocols).

application protocol: The set of procedures required by the application.

card session: A link between the card and the external world starting with the ATR and ending with a subsequent reset or a deactivation of the card.

current directory: The latest MF or DF selected.

current EF: The latest EF selected.

data field: Obsolete term for Elementary File.

Data Object: Information coded as TLV objects, i.e. consisting of a Tag, a Length and a Value part.

Dedicated File (DF): A file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files (DFs).

directory: General term for MF and DF.

Elementary File (EF): A file containing access conditions and data and no other files.

file: A directory or an organized set of bytes or records in the SIM.

file identifier: The 2 bytes which address a file in the SIM.

GSM, DCS 1800 or PCS 1900 application: Set of security mechanisms, files, data and protocols required by GSM, DCS 1800 or PCS 1900.

GSM session: That part of the card session dedicated to the GSM operation.

IC card SIM: Obsolete term for ID‑1 SIM.

ID‑1 SIM: The SIM having the format of an ID‑1 card (see ISO 7816‑1 [24]).

Master File (MF): The unique mandatory file containing access conditions and optionally DFs and/or EFs.

normal GSM operation: Relating to general, CHV related, GSM security related and subscription related procedures.

padding: One or more bits appended to a message in order to cause the message to contain the required number of bits or bytes.

plug‑in SIM: A Second format of SIM (specified in clause 4).

proactive SIM: A SIM which is capable of issuing commands to the ME. Part of SIM Application Toolkit (see clause 11).

record: A string of bytes within an EF handled as a single entity (see clause 6).

record number: The number which identifies a record within an EF.

record pointer: The pointer which addresses one record in an EF.

root directory: Obsolete term for Master File.

SIM application toolkit procedures: Defined in GSM 11.14 [27].

Coding :
All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bit b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB). In each representation the leftmost bit is the MSB.

RFU :

In UICC all bytes which are RFU shall be set to '00' and RFU bits to 0. Where the GSM and/or USIM application exists on an UICC or is built on a generic telecommunications card (e.g. TE9) then other values may apply for other than GSM or UMTS applications. The values will be defined in the appropriate specifications for such cards and applications. These bytes and bits shall not be interpreted by a ME in a GSM or UMTS session.

NOTE:
Most of the definitions are “borrowed” from GSM 11.11 and have to be checked for relevance in 3GPP context.

3.2
Symbols

For the purposes of the present document, the following symbols apply.

tF
fall time

tR
rise time

VIH
Input Voltage (high)

VIL
Input Voltage (low)

VOH
Output Voltage (high)

VOL
Output Voltage (low)

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

ADM
Access condition to an EF which is under the control of the authority which creates this file

APDU
Application Protocol Data Unit

ATR
Answer To Reset 

BGT
Block Guard Time

BWT
Block Waiting Time

C-APDU
Command APDU

CLK
Clock

CWI
Character Waiting Integer

CWT
Character Waiting Time

ICC
Integrated Circuit Card

IFSC
Information Field Size for the UICC

IFSD
Information Field Size for the ME

I/O
Input/Output

R-APDU
Response APDU

RST
Reset

SE
Security Environment

TE
Terminal Equipment

UICC
Universal Integrated Circuit Card

USIM
Universal Subscriber Identity Module

[…]

12
Structure of commands and responses

This clause defines the command and response APDU’s supported by the UICC.

A function consists of a command message and the associated response message, where each may contain data as described by the four possible cases in the table below.
Table 12.1a: Data within a command-response pair
Case
ME -> UICC
UICC -> ME

1
No data
No data

2
No Data
Data

3
Data
No data

4
Data
Data







12.2
Command APDU Structure

This clause states a generic structure of an application protocol data unit – APDU – that is used by the application protocol on the top of the transmission protocol for sending a command to the card. 

A command APDU consists of a header and a body part. The contents of the command APDU are depicted in table12.1 where the header consists of the CLA, INS, P1 and P2 bytes that are mandatory for a command APDU and an optional body part that can contain the Lc, Data and Le.  Parameters are further explained in the following subclauses.

Table 12.1: Contents of Command APDU

Code
Length
Description
Grouping

CLA
1
Class of instruction
Header

INS
1
Instruction code


P1
1
Instruction parameter 1


P2
1
Instruction parameter 2


Lc
0 or 1 
Number of bytes in the command data field
Body

Data
Lc
Command data string


Le
0 or 1
Maximum number of data bytes expected in response of the command


12.2.1
Coding of Class Byte

The most significant nibble of the Class byte (b8-b5) codes the type of the command as stated in table 12.2. Bits b4 and b3 are used for indication of secure messaging format (see table 12.3). Bits b2 and b1 indicates the logical channel used. Logical channels are numbered from 0 to 3. If the card supports the logical channel mechanism, the maximum number of available logical channels is indicated in the card capabilities data object of historical bytes of an ATR (refer to ISO/IEC 7816-4 [2]). If the card capabilities data object is missing, logical channel b2=b1=0 is supported only.

Table 12.2: Coding of Class Byte

B8
b7
b6
b5
b4
b3
b2
b1
Value
Meaning

0
0
0
0
-
-
-
-
‘0X’
The coding is according to 7816-4 [2]

1
0
1
0
-
-
-
-
‘AX’
Coded as 7816-4 [2] unless stated otherwise

-
-
-
-
x
x
-
-
-
Secure Messaging indication (see table 12.3)

-
-
-
-
-
-
X
x
-
Logical channel number (see 12.4)

Table 12.3: Coding of Security Messaging Indication 

b4
b3
Meaning

0
0
No SM used between ME and card

1
x
Secure messaging according to ISO/IEC 7816-4 [2] used

1
0
Command header not authenticated

1
1
Command header authenticated

Editor's note: Is b4=0 and b3=1 needed (proprietary SM format)? Now it is RFU. It might not be wise to allow everything in this spec.

12.2.2
Coding of Instruction Byte

Table 12.4 depicts coding of instruction byte of the commands. 

For telecom applications (e.g. GSM and USIM) the class byte shall always be coded as ‘AX’.

Editor's note: Is the last sentence valid, i.e. shall we mandate that the instruction byte is coded as ‘AX’ for telecom applications?

Editor’s note: For USIM application the CLA can be also some other value. It might be better to leave the CLA column out of the following table, since it depends on the application. Another way is to add the application in the table, as follows:

Table 12.4: Coding of Instruction Byte of the Commands for a telecom application 

COMMAND 7816-4
COMMAND(GSM 11.11)
CLA (GSM)
CLA (3GPP)
INS
Case

SELECT FILE
SELECT FILE
AX
'AX' or '0x'
'A4'
4

NA
STATUS
AX
Only AX is valid
'F2'
2








READ BINARY
READ BINARY
AX

'B0'
2

UPDATE BINARY
UPDATE BINARY
AX

'D6'
3

READ RECORD
READ RECORD
AX

'B2'
2

UPDATE RECORD
UPDATE RECORD
AX

'DC'
3








NA
SEEK
AX
Only AX is valid
'A2'
4

NA
INCREASE
AX
Only AX is valid
'32'
4

VERIFY
VERIFY
AX

'20'
3








CHANGE PIN
CHANGE PIN
AX

'24'
3

DISABLE PIN
DISABLE PIN
AX

'26'
3

ENABLE PIN
ENABLE PIN
AX

'28'
3

UNBLOCK PIN
UNBLOCK PIN
AX

'2C'
3








INVALIDATE
INVALIDATE
AX

'04'
1

REHABILITATE
REHABILITATE
AX

'44'
1








INTERNAL AUTHENTICATE
RUN GSM ALGORITHM
AX

'88'
4








GET RESPONSE
GET RESPONSE
AX

'C0'
N.A.


TERMINAL PROFILE
AX

'10'
4

ENVELOPE
ENVELOPE
AX

'C2'
4

NA
FETCH
AX
Only AX is valid
'12'
2

NA
TERMINAL RESPONSE
AX
Only AX is valid
'14'
3








MANAGE CHANNEL
NA
 -

70
2

Editor’s note: an AP to card manufacturers to investigate the implications of having mixed ‘AX’ or ‘0X’ in a session.

Secondly we should decide on using ‘0X’ in the future is the command is ISO compliant.

12.2.3
Coding of Parameter Bytes

The value of the parameters P1 and P2 depends on the command. If the parameter is not used, the value is set to '00'. Coding of the parameter bytes is presented in the command definition sections.

12.2.4
Coding of Lc Byte

The number of data bytes present in the data field of the command APDU is presented in the parameter Lc. Lc is optional, in the command APDU, however if the Lc is present in the command APDU, data field consists of the Lc subsequent bytes.

Table 12.5: Coding of Lc

Range
Byte 1

1 – 255
Binary value

12.2.5
Coding of Data Part

When present in a command or response APDU the data field consists of a string of proprietary or TLV coded data.

12.2.6
Coding of Le Byte

The maximum number of bytes expected in the data part of the response APDU is presented in the parameter Le, which is optional meaning that if the ME does not expect any data in the response APDU Le is absent from the command APDU. However, if Le is present in the command APDU, the data field of the response APDU is expected to consist of the Le bytes.

Le set to ‘00’ indcates that the ME expects to receive at most the maximum number of bytes, i.e. 256, in the response ADPU. The UICC may return any number of bytes in the range 0 to 256.

Table 12.6: Coding of Le

Range
Byte 1

1 – 256
Binary value

12.3
Response APDU Structure

The response APDU consists of an optional data field and a mandatory status part divided into two bytes; SW1 and SW2. The parameter Lr of the response APDU indicates the length of the data part of the response APDU. The structure of the response APDU is shown in table 12.8.

Table 12.8: Contents of Response APDU

Code
Length
Description

Data
Lr
Response data string

SW1
1
Status byte 1

SW2
1
Status byte 2

Coding of SW1 and SW2 is presented in 12.3.1. 

12.3.1
Status Conditions Returned by the UICC

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies coding of the status bytes in the following tables.

12.3.1.1
Responses to APDU commands completed
SW1
SW2
Description

'90'
'00'
‑ normal ending of the command

'91'
'XX'
‑ Normal ending of the command, with extra information from the proactive UICC containing a proactive command for the ME. Length 'XX' of the response data

'9E'
'00'
‑ normal ending of the command but the response data send by the card shall be transmitted via error channel (e.g. data download error)






12.3.1.2
Responses to APDU commands which are postponed

SW1
SW2
Description

'93'
'00'
‑
SIM Application Toolkit is busy. Command cannot be executed at present, further normal commands are allowed.

12.3.1.3
Responses to APDU commands completed which a warning
SW1
SW2
Description

'62'
'00'
‑
No information given, processing completed

'62'
'81'
-
Part of returned data may be corrupted

'62'
'82'
-
End of file/record reached before reading Le bytes

'62'
'83'
-
Selected file invalidated

'62'
'84'
-
FCI not formatted according to chapter 9.4.1??

'63'
'CX'
‑
Successful writing, but only after using an internal retry routine.
'X' ( '0' indicates number of retries; 'X' = '0' means that no counter is provided

12.3.1.4
Responses to APDU commands aborted with a checking error
SW1
SW2
Description

‘67’
‘xx’
- Wrong length

'69'
'81'
‑
Command incompatible with the file organisation

'69'
'82'
-
Security status not satisfied

'69'
'84'
-
Referenced data invalidated

'69'
'85'
-
Conditions of use not satisfied

'69'
'86'
-
Command not allowed (no current EF)

'6A'
'81'
-
Function not supported

'6A'
'82'
-
File not found

'6A'
'83'
-
Record not found

'6A'
'84'
-
Not enough memory space in the file

'6A'
'85'
-
Lc inconsistent with TLV structure

'6A'
'86'
-
Incorrect parameters P1-P2

'6A'
'87'
-
Lc inconsistent with P1-P2

'6A'
'88'
-
Referenced data not found

‘6B’
‘00’
-  Wrong parameter(s) P1-P2

‘6D’
‘00’
-  Instruction code not supported or invalid

‘6E’
‘00’
-  Class not supported

‘6F’
‘XX’
-  No precise diagnosis

12.3.1.4
Responses to APDU commands aborted with an execution error

SW1
SW2
Description

'65'
'81'
‑
Memory failure, same as '9240'

12.3.1.5
Responses to TPDU commands specific to T=0
SW1
SW2
Description

‘61’
‘xx’
SW2 indicates the number of response bytes still available in a GET RESPONSE TPDU

‘6C’
‘xx’
Wrong Le length, SW2 indicates the exact length if same the command is reissued.







































































12.3.1.2
Responses to APDU commands which are postponed

SW1
SW2
Error description

'93'
'00'
‑
SIM Application Toolkit is busy. Command cannot be executed at present, further normal commands are allowed.




























































































12.3.2
Status Words of the APDU Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Table 12.9: Commands and status words



SELECT
STATUS
UPDATE BINARY
UPDATE RECORD
READ BINARY
READ RECORD
SEARCH  RECORD
INCREASE
VERIFY PIN
CHANGE PIN
DISABLE PIN
ENABLE PIN
UNBLOCK PIN
INVALIDATE
REHABILITATE
INTERNAL AUTHENTICATE
GET RESPONSE
TERMINAL PROFILE
ENVELOPE
FETCH
TERMINAL RESPONSE
MANAGE CHANNEL
Status Words

(USIM)



*
*
*
*
*
*

*
*
*
*
*
*
*

*
*
*
*
*
*
90 00



*
*
*
*
*


*
*
*
*
*
*
*

*
*
*

*

91 XX


*





*
*







*


*




61 XX




















*



9E 00




















*



93 00



























*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

65 81

































































































































*
*
*
*
*
*
*
*
*
*
*
*
*
*






69 82






































































































*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
67 XX


*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
6B XX
























6D XX


*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
6E XX


*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
6F XX






*
*
















62 81


*





















62 83






*
*
















62 82


*





















62 84























*
62 00




*
*


















63 CX




*
*
*
*
















69 81

















*






69 84

















*






69 85




*
*
*

















69 86


*

*
*
*
*
















6A 81


*

*
*
*
*
















6A 82







*
















6A 83





*


















6A 84





*


















6A 85


*














*






6A 86


*





















6A 87

















*






6A 88


*



*

















6C XX

# Value '61XX' may be used instead of  '9FXX' by USIM applications.

DLR NOTE: ‘9EXX’ is missing in the table 12.9.

DLR NOTE: The meaning of status 67XX, 6BXX, 6DXX, 6EXX, 6FXX is not defined.

DLR NOTE: How will the USIM choose:

-
between 67XX and 6CXX for SELECT and READ BINARY,

-
or between 6200 and 9000 for MANAGE CHANNEL,

-
or between 63CX or 920X for UPDATE BINARY or UPDATE RECORD,

-
etc ?

The responses '91 XX', and '93 00' and '9E XX' can only be given by an UICC supporting SIM Application Toolkit to a ME also supporting SIM Application Toolkit.

Following the SEEK command the UICC can give the response '91 XX' only after the GET RESPONSE command, if the protocol T=0 is used.

12.4
Logical channels

This clause defines the logical channel concept.

Editor’s note: more introductional text needed.

12.4.1
Logical channel basics

A logical channel works like a link between an application residing in the card and an application in the ME. Each logical channel is assigned a unique channel number, indicated in b1 and b2 of the class byte, that is used by the ME to identify to which application a command is directed.

The basic logical channel ‘00’ shall always exist, and is implicitly selected after ATR.

If other than the basic logical channel exists the number (at most 4) is indicated in the card capabilities sent as part of the historical bytes in the ATR.

Editor’s note: a reference to the ATR chapter/standard is needed here!

There shall be independence between the activity on each logical channel.

There can be more than one logical channel between the ME and an application.

At any time there can only be one response pending for all logical channels, this implies that when one command has been sent on one logical channel there can only be sent a command when the first command has received its response. 

When a logical channel has been opened it remains open for the rest of the card session unless it is explicitly closed as defined in 12.5.3.

A logical channel number can only be assigned by an application residing in the ME.

Editor’s note: should it be stated that there is a relation between the logical channel (conceived as a link between applications residing in the UICC and the ME) and a PIN verification, i.e. the PIN status is set to not verified when the application residing in the ME sends a SELECT command to the UICC selecting another application (DF). As far as the editor knows there is no such requirement or definition in 7816-4! 

DLR NOTE: The issue of PIN sharing is just one of the to be defined security status aspects.

12.4.2
Opening of logical channels

A logical channel can be opened in one of the following ways:

-
by sending a SELECT command to the UICC indicating a logical channel, in b2 and b1 in the class byte, that is not yet opened;

-
by sending a MANAGE CHANNEL command to the UICC indicating that a new channel is to be opened.

NOTE: The basic channel is always open and thus it can never be opened or closed.

12.4.3
Closing of logical channels

A logical channel is closed by sending a MANAGE CHANNEL command to the UICC explicitly stating that a specific logical channel shall be closed. 

12.5
Mapping of APDU’s to TPDU’s

12.5.1
APDU messages with T=0

An APDU is transported by the T=0 transmission protocol as described here after. 
























Case 1:
ME -> UICC: No data
UICC -> ME: No Data







The command APDU is mapped onto the command TPDU by assigning the value ´00´ to P3.
Command APDU

CLA
INS
P1
P2




Command TPDU

CLA
INS
P1
P2
P3='00'



The response TPDU is mapped onto the response APDU without any change

Response TPDU









SW1
SW2

Response APDU









SW1
SW2

Case 2:
ME -> UICC: No data
UICC -> ME: Data





The command APDU is mapped onto the command TPDU without any change.
If Le is not known at APDU level, the terminal shall set it to '00' to ask for all available data.
C-APDU

CLA
INS
P1
P2
Le



C-TPDU

CLA
INS
P1
P2
P3=Le



The response APDU is mapped onto the APDU according to the acceptance of Le and according to the processing of the command.
Case 2.1:
Le accepted


The response TPDU is mapped onto the response APDU without any change

R-TPDU








Le bytes of DATA
SW1
SW2

R-APDU








Le bytes of DATA
SW1
SW2

Case 2.2:
Le definitely not accepted


The response TPDU can only be provided by the card if Le is not correct.
R-TPDU









SW1='67'
SW2

R-APDU









SW1='67'
SW2

Case 2.3:
Le not accepted, 
La indicated and 
same C-TPDU to be issued


Le is not accepted and the card indicates the available length La in SW2 if the same command is reissued.
R-TPDU









SW1='6C'
SW2

Case 2.3.1:
C-TPDU reissuing not supported by the terminal


If the Transport layer cannot reissue the same command with a different P3, it maps the response TPDU onto the response APDU.
R-TPDU









SW1='6C'
SW2=La

R-APDU









SW1='6C'
SW2=La

Case 2.3.2:
C-TPDU reissuing supported by the terminal


If the transport layer of the terminal can re-issue the same command, it shall reissue the same command TPDU with P3=La.

R-TPDU









SW1='6C'
SW2=La

C-TPDU

CLA
INS
P1
P2
P3=La



R-TPDU








La bytes of DATA
SW1
SW2

Case 2.3.2a:
If La <= Le


If La is smaller than or equal to Le, then the response TPDU is mapped onto the response APDU without any change.

R-TPDU








La bytes of DATA
SW1
SW2

R-APDU








La bytes of DATA
SW1
SW2

Case 2.3.2b:
If La > Le


If La is greater than Le, then the response TPDU is mapped onto the response APDU by keeping the first Le bytes of the body and the status bytes SW1-SW2.

R-TPDU








La bytes of DATA
SW1
SW2

R-APDU








Le (< La) bytes of DATA
SW1
SW2

Case 2.4:
Le not accepted, 
La indicated and 
GET RESPONSE C-TPDU to be issued


Le is not accepted and the card indicates the available length La in SW2 if the GET RESPONSE C-TPDU is issued with P3 parameter equal to the minimum of La or Le.

R-TPDU









SW1='61'
SW2=La

C-TPDU:
GET RESPONSE
CLA
INS='C0'
P1
P2
P3=min(La,Le)



R-TPDU








P3 bytes of DATA
SW1
SW2

R-APDU








P3 bytes of DATA
SW1
SW2

Case 3:
ME -> UICC: data
UICC -> ME: No Data






The command APDU is mapped onto the command TPDU without any change. Lc is a value between 1 and 255.

C-APDU

CLA
INS
P1
P2
Lc
Lc bytes of DATA


C-TPDU

CLA
INS
P1
P2
P3=Lc
Lc bytes of DATA


The response TPDU is mapped onto the response APDU without any change 

R-TPDU









SW1
SW2

R-APDU









SW1
SW2

Case 4:
ME -> UICC: data
UICC -> ME: Data






The command APDU is mapped onto the command TPDU by cutting off the last byte of the body.

C-APDU

CLA
INS
P1
P2
Lc
Lc bytes of DATA
Le

C-TPDU

CLA
INS
P1
P2
P3=Lc
Lc bytes of DATA


Case 4.1:
Command not accepted


The first response TPDU from the card indicates that the card aborted the command: SW1='6X', except '61'. The response TPDU is mapped without any changes onto the response APDU.

R-TPDU









SW1='6X'
SW2

R-APDU









SW1='6X'
SW2

Case 4.2:
Command accepted


The first response TPDU from the card indicates that the card performed the command, and gives information on the length of data bytes available: SW1='61' and SW2 codes La.

The transport layer of the terminal shall issue the GET RESPONSE command TPDU to the card by assigning the minimum of La and Le to parameter P3.

R-TPDU









SW1='61'
SW2=La

C-TPDU

CLA
INS='C0'
P1
P2
P3=min(Le,La)



The second response TPDU from the card is mapped onto the response APDU without any change.

R-TPDU








P3 bytes of DATA
SW1
SW2

R-APDU








P3 bytes of DATA
SW1
SW2









































































































































Toolkit APDU messages with T=0

The status conditions 9xyz, 6xyz are transmitted transparently from the response TPDU to the response APDU with their associated data field.
In all the cases described above where no specific value is indicated for SW1,SW2 or where SW1-SW2 is equal to '9000', the card can reply any application status conditions (i.e. '9xyz', '6xyz') and in particular '91xx' to indicate that a proactive command is pending. The terminal shall send the FETCH APDU to get the proactive command to be executed, but it can in between send other APDU.

The following diagrams show how the 4 cases of transmission protocol can be used to send a proactive command.
Case 1:
ME -> UICC: No data
UICC -> ME: No Data


Command APDU

CLA
INS
P1
P2




Command TPDU

CLA
INS
P1
P2
P3='00'



Response TPDU









SW1='91'
SW2=Lpro

Response APDU









SW1='91'
SW2=Lpro

 [Other APDUs command and response pairs]
Command APDU:
FETCH
CLA
INS='12'
P1
P2
Le=Lpro



Command TPDU

CLA
INS='12'
P1
P2
P3=Lpro



Response TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

Response APDU








P3 bytes of DATA
SW1='90'
SW2='00'

Case 2:
ME -> UICC: No data
UICC -> ME: Data

C-APDU

CLA
INS
P1
P2
Le



C-TPDU

CLA
INS
P1
P2
P3=Le



Case 2.1:
Le accepted


R-TPDU








Le bytes of DATA
SW1='91'
SW2=Lpro

R-APDU








Le bytes of DATA
SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

Command APDU:
FETCH

CLA
INS='12'
P1
P2
Le=Lpro



Command TPDU

CLA
INS='12'
P1
P2
P3=Lpro



Response TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

Response APDU








P3 bytes of DATA
SW1='90'
SW2='00'

Case 2.3:
Le not accepted, 
La indicated and 
same C-TPDU to be issued


The card can only indicate a proactive command if C-TPDU reissuing is supported as described in case 2.3.2.

R-TPDU









SW1='6C'
SW2

C-TPDU

CLA
INS
P1
P2
P3=La



R-TPDU








La bytes of DATA
SW1='91'
SW2=Lpro

A-TPDU








La or Le bytes of DATA
SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

Command APDU:
FETCH

CLA
INS='12'
P1
P2
Le=Lpro



Command TPDU

CLA
INS='12'
P1
P2
P3=Lpro



Response TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

Response APDU








P3 bytes of DATA
SW1='90'
SW2='00'

Case 2.4:
Le not accepted, 
La indicated and 
GET RESPONSE C-TPDU to be issued


R-TPDU









SW1='61'
SW2=La

C-TPDU:
GET RESPONSE
CLA
INS='C0'
P1
P2
P3=min(La,Le)



R-TPDU








P3 bytes of DATA
SW1='91'
SW2=Lpro

R-APDU








P3 bytes of DATA
SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

Command APDU:
FETCH

CLA
INS='12'
P1
P2
Le=Lpro



Command TPDU

CLA
INS='12'
P1
P2
P3=Lpro



Response TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

Response APDU








P3 bytes of DATA
SW1='90'
SW2='00'

Case 3:
ME -> UICC: data
UICC -> ME: No Data

C-APDU

CLA
INS
P1
P2
Lc
Lc bytes of DATA


C-TPDU

CLA
INS
P1
P2
P3=Lc
Lc bytes of DATA


R-TPDU









SW1='91'
SW2=Lpro

R-APDU









SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

Command APDU:
FETCH

CLA
INS='12'
P1
P2
Le=Lpro



Command TPDU

CLA
INS='12'
P1
P2
P3=Lpro



Response TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

Response APDU








P3 bytes of DATA
SW1='90'
SW2='00'

Case 4:
ME -> UICC: data
UICC -> ME: Data

C-APDU

CLA
INS
P1
P2
Lc
Lc bytes of DATA
Le

C-TPDU

CLA
INS
P1
P2
P3=Lc
Lc bytes of DATA


Case 4.2:
Command accepted, 
with information added


R-TPDU









SW1='61'
SW2=La

C-TPDU:
GET RESPONSE
CLA
INS='C0'
P1
P2
P3=min(Le,La)



R-TPDU








P3 bytes of DATA
SW1='91'
SW2=Lpro

R-APDU








P3 bytes of DATA
SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

Command APDU:
FETCH

CLA
INS='12'
P1
P2
Le=Lpro



Command TPDU

CLA
INS='12'
P1
P2
P3=Lpro



Response TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

Response APDU








P3 bytes of DATA
SW1='90'
SW2='00'

The ENVELOPE APDU command is used to transmit some data to the SIM application toolkit. For some BER-TLV contained in the body of this command, the card may send back data to be transmitted on the acknowledgement channel or on the error channel (e.g. SMS Data Download). This command is case 4 and is described here after for the two cases.

Case 4:
ENVELOPE command APDU,

use acknowledgement channel


C-APDU

CLA
INS='C2'
P1
P2
Lc
Lc bytes of DATA
Le='00'

C-TPDU

CLA
INS='C2'
P1
P2
P3=Lc
Lc bytes of DATA


R-TPDU









SW1='61'
SW2=La

C-TPDU:
GET RESPONSE

CLA
INS='C0'
P1
P2
P3=La



R-TPDU








P3 bytes of DATA
SW1='90'
SW2='00'

R-APDU








P3 bytes of DATA
SW1='90'
SW2='00'

The Terminal shall consider the data field received as a positive acknowledgement and use the normal acknowledgement channel (e.g. RP-ACK).

Case 4:
ENVELOPE command APDU,

Use error channel


C-APDU

CLA
INS='C2'
P1
P2
Lc
Lc bytes of DATA
Le='00'

C-TPDU

CLA
INS='C2'
P1
P2
P3=Lc
Lc bytes of DATA


R-TPDU









SW1='61'
SW2=La

C-TPDU:
GET RESPONSE

CLA
INS='C0'
P1
P2
P3=La



R-TPDU








P3 bytes of DATA
SW1='9E'
SW2='00'

R-APDU








P3 bytes of DATA
SW1='9E'
SW2='00'

The Terminal shall consider the data field received as a negative acknowledgement and use the error acknowledgement channel (e.g. RP-ERROR).
12.5.2 
APDU messages with T=1

The transportation of APDU messages with T=1 is mapped to the information field of an I-block according to the four different cases defined in section 12.5. 




















Case 1:
ME -> UICC: No data
UICC -> ME: No Data






Command APDU is mapped onto the information field of the I-block without any changes:

Command APDU

CLA
INS
P1
P2











Information field

CLA
INS
P1
P2











The response received from the information field in the I-block is mapped unchanged to the response APDU according to:

Information field








SW1
SW2

R-APDU









SW1
SW2

Case 2:
ME -> UICC: No data
UICC -> ME: Data






The C-APDU is mapped to the information field of an I-block without any changes.

C-APDU

CLA
INS
P1
P2
Le










Information field

CLA
INS
P1
P2
Le










The response of the APDU consists of either the information field of the I-block or the concatenation of the information field of successive I-blocks all received in response. All these blocks shall be chained.

Either one Information field 

Data field
SW1
SW2

or concatenation of information fields

Data 
…
…







…
…
…







Field
SW1
SW2

R-APDU

Data field
SW1
SW2

Case 3:
ME -> UICC: data
UICC -> ME: No Data






The C-APDU is mapped without any changes onto either the information field of one I-block, or the concatenation of  the information fields of successive I-blocks which all shall be chained.
C-APDU

CLA
INS
P1
P2
Lc
Data field






Either one Information field 

CLA
INS
P1
P2
Lc
Data field






or concatenation of information fields

CLA
INS
P1
P2
Lc
Data …







…
…
…







…
…
field

The information field of the I-block received in response is mapped onto the R-APDU without any change.

Information field








SW1
SW2

R-APDU








SW1
SW2

Case 4:
ME -> UICC: data
UICC -> ME: Data






The C-APDU is mapped without any change onto either the information field of one I-block or the concatenation of information fields of successive I-blocks, which all shall be chained.
C-APDU

CLA
INS
P1
P2
Lc
Data field
Le







Either information field

CLA
INS
P1
P2
Lc
Data field
Le






or concatenation of information fields:


CLA
INS
P1
P2
Lc
Data …







…
…
…







…
field
Le

The response APDU consists of either the information field of the I-block received in response, or the concatenation of information fields of successive I-blocks in response, which shall be chained.
Either information field

Data field
SW1
SW2

or concatenation of information fields

Data
…
…







…
…
…







field
SW1
SW2

R-APDU

Data field
SW1
SW2

Toolkit APDU messages with T=1

The status conditions 9xyz, 6xyz are transmitted transparently from the response TPDU to the response APDU with their associated data field.

In all the cases described above where no specific value is indicated for SW1,SW2 or where SW1-SW2 is equal to '9000', the card can reply any application status conditions (i.e. '9xyz', '6xyz') and in particular '91xx' to indicate that a proactive command is pending. The terminal shall send the FETCH APDU to get the proactive command to be executed, but it can in between send other APDU.

The following diagrams show how the 4 cases of transmission protocol can be used to send a proactive command.

Case 1:
ME -> UICC: No data
UICC -> ME: No Data

Command APDU


CLA
INS
P1
P2











Information field


CLA
INS
P1
P2











Information field









SW1='91'
SW2=Lpro

R-APDU









SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

C-APDU:
FETCH


CLA
INS
='12'
P1
P2
Le=Lpro










Information field


CLA
INS
='12'
P1
P2
Le=Lpro










Response Information field 


Data field
SW1
SW2

R-APDU


Data field
SW1
SW2

Case 2:
ME -> UICC: No data
UICC -> ME: Data

C-APDU


CLA
INS
P1
P2
Le










Information field


CLA
INS
P1
P2
Le










Response Information field 


Data field
SW1='91'
SW2=Lpro

R-APDU


Data field
SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

C-APDU:
FETCH


CLA
INS
='12'
P1
P2
Le=Lpro










Information field


CLA
INS
='12'
P1
P2
Le=Lpro










Response Information field 


Data field
SW1
SW2

R-APDU


Data field
SW1
SW2

Case 3:
ME -> UICC: data
UICC -> ME: No Data

C-APDU


CLA
INS
P1
P2
Lc
Data field






Information field 


CLA
INS
P1
P2
Lc
Data field






Response Information field 



SW1='91'
SW2=Lpro

R-APDU



SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

C-APDU:
FETCH


CLA
INS
='12'
P1
P2
Le=Lpro










Information field


CLA
INS
='12'
P1
P2
Le=Lpro










Response Information field 


Data field
SW1
SW2

R-APDU


Data field
SW1
SW2

Case 4:
ME -> UICC: data
UICC -> ME: Data

C-APDU


CLA
INS
P1
P2
Lc
Data field
Le







Information field


CLA
INS
P1
P2
Lc
Data field
Le






Response information field


Data field
SW1='91'
SW2=Lpro

R-APDU


Data field
SW1='91'
SW2=Lpro

[Other APDUs command and response pairs]

C-APDU:
FETCH


CLA
INS
='12'
P1
P2
Le=Lpro










Information field


CLA
INS
='12'
P1
P2
Le=Lpro










Response Information field 


Data field
SW1
SW2

R-APDU


Data field
SW1
SW2

The ENVELOPE APDU command is used to transmit some data to the SIM application toolkit. For some BER-TLV contained in the body of this command, the card may send back data to be transmitted on the acknowledgement channel or on the error channel (e.g. SMS Data Download). This command is case 4 is described here after for the two cases.

Case 4:
ENVELOPE command APDU,

use acknowledgement channel


C-APDU


CLA
INS
='C2'
P1
P2
Lc
Data field
Le







Information field


CLA
INS
='C2'
P1
P2
Lc
Data field
Le






Response information field


Data field
SW1='90'
SW2='00'

R-APDU


Data field
SW1='90'
SW2='00'

The Terminal shall consider the data field received as a positive acknowledgement and use the normal acknowledgement channel (e.g. RP-ACK).

Case 4:
ENVELOPE command APDU,

Use error channel


C-APDU


CLA
INS
='C2'
P1
P2
Lc
Data field
Le







Information field


CLA
INS
='C2'
P1
P2
Lc
Data field
Le






Response information field


Data field
SW1='9E'
SW2='00'

R-APDU


Data field
SW1='9E'
SW2='00'

The Terminal shall consider the data field received as a negative acknowledgement and use the error acknowledgement channel (e.g. RP-ERROR).
[…]

G.1.17
TERMINAL PROFILE

G.1.17.1
Functional description

This function is used by the ME to transmit its capabilities to the selected application concerning the SIM Application Toolkit functionality.

Input:

‑
terminal profile.

Output:

‑
none.

G.1.17.2
Command parameters and data:

Code
Value

CLA
As specified in 12.2.1

INS
As specified in 12.2.2

P1
'00'

P2
'00'

Lc
Length of the subsequent data field

Data
Structure and coding defined in GSM 11.14

Le
Not present

DLR NOTE:
Our position toward SAT and GSM 11.14 in Phase 1 should clarified and consistent in all specifications.

Editor’s note: Are there any needs to use this command for sending some other profile than SIM ATK profile to the card? The profile could be selected e.g. with parameter P1 or P2, so that P1='00' means SIM ATK profile, P1='01' means some other profile, etc.

G.1.18
ENVELOPE

G.1.18.1
Functional description

DLR NOTE: The above definition tries to merge the purpose of ENVELOPE in GSM and in ISO, but it seems there is a real difference (application protocol issue for GSM identical for T=0 or T=1, transmission protocol issue for ISO), even if that difference is not reflected in the coding of the command in the respective standards.
The command is used to transfer information to the SIM Application Toolkit applications in the UICC.
Input:

-
The structure of the data is defined in GSM 11.14 [27].


Output:

-
The structure of the data is defined in GSM 11.14 [27].

Editor’s note: SAT will probably be available in the USIM application, but this issue is FFS.

G.1.18.2
Command parameters and data:

Code
Value

CLA
As specified in 12.2.1

INS
As specified in 12.2.2

P1
'00'

P2
'00'

Lc
Length of the subsequent data field

Data
Structure and coding defined in GSM 11.14

Le
Length of expected data

Response data:

Structure of the response data is defined in GSM 11.14

G.1.19
FETCH

G.1.19.1
Functional description

This function is used to transfer a proactive command from the UICC  to the ME.
Input:

‑
none.

Output:

‑
data string containing a proactive command for the ME.

G.1.19.2
Command parameters and data:

Code
Value

CLA
As specified in 12.2.1

INS
As specified in 12.2.2

P1
'00'

P2
'00'

Lc
Not present

Data
Not present

Le
Length of expected data

Response data:

Structure of the response data is defined in GSM 11.14

G.1.20
TERMINAL RESPONSE

G.1.20.1
Functional description

DLR NOTE: More details (e.g. definition and security) and more compliance with 7816-4 (e.g. P1 coding) required.

This function is used to transfer from the ME to the UICC the response to a previously fetched proactive command.
Input:

‑
data string containing the response.

Output:

‑
none.

G.1.20.2
Command parameters and data:

Code
Value

CLA
As specified in 12.2.1

INS
As specified in 12.2.2

P1
'00'

P2
'00'

Lc
Length of the subsequent data field

Data
Structure and coding defined in GSM 11.14

Le
Not present

ETSI


