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Introduction: 
This input paper proposes a concept for security in the UICC and proposes two slightly different solutions.

The proposal is based on the following requirements:

1. The concept is only relevant for the Access Condition (AC) PIN, i.e. the CHV1 in GSM terms. An application may define it’s own set of other ACs (e.g. CHV2), these ACs are not affected by this proposal.

2. A PIN is either Enabled (E) or Not-Enabled (NE).

3. It shall be possible to have one master PIN (MASTER_PIN) that satisfies the AC PIN for all applications on the UICC with their own PIN set to NE.

4. It shall be possible to define an Application PIN (APPL_PIN) for that overrules the MASTER_PIN for the UICC, i.e. if MASTER_PIN is E and verified and the APPL_PIN is E then the AC for the application is only verified if APPL_PIN is verified.

5. There shall be no PIN specific file, i.e. the PIN condition shall be indicated in the status information when selecting a DF/EF (ffs.).

The picture below is an illustration of the idea:
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Figure 1: Example of the PIN access control structure

EXAMPLE: In figure 1 if both PIN_A and PIN_B are NE and MASTER_PIN is E then verification of the MASTER_PIN implies that the AC PIN is satisfied for all applications in the card. On the other hand if PIN_A is E then AC PIN is only satisfied after PIN_A has been verified.

Two slightly different solutions are outlined below:

Scenario 1: the simple case

In the simple case the MASTER PIN will be used if it is enabled and the application specific PIN is not enabled.

The following table outlines the “Access hierarchy”, i.e. answer the question “which PIN should be verified in which situation?”

PIN to verify
MASTER_PIN status
APPL_PIN status


E
NE
E
NE

MASTER_PIN status
E
-
-
APPL_PIN
MASTER_PIN


NE
-
-
APPL_PIN
NO PIN

APPL_PIN status
E
APPL_PIN
APPL_PIN
-
-


NE
MASTER_PIN
NO PIN
-
-

In the simple case there will be no changes to the coding of the status information but the UICC will, of course, have to check the status of the MASTER_PIN if the APPL_PIN is NE to resolve the actual PIN status. 

Scenario 2: advanced case

In the more advanced case it will be possible for an application to disregard the status of the MASTER_PIN, thus in effect make it possible to have no PIN verification – this would “emulate” the GSM SIM scenario where the PIN is disabled.

The following table outlines the “Access hierarchy”, i.e. answer the question “which PIN should be verified in which situation?”

PIN to verify
MASTER_PIN status
APPL_PIN status


E
NE
E
NE





UMP
DUMP

MASTER_PIN status
E
-
-
APPL_PIN
MASTER_PIN
NO PIN


NE
-
-
APPL_PIN
NO PIN
NO PIN

APPL_PIN status
E
APPL_PIN
APPL_PIN
-
-
-


NE
UMP
MASTER_PIN
NO PIN
-
-
-



DUMP
NO PIN
NO PIN
-
-
-

UMP :   Use MASTER_PIN

DUMP:  Do not use MASTER_PIN

In the advanced case there will be changes to the coding of the status information, namely there is a need to store the information on whether in MASTER_PIN is to be used or not in case the APPL_PIN is not enabled.

In the status in status information for the MF and the ADF the following changes are introduced (compared to GSM):

Byte 17 of the status information holds the number of secret keys and is coded as follows:

GSM specific data:

Byte(s)
Description
Length

14
File characteristics (see detail 1)
1

15
Number of DFs which are a direct child of the current directory
1

16
Number of EFs which are a direct child of the current directory
1

17
Number of CHVs, UNBLOCK CHVs and administrative codes
1

18
RFU
1

19
PIN status (see detail 2a)
1

20
UNBLOCK PIN status (see detail 2a)
1

21
CHV2 status (see detail 2)
1

22
UNBLOCK CHV2 status (see detail 2)
1

23
RFU
1

24 – 34
Reserved for the administrative management
0 ( lgth ( 11

Detail 2: Status byte of a secret code



b8
b7
b6
b5
b4
b3
b2
b1











Number of false presentations remaining 
('0' means blocked)











RFU











b8=0: secret code not initialised,

b8=1: secret code initialised

Detail 2a: Status byte of a PIN code



b8
b7
b6
b5
b4
b3
b2
b1











Number of false presentations remaining 
('0' means blocked)











 b7=0: MASTER_PIN usage not initialised,

B7=1: MASTER_PIN usage initialised











b8=0: secret code not initialised,

b8=1: secret code initialised

Should the coding of the status information be special for the MF (there is no need to include the changes – regardless of the scenarios listed above – in detail 2a since the PIN for the MF is the MASTER_PIN) ????

UICC requirements

· It is the responsibility of the UICC to ensure that the AC PIN is always updated for an application.

· If the AC is verified correctly at one point in time, it should not be possible to change the status during the current application session. Thus it shall not be possible to “stop” an application by e.g. enabling the APPL_PIN  during the session. A change will only affect future application sessions.

General requirements

· It shall be possible to enable/disable both an APPL_PIN and the MASTER_PIN independently, i.e. at the ME/UICC interface there shall be means to identify which PIN the procedure should be invoked.

· There has to be a set of PIN’s (one and two) as well as PUK’s related to the card – these PIN’s/PUK’s shall not be the same as the ones for an application (e.g.  USIM).
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