Page 1



3GPP TSG-T3 #34
T3-050053
Barcelona, Spain, 8-11 February 2005
	CR-Form-v7.1

	CHANGE REQUEST

	

	(

	31.115
	CR
	
	(

rev
	-
	(

Current version:
	6.4.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Introduction of secured data download for USSD

	
	

	Source:
(

	Axalto

	
	

	Work item code:
(

	USSD
	
	Date: (

	12/01/2005

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

     Rel-7
(Release 7)



	
	

	Reason for change:
(

	Following the release 6 WIs from SA1 and T3 about USSD message transfer to USIM, it was intended and agreed to add secured data download to USSD.

	
	

	Summary of change:
(

	The concept of secured download is introduced for USSD

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	1, 2, 3.2, 6 (new)

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	This document is related to T3-0500xx


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

1
Scope

The present document specifies the structure of the Secured Packets in implementations using Short Message Service Point to Point (SMS-PP), Short Message Service Cell Broadcast (SMS-CB), and Unstructured Supplementary Service Data (USSD) based on TS 102 225 [9].

The structure of the Secured Packets shall comply with the one defined in TS 102 225 [9]. The present document only contains additional requirements or explicit limitations for SIM/USIM applications.

It is applicable to the exchange of secured packets between an entity in a 3G or GSM PLMN and an entity in the (U)SIM.

Secured Packets contain application messages to which certain mechanisms according to TS 102 224 [2] have been applied. Application messages are commands or data exchanged between an application resident in or behind the 3G or GSM PLMN and on the (U)SIM. The Sending/Receiving Entity in the 3G or GSM PLMN and the UICC are responsible for applying the security mechanisms to the application messages and thus turning them into Secured Packets.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.


For a specific reference, subsequent revisions do not apply.


For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
ETSI TS 102 224 Release 6: "Smart Cards; Security mechanisms for UICC based Applications - Functional requirements".

[3]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[4]
3GPP TS 24.011: "Point‑to‑Point (PP) Short Message Service (SMS) support on mobile radio interface".

[5]
ISO/IEC 7816-6 (1996): "Identification cards - Integrated circuit(s) cards with contacts - Part 6: Interindustry data elements".

[6]
3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".

[7]
3GPP TS 24.012: "Short Message Service Cell Broadcast (SMSCB) support on the mobile radio interface".

[8]
3GPP TS 23.038: "Alphabets and language-specific information".

[9]
ETSI TS 102 225 Release 6: "Smart Cards; Secured packet structure for UICC based applications".
[xx]
3GPP TS 31.111: "Technical Specification Group Terminals; USIM Application Toolkit (USAT)"
3.2
Abbreviations

For the purpose of the present document, the abbreviations given in TS 102 225 [9] and the following apply:

CBC
Cipher Block Chaining

CBS
Cell Broadcast Service

DCS
Data Coding Scheme

IEI
Information Element Identifier

IEIDL
Information Element Identifier Data Length

IED
Information Element Data

MID
Message IDentifier

MO-SMS
Mobile Originated Short Message Service

MT-SMS
Mobile Terminated Short Message Service

PLMN
Public Land Mobile Network

PP
Page Parameter

SIM
Subscriber Identity Module

SM
Short Message

SMS
Short Message Service

SMS-PP
Short Message Service - Point to Point

SMS-CB
Short Message Service - Cell Broadcast

SMS-SC
Short Message Service - Service Centre

SN
Serial Number

USIM
Universal Subscriber Identity Module 
USSD
Unstructured Supplementary Service Data

6
Implementation for USSD 
The USSD application mode enables the transparent transport of data between an application residing in the network and a UICC based application. In such a case, to secure the payload of USSD operations, security mechanisms defined in TS 102 225 [9] shall be applied to the application messages. Generic secured Command Packet and secured Response Packet as defined in TS 102 225 [9] are contained in the Application Data part of the USSD Data Download String (see TS 31.111 [xx]). The PFI byte shall be set to indicate the secured packet format as described in TS 31.111 [xx].
In the Command Packet, the Command Packet Identifier (CPI) value is '03'. CPI, CPL and CHL shall be included in the calculation of the RC/CC/DS.
In the Response Packet, the Response Packet Identifier (RPI) value is '04'. RPI, RPL and RHL shall be included in the calculation of the RC/CC/DS.
If the Command Packet is longer than 156 bytes, then it shall be concatenated according to TS 31.111 [xx]. The relationship between the Command Packet and its inclusion in the structure of a concatenated USSD Data Download message defined in TS 31.111 [xx] is as following:

· The entire Command Packet including the Command Header shall be separated into its component concatenated parts. 

· Each USSD Data Doanload String message shall contain the Packet Format Information, the Message Parameter as defined in TS 31.111 [xx] and the Command Packet header.
· In each subsequent USSD string ofaconcatenated message, the Command Header shall not be present.
If the data is ciphered, then it is ciphered as described in TS 102 225 [9], before being broken down into individual concatenated elements.

An example illustrating a Command Packet split over a sequence of three messages is shown below.
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Figure x: Example of command split using concatenated USSD messages
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