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7
Security features
The security aspects of GSM are described in the normative references TS 42.009 [4] and TS 03.20 [11]. This clause gives information related to security features supported by the SIM to enable the following:

‑
authentication of the subscriber identity to the network;

‑
data confidentiality over the radio interface;

‑
file access conditions.

10.3.14
EFBCCH (Broadcast control channels)

This EF contains information concerning the BCCH according to TS 44.018 [48].

BCCH storage may reduce the extent of a Mobile Station's search of BCCH carriers when selecting a cell. The BCCH carrier lists in an MS shall be in accordance with the procedures specified in TS 44.018 [59]. The MS shall only store BCCH information from the System Information 2 message and not the 2bis extension message.
	Identifier: '6F74'
	Structure: transparent
	Mandatory

	File size: 16 bytes
	Update activity: high

	Access Conditions:


READ
CHV1


UPDATE
CHV1


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 16
	BCCH information
	M
	16 bytes


‑
BCCH information

Coding: 


The information is coded as octets 2‑17 of the "neighbour cells description information element" in TS 44.018 [48].

10.3.38
EFCPBCCH (CPBCCH Information)

This EF contains information concerning the CPBCCH according to TS 44.018 [48] and TS 43.022 [45]. 

CPBCCH storage may reduce the extent of a Mobile Station's search of CPBCCH carriers when selecting a cell. The CPBCCH carrier lists shall be in accordance with the procedures specified in TS 44.018 [48], TS 44.060 [49] and TS 43.022 [45]. The MS stores CPBCCH information from the System Information 19 message, Packet System Information 3, and Packet System Information 3 bis on the SIM. The same CPBCCH carrier shall never occur twice in the list.
	Identifier: '6F63'
	Structure: transparent
	Optional

	File size: 2n bytes
	Update activity: high

	Access Conditions:


READ
CHV1


UPDATE
CHV1


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 2
	Element 1 of CPBCCH carrier list 
	M
	2 bytes

	
	
	
	

	2n-1 to 2n
	Element n of CPBCCH carrier list
	M
	2 bytes


‑
Element in CPBCCH carrier list

Coding: 

Byte 1: first byte of CPBCCH carrier list element

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	LSB of ARFCN

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	 :


Byte 2: second byte of CPBCCH carrier list element

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	 :

	
	
	
	
	
	
	
	
	
	
	MSB of ARFCN

	
	
	
	
	
	
	
	
	
	
	High/Low band indicator

	
	
	
	
	
	
	
	
	
	
	bits b4 to b7 are RFU

	
	
	
	
	
	
	
	
	
	
	Empty indicator


-
ARFCN (10 bits) as defined in TS 45.005 [46].

-
High/Low band indicator: If the ARFCN indicates possibly a channel in the DCS 1800 or a channel in the PCS 1900 band, if the bit is set to '1' the channel is in the higher band (GSM 1900). If the bit is set to '0', the lower band (GSM 1800) is indicated. If ARFCN indicates a unique channel, this indicator shall be set to '0'.

-
Empty indicator: If this bit is set to '1', no CPBCCH carrier is stored in this position. If the Empty Indicator is set to '1', the content of the CPBCCH carrier field shall be ignored. The empty indicator shall also be used, and set to '1', if storage of fewer than maximum number n, of CPBCCH carrier fields is required.
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