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4
Primary clarifications and definitions 

For the purpose of this report, the following clauses clarify the meaning of some important terms.

4.1
2G and 3G

The abbreviation 2G stands for 2nd generation technology and characterises elements of a mobile communication system which are based on the GSM standard, i.e. 2G technical specifications or their equivalent successors under the 3GPP administration. A 2G entity only comprises the mandatory and optional functionality specified in GSM and does not ensure any forward compatibility with 3G, with a particular exception: 2G terminals from Rel-5 onwards have to support the 3G USIM. 

The abbreviation 3G stands for 3rd generation technology and characterises elements of a mobile communication system which are based on 3GPP technical specifications. A 3G entity only comprises the mandatory and optional functionality specified in 3G, features for 2G backward compatibility are only included if explicitly required by the relevant 3G specifications.

Some 3G specifications differentiate the functional extent of a mobile network entity between releases 98 and earlier (R98-) and releases 99 and later (R99+). As for example a GSM ME exists in both release categories while a 3G ME is only defined from release 99 onwards, this split does not make sense without mentioning the respective technology. For the purpose of this document it therefore appears more appropriate to differentiate between 2G and 3G only, with the relationship given by 

2G = GSM = GSM R98- or GSM R99+

3G = 3G R99+

4.2
SIM, USIM and UICC

The most general term for a smart card, i.e. a micro-controller based access module, not only for mobile communication purposes, is "ICC". It is always a physical and logical entity and, in the context of this document, either a SIM or a UICC.

The SIM is the ICC defined for 2G. It has originally been specified as one physical and logical entity, not distinguishing platform and application. In 3G, the SIM may also be an application on the 3G UICC, then of course only represented by its logical characteristics. If the SIM application is active, the UICC is functionally identical to a 2G SIM. The SIM (or SIM application on a UICC) does only accept 2G commands. It is specified in GSM TS 11.11 [7] / TS 51.011 [8].

Unlike the SIM, the USIM is not a physical entity, but a purely logical application that resides on a UICC. It does only accept 3G commands and is therefore not compatible with a 2G ME. The USIM may provide mechanisms to support 2G authentication and key agreement to allow a 3G ME to access a 2G network. It is specified in 3G TS 31.102 [2].

The UICC is the physical and logical platform for the USIM. It does at least contain one USIM application and may additionally contain a SIM application. Further to that, the UICC may contain additional USIMs and other applications, e.g. for mobile banking or mobile commerce purposes, if these fit with the basic physical and logical characteristics of the UICC. It is specified in 3G TS 31.101 [1].

4.3
Types of ME

For the purpose of this document, the following definitions apply for the ME:

· A 3G ME is either a 3G single mode ME that only supports a 3G radio access network or a 2G/3G dual mode ME that supports both, a 2G radio access network (GSM) and a 3G radio access network, which ever is present. In either case it can handle 3G AKA and 2G AKA and is able to interwork with either a USIM application on a UICC or a SIM. For better understanding, explicit usage of the term "2G/3G dual mode ME" points out particular requirements.

-
A 2G ME does only support a 2G radio access network (GSM). 

-
If it is of R98 or earlier, it can only handle 2G AKA and is only able to interwork with either a SIM application on a UICC or a SIM. Then the card interface complies to GSM TS 11.11 [7]. 

-
If it is of R99 or Rel-4, it can handle 2G AKA and is able to interwork with either a SIM application on a UICC or a SIM. Then the card interface complies to GSM TS 11.11 [7] / TS 51.011 [8]. It is an agreed working assumption that it may additionally support 3G AKA and be capable to interwork with a USIM application on a UICC. In this optional mode, the card interface complies to 3G TS 31.101 [1] and 3G TS 31.102 [2]. 
-
If it is of Rel-5 or later, it can handle 2G AKA and 3G AKA (depending on the current network situation) and is capable to work with a USIM application on a UICC. On the card interface, it behaves just like a 3G ME, i.e. it complies to 3G TS 31.101 [1] and 3G TS 31.102 [2]. As a recommended option, the 2G ME of Rel-5 and onwards may additionally support a 2G SIM.

4.4
Types of VLR/SGSN and HLR/AuC

For the purpose of this document, the following definitions apply for the VLR/SGSN and HLR/AuC:

-
A 2G HLR/AuC supports triplet generation for 2G subscriptions, but does not support quintet generation. Only 2G AKA can be performed. A triplet consists of RAND, RES and Kc, while a quintet comprises RAND, XRES, CK, IK and AUTN. A 2G HLR/AuC does not support any conversion functions.

-
A 3G HLR/AuC supports quintet generation for 3G subscriptions. To support 2G AKA, i.e. to  convert quintets into triplets, it shall support conversion functions c2 and c3 as defined in 3G TS 33.102 [6]. It may additionally support pure triplet generation for 2G subscriptions.

- 
A 2G VLR/SGSN only supports 2G AKA and can only be attached to a 2G BSS. It does not support any conversion functions.

-
A 3G VLR/SGSN supports 3G AKA and 2G AKA. It can be attached to a 3G BSS and/or a 2G BSS. To convert quintets from a 3G HLR/AuC into triplets necessary for 2G AKA, it shall support conversion functions c2 and c3 as defined in 3G TS 33.102 [6].

4.5
Security related terms


2G AKA is the procedure to provide authentication of an ICC to a serving network domain and to generate the key Kc in accordance to the mechanisms specified in TS 03.20. In a mixed 2G/3G network environment 2G AKA is performed when - except for the BSS - at least one other element is 2G.

3G AKA is the procedure to provide mutual authentication between an ICC and a serving network domain and to generate the keys CK and IK in accordance to the mechanisms specified in 3G TS 33.102 [6]. For 3G AKA all involved elements - except for the BSS - have to be 3G.

2G Security Context is a state that is established between a user and a serving network domain (i.e. between the ICC and the VLR/SGSN) after the execution of 2G AKA, with ciphering Kc available at either side.

3G Security Context is a state that is established between a user and a serving network domain (i.e. between the ICC and the VLR/SGSN) after the execution of 3G AKA, with ciphering and integrity protection keys CK and IK available at either side. 3G Security Context is still given, if these keys are converted into Kc to work with a 2G BSS. 

5
Interworking between the ME and the ICC

The 3G system is designed to be compatible with GSM and several interworking requirements apply. Regarding the ICC/ME interface, some basic requirements can be identified in the 3G standards. They are differing between the subsequent releases:

For R99, the following applies:

- 
In 3G TS 22.100 [4]: "The UMTS mobile terminal shall support phase 2 and phase 2+ GSM SIMs as access modules to UMTS networks." In other words: A R99 3G ME shall support a 2G ICC.

- 
In 3G TS 22.101 [5]: "It shall be possible to use the UICC in 2G terminals to provide access to GSM networks. In order to achieve that option, it shall be possible to store a module containing 2G access functionalities on the UICC which shall be accessed via the standard GSM SIM-terminal interface. " In other words: The R99 UICC may contain a SIM application.
NOTE: 
It is an agreed working assumption within 3GPP that a 2G terminal of R99 may additionally provide a USIM interface. This assumption is used throughout this document when R99 2G terminals are considered.
For Rel-4, 3G TS 22.100 [4] does not exist. There are however similar statements in 3G TS 22.101 [5]:

- 
"The basic mandatory UE requirements are: Support  for GSM phase 2 and 2+ SIM cards […]", meaning that also a Rel-4 ME does work with a 2G ICC.

-
"It shall be possible to use the UICC in 2G terminals to provide access to networks supporting GERAN (including networks based on earlier GSM specifications). In order to achieve that option, it shall be possible to store a module containing 2G access functionalities on the UICC, which shall be accessed via the standard SIM-terminal interface." In other words: The Rel-4 UICC may contain a SIM application.
NOTE: 
It is an agreed working assumption within 3GPP that a 2G terminal of Rel-4 may additionally provide a USIM interface. This assumption is used throughout this document when Rel-4 2G terminals are considered.
Therefore, in R99 and Rel-4 we have the same situation. Note that it is not a mandatory requirement in R99 and Rel-4 that a USIM has to be supported by a 2G ME. However - as per the working assumption - it is optional and in addition to the 2G SIM interface. In order to allow a 3G UICC to work in a 2G ME where the USIM is not supported, it is feasible to put a SIM application (according to TS 11.11 [7] / TS 51.011 [8]) onto the UICC in addition to the USIM. 

For Rel-5, the requirement for 2G MEs to support 2G ICCs was deleted from 3G TS 22.101[5], instead the following statements were inserted:

- 
"In Release 5 and later, terminals supporting only GERAN shall support USIM." with a note "It is strongly recommended that manufacturers implement SIM support on GERAN only terminals until the population of SIMs in the market is reduced to a low level."

-
"The basic mandatory UE requirements are: Support  for USIM. Optional support of GSM phase 2, 2+, 3GPP Release 99 and Release 4 SIM cards. […] Support for the SIM is optional for the UE, however, if it is supported, all the mandatory requirements for SIM shall be supported in the UE […]."

This means basically that for 2G and 3G MEs of Rel-5 the support of 2G SIMs is now optional and it is mandatory (in particular for the 2G ME) to support the USIM. Note that although a SIM application on the UICC is no longer mentioned, it is still essential (and certainly allowed) to support Rel-4 and earlier terminals that do not optionally accept a USIM with a SIM application on Rel-5 UICCs. In this case, the Rel-4 SIM specifications apply.

For the ICC/ME interface, with two main types of ME  (3G and 2G) and two main types of ICC (UICC and SIM), four different scenarios can be identified. They are described in the following sections with appropriate splits into sub-sections if release specific differences have to be taken into account.
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