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	Reason for change:
(

	The GBA_U related procedures in TS 31.102, are not in line with those described in TS 33.220. The following points should be clarified in TS 31.102:

· It is stated in the annex G of TS 33.220 that after a successful bootstrap operation, the ME stores in the UICC the Transaction Identifier (B-TID) and the Key Life Time associated with the previous bootstrapped keys. While in section 5.2.20 of TS 31.102 it is only stated that the B-TID shall be updated in EFGBABP
· TS 33.220 clarifies that in the UE there is at most one Ks_int_NAF/Ks_ext_NAF key pair stored per NAF_Id. This clarification should exist in the GBA_U-related procedures in TS 31.102.

· TS 33.220 indicates that if NAF key, derived from one NAF_ID, is updated, the other NAF keys, derived from different NAF_ID values, stored on the UE shall not be affected. 

· Finally, in some cases, the NAF_ID is not enough to identify the Ks_int_NAF/Ks_est_NAF unambiguously. For example, a new NAF key generation, from which the http session was not able to complete towards the corresponding NAF, results in different Ks_ext_NAF/Ks_int_NAF key pairs (one in the UE and another in the NAF) identified with the same NAF_ID. Therefore, text should also be added in TS 31.102 to indicate that the USIM shall store B-TID together with Ks_int_NAF and NAF_ID in order to identify unambiguously the Ks_int_NAF key.
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5.2.20
Generic Bootstrapping architecture (Bootstrap)

The ME uses the AUTHENTICATE command in GBA security context (Bootstrapping Mode) (see 7.1.1). The response is sent to the ME.

After a successful GBA_U Procedure, the ME shall update the B-TID field and the Key Life Time field in EFGBABP 
7.1.1.4
GBA security context (Bootstrapping Mode)

USIM operations in GBA security context are supported if service n°68 is "available".

The USIM receives the RAND and AUTN. The USIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number SQN = (SQN  AK)  AK.

The USIM calculates IK = f4K (RAND) and MAC (by performing the MAC modification function described in TS 33.220 [42]). Then the USIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC previously produced. If they are different, the USIM abandons the function.
Then the USIM proceeds by checking AUTN as in UMTS security context. If the USIM detects the sequence numbers to be invalid, this is considered as a synchronisation failure and the USIM abandons the function. In this case the command response is AUTS, which is computed as in UMTS security context.

If the sequence number is considered in the correct range, the USIM computes RES = f2K (RAND) and the cipher key CK = f3K (RAND). 

The USIM then derives and stores GBA_U bootstrapped key material from CK, IK values. The USIM shall also stores RAND in the RAND field of EFGBABP
NOTE1:
The USIM stores GBA_U bootstrapped key material from only one bootstrapping procedure. The previous bootstrapped key material, if present, shall be replaced by the new one. This key material is linked with the data contained in EFGBABP : RAND, which is updated by the USIM and B-TID, which shall be further updated by the ME.
NOTE2:
NAF-specific keys, which may be stored on the USIM are not affected by this bootstrapping operation.
RES is included in the command response after flipping the least significant bit.

Input:

‑
RAND, AUTN
Output:

-
RES

or

-
AUTS

7.1.1.5
GBA security context (NAF Derivation Mode)

USIM operations in GBA security context are supported if service n°68 is "available".

The USIM receives the NAF_ID and IMPI. 

The USIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure.

If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned. 
Otherwise, the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID. The Ks_int_NAF keys related to other NAF_IDs, which are already stored in the USIM, shall not be affected.   
NOTE:
The USIM can contain several Ks_int_NAF together with the associated B-TID and NAF_ID, but there is at most one pair of Ks_int_NAF and associated B-TID stored per NAF_ID.
Then, the USIM returns Ks_ext_NAF.
Input:

‑
NAF_ID, IMPI

Output:

-
Ks_ext_NAF
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