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------------------------------ First change starts here ------------------------------------------------------------------------

4.3
Types of ME

For the purpose of this document, the following definitions apply for the ME:

· A 3G ME is either a 3G single mode ME that only supports a 3G radio access network or a 2G/3G dual mode ME that supports both, a 2G radio access network (GSM) and a 3G radio access network, which ever is present. In either case it can handle 3G AKA and 2G AKA and is able to interwork with either a USIM application on a UICC or a SIM. For better understanding, explicit usage of the term "2G/3G dual mode ME" points out particular requirements.

-
A 2G ME does only support a 2G radio access network (GSM). 

· 
· If it is of Rel-4 or earlier, it can handle 2G AKA and may optionally  handle 3G AKA (depending on the current network situation) and is capable to work with a SIM application or optionally a USIM application on a UICC. The behaviour of the ME is:
· When  a SIM is inserted, then the card interface complies to GSM TS 11.11 [7] / TS 51.011 [8].
· If the ME supports the USIM application, then, when  a UICC with a USIM application is inserted, the card interface complies to 3G TS 31.101 [1] and 3G TS 31.102 [2].
-
If it is of Rel-5 or later, it can handle 2G AKA and 3G AKA (depending on the current network situation) and is capable to work with a USIM application on a UICC. On the card interface, it behaves just like a 3G ME, i.e. it complies to 3G TS 31.101 [1] and 3G TS 31.102 [2]. As a recommended option, the 2G ME of Rel-5 and onwards may additionally support a 2G SIM.

------------------------------ Second change starts here ------------------------------------------------------------------------

6.2.1
2G ME of Rel-4 (or earlier)

When the ME is 2G and of Rel-4 (or earlier) and the ICC is 3G (i.e. it is a UICC), it is optional for the ME to support the USIM. If the USIM is supported  then again eight different combinations of the remaining three network components are existing. They are given in the following table: 

	Case
	ICC
	ME
	BSS
	VLR/SGSN
	HLR/AuC
	Service
	Figure 3

	1
	3G
	2G

(Rel-4 or earlier)
	3G
	3G
	3G
	no
	

	2
	
	
	2G
	3G
	3G
	yes 1)
	B'

	3
	
	
	3G
	2G
	3G
	no
	

	4
	
	
	2G
	2G
	3G
	yes 2)
	C'

	5
	
	
	3G
	3G
	2G
	no
	

	6
	
	
	2G
	3G
	2G
	yes 2)
	E'

	7
	
	
	3G
	2G
	2G
	no
	

	8
	
	
	2G
	2G
	2G
	yes 2)
	D'

	Note: 
1) requires service n° 27 supported by the USIM



2) requires services n° 27 and n° 38 supported by the USIM


Cases 1, 3, 5, 7: 
A 2G ME cannot interwork with a 3G BSS. Further, in cases 3 and 7, a 3G BSS does not work in combination with a 2G VLR/SGSN. No service in these cases.

Case 2: 
All system elements are 3G, except for the terminal and the radio interface, which are 2G. This applies when a 3G UICC in a 2G ME roams into a 2G radio access network, which is connected to a 3G VLR/SGSN (e.g. when in the start phase of a 3G network not yet all existing 2G BSS are replaced by 3G technology, while the VLR/SGSN is already 3G). 

The Rel-4 or earlier 2G ME and the 2G BSS are transparent for 3G authentication parameters. To derive the ciphering key Kc for the 2G BSS, the 3G VLR/SGSN and the 3G ICC have to compute Kc from CK, IK with conversion function c3 and send it to the BSS and to the ME. Despite a 2G radio access network is involved, 3G security context is established.

The USIM receives parameters RAND and AUTN and calculates RES, CK and IK. If service n° 27 is available, Kc is generated by conversion function c3 and additionally included in the response. The keys CK and IK are not needed in this security scenario and can be discarded by the ME. If the USIM does not support service n° 27, network access is not possible.

This scenario is marked with B' in figure 3.

Case 4: 
ICC and HLR/AuC are 3G, ME, BSS and VLR/SGSN are 2G. This applies when a 3G UICC in a 2G ME roams into a 2G network - a very common case as networks will introduce 3G technology at different times or not at all.

Upon request by a 2G VLR/SGSN the 3G HLR/AuC produces 2G triplets RAND, RES, Kc out of 3G quintets RAND, XRES, CK, IK, AUTN. It therefore applies conversion function c2 to generate RES from XRES and conversion function c3 to generate Kc from CK and IK. RAND is left unchanged and AUTN is discarded. The 2G triplet is then sent to the VLR/SGSN. Between the VLR/SGSN and the USIM 2G AKA is executed, i.e. using RAND in the request and SRES in the response.

To handle 2G AKA, the USIM must be capable to accept a request with RAND and return a response with SRES and Kc. The support of the virtual 2G mode is indicated by service n° 38 in the USIM Service Table. Since a 2G BSS is involved, service n° 27 is also necessary. In case the USIM does not support services n° 27 and n° 38, network access is not possible.

This scenario is marked with C' in figure 3.

Case 6:
All system elements are 2G, except for the ICC and the VLR/SGSN, which are 3G. It is possible to keep a 3G subscription in a 2G HLR/AuC, however on request by a 3G VLR/SGSN this can only deliver 2G triplets RAND, RES and Kc. The 3G VLR/SGSN is backward compatible and behaves like a 2G VLR/SGSN: Between the VLR/SGSN and the USIM 2G AKA is executed, i.e. using RAND in the request and SRES in the response. 

To handle 2G AKA, the USIM must be capable to accept a request with RAND and return a response with SRES and Kc. The support of the virtual 2G mode is indicated by service n° 38 in the USIM Service Table. Since a 2G BSS is involved, service n° 27 is also necessary. In case the USIM does not support services n° 27 and n° 38, network access is not possible.

This scenario is marked with E' in figure 3.

Case 8:
ICC is 3G, ME, BSS, VLR/SGSN and HLR/AuC are 2G. The situation is actually very similar to case 4, but here the 2G HLR/AuC is delivering the necessary 2G triplets directly.

Again this mixed network environment requires the virtual 2G mode in the USIM, indicated by service n° 38. As a 2G BSS is involved, service n° 27 is also necessary. If the USIM does not support services n° 27 and n° 38, network access is not possible.

This scenario is marked with D' in figure 3.
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Figure 3: Possible interworking scenarios of a 2G ME 
and UICC with different network environments
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