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5.3
User data stored in ME

Subject to the exception below, all user related information transferred into the ME during network operations shall be deleted from the ME after removal of the UICC, deselection of the USIM, deactivation of the ME, or following an electrical reset of the UICC. [This includes any data that was transferred to the ME by USIM Application Toolkit commands. FFS]

User related security codes such as PIN and Unblock PIN may only be stored by the ME during the procedures involving such a code and shall be discarded by the ME immediately after completion of the procedure.

Optionally, an ME may retain some less security-sensitive data at UICC removal, USIM deselection or ME switch-off. Such data are SMS, ADN/SSC, FDN/SSC,call details . These data, when stored in the ME, shall only be readable/retrievable if the same USIM is reactivated (as determined by the IMSI). If the IMSI is retained in the ME for this purpose, it shall be stored securely and shall not be able to be read out.

7
Service Requirements

7.1
User profiles

Each USIM shall contain at least one user profile [FFS].

7.2
Data transfer

A mechanism allowing highly secure transfer of applications and/or associated data to/from the UICC/USIM shall be specified in line with the requirements in 3G TS 22.101 [2]. This requires a secure transfer mechanism. GSM 02.48 [20] and GSM 03.48 [21] could be considered here, however this is limited to the case where the application to be downloaded runs in the context of an existing subscription. The security requirements in the case where, for instance, a new USIM or other application has to be downloaded, requires further study.

It is envisaged that in early USIM specifications, the transfer of subscription-related applications (e.g. SIM application toolkit applications) will be specified. The generic application download (e.g. download of a new USIM) is not likely to be included in these early specifications.

Application creation comprises file creation and other administrative operations on the, as well as negotiation of code type or language.

7.3
Application execution environment

An application execution environment may exist on the UICC/USIM which includes  functionality defined in 3G TS 31.111 [6].

7.4
Profile exchange

A mechanism for the ME, the USIM and the network to exchange service capabilities shall be specified. The following exchange of service capabilities may occur:

-
ME services capabilities may be provided to the USIM/UICC;

-
USIM/UICC services capabilities may be provided to the ME (and thus potentially to the network);

-
network services capabilities may be provided to the USIM/UICC via the ME.

7.5
Version identification

A means for identification of the version of the USIM shall be provided.
7.x
Storage of call details

See section 10.3 for a definition.
When the UICC/USIM supports call details storage, the ME shall store call details information in the UICC/USIM.
NOTE:
this does not preclude the ME to retain also this information.
10.3
Storage of call details

The specification shall support provision of storage for call detail information. The call detail information consists of the following attributes:

-
mobile terminated calls:


calling party number, date and time, calling party's name and status of call (i.e. answered or missed), duration and [FFS] charge;

-
mobile originated calls:


called party number, date and time, called party's name, duration and [FFS] charge;

-
accumulated duration of preceding calls, separately for mobile originated and mobile terminated calls;

-
accumulated charge information of preceding calls [FFS].

Call detail attributes are optional. A value to mark them as "undefined" shall be available.

NOTE 1:
The calling/called party's name may be available from the Phone Book.

NOTE 2:
The storage of multiparty call information is FFS.
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