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	As requested from CN1 (LS N1-040162) a list of features is needed in the USIM to support for I-WLAN. Re-authentication identity storage in the USIM is under discussion in CN1. However, there are clear SA1 service requirements (S1-040257) and SA3 recomendations (S3-040019) on that.

From SA1 requirements on TS 22.011 v 6.3.0: 

  “6.3
I-WLAN access parameters

I-WLAN access parameters include operator and user preferences on network selection.

It shall be possible to store these parameters on the USIM.

For I-WLAN access and PLMN selection purposes, the WLAN UE shall by default use the I-WLAN access parameters stored in the UICC (if they are available).
“
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	The following changes are included:

-Addition of DFI-WLAN  at the ADF USIM level

-Addition of the following files at the DFI-WLAN level : 
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-Addition of related procedures
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4.4
Contents of DFs at the USIM ADF (Application DF) level

[...]
4.4.x 
Contents of files at the DF I-WLAN level 
This clause describes the additional files that are used for I-WLAN purposes.
DFI-WLAN shall exist at the ADF USIM level if the I-WLAN service is allocated in EFUST  (USIM Service Table) of such application. 
4.4.x.2
EFRI (Reauthentication Identity)

This EF contains a list of parameters linked to a re-authentication identity to be used in fast re-authentication. Re-authentication identities and related parameters (Master Key and Counter Value) are provided as part of a previous authentication sequence. 

Structure of EFRI
	Identifier: '4F05'
	Structure: Transparent
	Optional

	File size: n
	Update activity: high

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Re-authentication Identity Length
	M
	1 byte

	2-J+2
	Re-authentication Identity Value
	M
	J bytes

	J+3-J+4
	Master Key Tag
	M
	1 byte

	J+5-J+6
	Master Key Length
	M
	1 byte

	J+7-J+K+7
	Master Key Value
	M
	K bytes

	J+K+8- J+K+9
	Counter Tag
	M
	1 byte

	J+K+10- J+K+11
	Counter Length
	M
	1 byte

	J+K+12- J+K+L+13
	Counter Value
	M
	L bytes


· Reauthentication Identity. 

Contents:

Re-authentication identity to be used as the username part of the NAI

Coding: 

As described for the user portion of the NAI in [x40]. Unused bytes shall be set to ‘FF’ and shall not be considered as a part of the value.

· Master Key. 

Contents:

Master Key TLV.

Coding: 

As described in [x39]. 

· Counter. 

Contents:

- Counter Value

Coding: 

- As described in [x39].

5.x 
I-WLAN related  procedures

[...]
5.x.3 
WLAN access Authentication
[...]
When the ME tries a fast re-authentication (for both EAP-SIM or EAP-AKA), it shall inspect if a valid reauthentication identity available in EFRI.  The ME shall use the re-authentiction identity, Master Key and counter values stored in this file for WLAN access fast re-authentication following the procedures described in [x39].
[...]
When the ME tries a re-authentication (for both EAP-SIM or EAP-AKA) it shall read the reauthentication Identitiy and assocaited parameters available in EFRIL.  
The ME shall use these values (in pritoriity order) instead of those stored in the ME (if any) for WLAN access reauthentication following the procedures described in [x39].
Following a WLAN (re)authentication, the ME shall include a new re-authentication idendity and associated parameters (if provided by the AAA server)  in the corresponding file (EFRIL).

The ME shall manage re-authentication identities, Master Key and counter values as defined in [x39].
[...]
2
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3GPP TS 33.234: "WLAN Interworking Security." 
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3GPP TR 23.934: “3GPP system to WLAN Interworking; Functional and architectural definition”
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2FE2'
	ICC identification
	No

	'4F20'
	Image data
	Yes

	‘4F20’
	GSM Ciphering key Kc
	No

	'4FXX'
	Image Instance data Files 
	Yes

	'4FXX'
	Unique identifier
	Yes

	'4F22'
	Phone book synchronisation counter
	Yes

	'4F23'
	Change counter
	Yes

	'4F24'
	Previous unique identifier
	Yes

	'4F30'
	Phone book reference file
	Yes

	'4FXX'
	Capability configuration parameters 1
	Yes 

	‘4F52’
	GPRS Ciphring key KcGPRS
	No

	'4F63'
	CPBCCH Information
	No

	'4F64’
	Investigation Scan
	Caution

	'4FXX'
	Additional number alpha string
	Yes

	'4FXX'
	Additional number
	Yes

	'4FXX'
	Second name entry
	Yes

	'4FXX'
	Grouping information alpha string
	Yes

	'4FXX'
	Phone book control
	Yes

	'4FXX'
	E-mail addresses
	Yes

	'4FXX'
	Index administration phone book
	Yes

	'4FXX'
	Extension 1
	Yes 

	'4FXX'
	Abbreviated dialling numbers
	Yes 

	'4FXX'
	Grouping file
	Yes

	'6F05'
	Language indication 
	Yes

	‘6F06’
	Access rule reference (under ADFUSIM and DFTELECOM)
	Caution

	'6F07'
	IMSI
	Caution (Note 1)

	'6F08'
	Ciphering and integrity keys
	No 

	'6F09'
	Ciphering and integrity keys for packet switched domain
	No 

	'6F2C'
	De-personalization Control Keys
	Caution

	'6F31'
	HPLMN search period
	Caution

	'6F32'
	Co-operative network list
	Caution

	'6F37'
	ACM maximum value
	Yes

	'6F38'
	USIM service table
	Caution

	'6F39'
	Accumulated call meter
	Yes

	'6F3B'
	Fixed dialling numbers
	Yes

	'6F3C'
	Short messages
	Yes

	'6F3E'
	Group identifier level 1
	Yes

	'6F3F'
	Group identifier level 2
	Yes

	
	
	

	Continued….


	File identification
	Description
	Change advised

	'6F40'
	MSISDN storage
	Yes

	'6F41'
	PUCT
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	'6F45'
	CBMI
	Caution

	'6F46'
	Service provider name
	Yes

	'6F47'
	Short message status reports
	Yes

	'6F48'
	CBMID
	Yes

	'6F49'
	Service Dialling Numbers
	Yes

	'6F4B'
	Extension 2
	Yes

	'6F4C'
	Extension 3
	Yes

	'6F4D'
	Barred dialling numbers
	Yes

	'6F4E'
	Extension 5
	Yes

	'6F4F'
	Capability configuration parameters 2
	Yes 

	'6F50'
	CBMIR
	Yes

	'6F54'
	SetUp Menu Elements
	Yes

	‘6F55’
	Extension 4
	Yes

	'6F56'
	Enabled services table
	Caution

	'6F57'
	Access point name control list
	Yes

	'6F58'
	Comparison method information
	Yes

	'6F5B'
	Initialisation value for Hyperframe number
	Caution

	'6F5C'
	Maximum value of START
	Yes

	'6F60'
	User controlled PLMN selector with Access Technology
	No

	'6F61'
	Operator controlled PLMN selector with Access Technology
	Caution

	'6F62'
	HPLMN selector with Access Technology
	Caution

	'6F73'
	Packet switched location information
	Caution 

	'6F78'
	Access control class
	Caution

	'6F7B'
	Forbidden PLMNs
	Caution

	'6F7E'
	Location information
	No (Note 1)

	'6F80'
	Incoming call information
	Yes

	'6F81'
	Outgoing call information
	Yes

	'6F82'
	Incoming call timer
	Yes

	'6F83'
	Outgoing call timer
	Yes

	'6FAD'
	Administrative data
	Caution

	'6FB5'
	Enhanced Multi Level Pre-emption and Priority
	Yes

	'6FB6'
	Automatic Answer for eMLPP Service
	Yes

	'6FB7'
	Emergency Call Codes
	Caution

	'6FC3'
	Key for hidden phone book entries
	No

	'6FC4'
	Network Parameters
	No

	'6FC5'
	PLMN Network Name
	Yes

	'6FC6'
	Operator Network List
	Yes

	'6FC7'
	Mailbox Dialling Numbers
	Yes

	'6FC8'
	Extension 6
	Yes

	'6FC9'
	Mailbox Identifier
	Caution

	'6FCA'
	Message Waiting Indication Status
	Caution

	'6FCB'
	Call Forwarding Indication Status
	Caution

	'6FCC'
	Extension 7
	Yes

	'6FCD'
	Service Provider Display Information
	Yes

	‘6FCE’
	MMS Notification 
	Yes

	‘6FCF’
	Extension 8
	Yes

	‘6FD0’
	MMS Issuer Connectivity Parameters 
	Yes

	‘6FD1’
	MMS User Preferences
	Yes

	‘6FD2’
	MMS User Connectivity Parameters
	Yes

	...
	
	

	‘4F05’
	Reauthentication Identity List
	Yes

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI accordingly.


Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependant

	'2F05'
	Preferred languages
	'FF…FF'

	'2F06'
	Access rule reference
	Card issuer/operator dependant

	'2FE2'
	ICC identification
	operator dependant 

	'4F20'
	Image data 
	'00FF...FF'

	‘4F20’
	GSM Ciphering key Kc
	'FF...FF07'

	'4FXX'
	Image instance data files
	'FF…FF'

	'4FXX'
	Unique identifier
	'0000'

	'4F22'
	Phone book synchronisation counter
	'00000000'

	'4F23'
	Change counter
	'0000'

	'4F24'
	Previous unique identifier
	'0000'

	'4F30'
	Phone book reference file
	Operator dependant

	'4FXX'
	Capability configuration parameters 1
	'FF…FF'

	‘4F52’
	GPRS Ciphring key KcGPRS
	'FF...FF07'

	'4F63'
	CPBCCH Information
	'FF..FF'

	'4F64'
	Investigation PLMN scan
	'00'

	'4FXX'
	E-mail addresses 
	'FF…FF'

	'4FXX'
	Additional number alpha string
	'FF…FF'

	'4FXX'
	Second name entry
	'FF…FF'

	'4FXX'
	Abbreviated dialling numbers
	'FF...FF'

	'4FXX'
	Grouping file
	'00…00'

	'4FXX'
	Grouping information alpha string
	'FF…FF'

	'4FXX'
	Phone book control
	'0000'

	'4FXX'
	Index administration phone book
	'FF…FF'

	'4FXX'
	Additional number
	'FF…FF'

	'4FXX'
	Extension 1
	'00FF...FF'

	'6F05'
	Language indication
	'FF…FF'

	'6F06'
	Access rule reference (under ADFUSIM and DFTELECOM)
	Card issuer/operator dependant

	'6F07'
	IMSI
	Operator dependant 

	'6F08'
	Ciphering and integrity keys
	'07FF…FF'

	'6F09'
	Ciphering and integrity keys for packet switched domain
	'07FF…FF'

	'6F2C'
	De-personalization control keys
	'FF…FF'

	'6F31'
	HPLMN search period
	'FF'

	'6F32'
	Co-operative network list
	'FF…FF'

	'6F37'
	ACM maximum value
	'000000' (see note 1)

	'6F38'
	USIM service table
	Operator dependant 

	'6F39'
	Accumulated call meter
	'000000'

	'6F3B'
	Fixed dialling numbers
	'FF...FF'

	'6F3C'
	Short messages
	'00FF...FF'

	'6F3E'
	Group identifier level 1
	Operator dependant

	'6F3F'
	Group identifier level 2
	Operator dependant

	'6F40'
	MSISDN storage
	'FF...FF'

	'6F41'
	PUCT
	'FFFFFF0000'

	'6F42'
	SMS parameters
	'FF...FF'

	'6F43'
	SMS status
	'FF...FF'

	'6F45'
	CBMI
	'FF...FF'

	'6F46'
	Service provider name
	Operator dependant 

	'6F47'
	Short message status reports
	'00FF…FF'

	'6F48'
	CBMID
	'FF...FF'

	'6F49'
	Service Dialling Numbers
	'FF...FF'

	'6F4B'
	Extension 2
	'00FF...FF'

	'6F4C'
	Extension 3
	'00FF...FF'

	
	
	

	
	Continued....
	


	File Identification
	Description
	Value

	'6F4D'
	Barred Dialling Numbers
	'FF...FF'

	'6F4E'
	Extension 5
	'00FF...FF'

	'6F4F'
	Capability configuration parameters 2
	'FF...FF'

	'6F50'
	CBMIR
	'FF...FF'

	'6F54'
	SetUp Menu Elements
	Operator dependant 

	'6F55'
	Extension 4
	'FF...FF'

	'6F56'
	Enabled services table
	Operator dependant

	'6F57'
	Access point name control list
	'00FF…FF'

	'6F58'
	Comparison method information
	'FF…FF'

	'6F5B'
	Initialisation value for Hyperframe number
	'F0 00 00 F0 00 00'

	'6F5C'
	Maximum value of START
	Operator dependant

	'6F60'
	User controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F61'
	Operator controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F62'
	HPLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F73'
	Packet switched location information
	'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F78'
	Access control class
	Operator dependant 

	'6F7B'
	Forbidden PLMNs
	'FF...FF'

	'6F7E
	Location information
	'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F80'
	Incoming call information
	'FF…FF 000000 00 01FFFF'

	'6F81'
	Outgoing call information
	'FF…FF 000000 01FFFF'

	'6F82'
	Incoming call timer
	'000000'

	'6F83'
	Outgoing call timer
	'000000'

	'6FAD'
	Administrative data
	Operator dependant 

	'6FB5'
	EMLPP
	Operator dependant

	'6FB6'
	AaeM
	'00'

	'6FB7'
	Emergency call codes
	Operator dependant

	'6FC3'
	Key for hidden phone book entries
	'FF…FF'

	'6FC4'
	Network Parameters
	'FF…FF'

	'6FC5'
	PLMN Network Name
	Operator dependant

	'6FC6'
	Operator Network List
	Operator dependant

	'6FC7'
	Mailbox Dialling Numbers
	Operator dependant

	'6FC8'
	Extension 6
	'00 FF...FF'

	'6FC9'
	Mailbox Identifier
	Operator dependant

	'6FCA'
	Message Waiting Indication Status
	'00 00 00 00 00'

	'6FCB'
	Call Forwarding Indication Status
	'xx 00 FF...FF'

	'6FCC'
	Extension 7
	'00 FF...FF'

	'6FCD'
	Service Provider Display Information
	

	‘6FCE’
	MMS Notification
	’00 00 00 FF…FF’

	‘6FCF’
	Extension 8
	'FF...FF'

	‘6FD0’
	MMS Issuer Connectivity Parameters
	‘FF…FF’

	‘6FD1’
	MMS User Preferences
	‘FF…FF’

	‘6FD2’
	MMS User Connectivity Parameters
	‘FF…FF’

	...
	
	

	‘4F05’
	Reauthentication Identity List
	‘FF...FF’


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





