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Introduction

During T3 #29 in Dallas, Gemplus presented the WSIM solution for I-WLAN authentication. Maybe the advantages of this solution were not sufficiently highlighted. Furthermore, a similar initiative in ETSI-SCP to propose EAP support on UICC, blurs maybe the general understanding of the matter. to the aim of this contribution is toexplain why the adoption of WLAN-SIM is important and how WLAN-SIM is in line with the initiative of EAP for Smartcards currently in progress in SCP.

WLAN with a smartcard

The risks of using a legacy SIM for I-WLAN authentication with EAP-SIM are laid down e.g. in T3-030836. In order to reduce these risks, one should use an independent application that:

· Shall be compatible with EAP-SIM.

· Shall protect the A3A8 algorithm by executing the EAP-SIM specific cryptographic calculations in the UICC.

· Does not expose SIM specific data (IMSI, ADN, PLMN…) to malicious programs in the WLAN terminal

· Shall determine when to use Pseudonym instead of IMSI

· Shall derive and store EAP authentication key and WPA-Session key in UICC: protection of the WLAN session against hijacking.

· Shall be independent from SIM, to possibly separate the I-WLAN subscription credentials from GSM and GPRS


· Shall allow re-use of the credentials from the SIM on the same UICC

· Shall be optional 

· Shall be standard 

· Shall not have a big impact on terminal software.

The reasons for this are explained below:

Compatibility with EAP-SIM.

A number of MNO are currently deploying I-WLAN, while operating a 2nd Generation network. Using EAP-AKA is not an option when subscriber information in the AuC cannot be updated. Therefore, the reality of today is that EAP-SIM is used as an authentication protocol.

Protection of the A3A8 algorithm 

When executing the A3A8 within the EAP-SIM command processing, there is no need for the mobile platform to access the RUN GSM ALGORITHM command. Thus, mechanisms like Access Control Policy specified in JSR177 [1] or similar can be implemented easily to prevent uncontrolled use of the A3A8 algorithm.

No exposure of SIM specific data

If a standard SIM was used, SIM sensitive data (IMSI, ADN, PLMN…) could be corrupted by malicious programs in the WLAN terminal and disturb correct operation in a GSM network.

Using Pseudonym instead of IMSI

The Pseudonym should be used whenever it is available, to provide IMSI hiding to a full extend. If a standard SIM would be used, the Pseudonym does not make sense, as the IMSI can be read in clear from the card.

Protection of the WLAN session against hijacking.

This is ‘business as usual’. The secret keys (EAP authentication key and WPA-Session key) shall be generated and stored in a secure environment, thus preferably in the card.

Independency from SIM

Additional security to the GSM network is provided if the credentials for I-WLAN are different from GSM credentials. Thus the application shall be independent from the SIM to allow this. 

Possible re-use of the credentials from the SIM on the same UICC

If only one subscription is required for both GSM and I-WLAN, the same Ki and algorithm shall be used for both authentications. Using USIM based authentication for I-WLAN is not possible, without changing the GSM subscription information. For secure I-WLAN authentication, the separate application, sharing the credentials is the only alternative.

Optionality 

The choice to implement this application shall be left to the individual operator.

Standard 

An operator concerned by the security of the authentication on I-WLAN shall have the possibility to choose an interoperable, standardized solution. When no solution is specified by T3, a wild growth of different solutions is to be foreseen.

No big impact on terminal software

The need to support yet another application generally is considered a burden to terminal manufacturers. However, the fact that EAP-SIM is executed in the card instead of the terminal reduces the impact of EAP-SIM on the terminal software, or at worst, adds only a relatively small amount of code to an EAP-SIM handler.

WLAN SIM

Concerned by the points mentioned above, the WLAN Smart Card Consortium took on the work of specifying an interoperable solution to integrate a smart card in the EAP framework used for authentication.

While their final goal is to run EAP inside the card [2], they felt the need to satisfy an immediate requirement of mobile network operators currently deploying I-WLAN based on a 2nd generation network.

Therefore they specified the WLAN-SIM.

Even though its specification is endorsed by a large number of companies, smaller operators, not necessarily taking part in standardization activities, request WLAN-SIM to be standardized as an optional feature in 3GPP.

Adoption by T3

The advantages for T3 to adopt this application are:

· It satisfies the needs laid out above, 

· It is already specified and agreed upon by a large number of industry players

· It can therefore easily be adopted by 3GPP in the REL6 timeframe

· It can be easily deployed on existing UICC platforms

· It does not need to modify the SIM (specs are frozen) and thus responds to the requirement from SA1 not to add new features to the SIM specification [T3-030521].

· It is forward compatible with the EAP support in UICC initiative currently in progress in SCP; as every EAP method can be implemented as an independent application, for EAP-SIM the WLAN-SIM could be used. Therefore, EAP support in UICC naturally integrates the WLAN-SIM in the overall solution for its application to the specific WLAN case [4]. 

Conclusion

WLAN-SIM is an application that allows secure I-WLAN authentication with a GSM infrastructure. It is already is deployed on the field and in line with requirements on security, independence and interoperability and is compatible with the framework proposed by EAP support in UICC. Its specification is available and can be analysed and adopted by T3 within the REL-6 timeframe without delay.

Proposal

Gemplus proposes that T3 standardizes an optional WLAN specific application on UICC in line with WLAN-SIM and subsequently will lead the effort in drafting the Technical Specification accordingly.
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