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4.2.3
EFKeys (Ciphering and Integrity Keys)

This EF contains the ciphering key CK, the integrity key IK and the key set identifier KSI.

	Identifier: '6F08'
	Structure: transparent
	Mandatory

	SFI: '08'
	

	File size: 33 bytes
	Update activity: high

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Key set identifier KSI
	M
	1 byte

	2 to 17
	Ciphering key CK
	M
	16 bytes

	18 to 33
	Integrity key IK
	M
	16 bytes


-
Key Set Identifier KSI.

Coding:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	KSI

	
	
	
	
	
	
	
	
	
	
	bits b4 to b8 are coded 0


‑
Ciphering key CK.

Coding: 

-
the least significant bit of CK is the least significant bit of the 17th byte. The most significant bit of CK is the most significant bit of the 2nd byte.

‑
Integrity key IK.

Coding: 

-
the least significant bit of IK is the least significant bit of the 33rd byte. The most significant bit of IK is the most significant bit of the 18th byte.

[…]

7.1.2
Command parameters and data

	Code
	Value

	CLA
	As specified in TS 31.101

	INS
	'88'

	P1
	'00'

	P2
	See table below

	Lc
	See below

	Data
	See below

	Le
	'00', or maximum length of data expected in response


Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'-XXXXXX-'
	'000000'

	'-------X'
	Authentication context:

0 GSM context

1 3G context


All other codings are RFU.

Command parameters/data:

	Byte(s)
	Description
	Length

	1
	Length of RAND (L1)
	1

	2 to (L1+1)
	RAND
	L1

	(L1+2)
	Length of AUTN (L2)

(see note)
	1

	(L1+3) to (L1+L2+2)
	AUTN





(see note)
	L2

	Note: Parameter present if and only if in 3G security context.


The coding of AUTN is described in TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2. The most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, 3G security context, command successful:

	Byte(s)
	Description
	Length

	1
	"Successful 3G authentication" tag = 'DB'
	1

	2
	Length of RES (L3)
	1

	3 to (L3+2)
	RES
	L3

	(L3+3)
	Length of CK (=16)
	1

	(L3+4) to (L3+19)
	CK
	16

	(L3+20) 
	Length of IK (= 16)
	1

	(L3+21) to (L3+36)
	IK
	16

	(L3+37)
	Length of KC (= 8)

(see note)
	1

	(L3+38
to

(L3+45)
	KC






(see note)
	8

	Note:
Parameter present if and only if Service n°27 is "available".


The most significant bit of RES is coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte (L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+21).

Response parameters/data, case 2, 3G security context, synchronisation failure:

	Byte(s)
	Description
	Length

	1
	"Synchronisation failure" tag = 'DC'
	1

	2
	Length of AUTS (L1)
	1

	3 to (L1+2)
	AUTS
	L1


The coding of AUTS is described in TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful:

	Byte(s)
	Description
	Length

	1
	Length of SRES (= 4)
	1

	2 to 5
	SRES
	4

	6
	Length of KC (= 8)
	1

	7 to 14
	KC
	8


The most significant bit of SRES is coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.
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