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11.3
Service Key Management commands
11.3.1
RETRIEVE SERVICE KEY

11.3.1.1
Functional description

This function is used by the terminal to ask the UICC to calculate the service key associated with a particular service.

Input:

· Service Type

· Service Identifier

· Session Key Identifier

· Service Key Seed

Output:

· Service Key

11.3.1.2 Command parameters and data

	Code
	Value

	CLA
	As specified in clause 10.1.1

	INS
	As specified in clause 10.1.2

	P1
	'00'

	P2
	'00'

	Lc
	Length of the subsequent data field

	Data
	Service Type, Service Identifier, Session Key Identifier, Service Key Seed

	Le
	Empty, '00', or maximum length of data expected in response


The command data contains:

-A Service Type (e.g. 3GPP MBMS)

-Three TLV objects for Service Identifier, Session Key Identifier and Service Key Seed parameters.

Command data:

	Byte(s)
	Description
	Length

	1
	Service Type
	1

	2-A+1
	Service Identifier TLV
	A

	A+1-A+B+1
	Session Key Identifier TLV 
	B

	A+B+1-A+B+C+1
	Service Key Seed TLV
	C

	NOTE:
The TLV objects in the command data must be specified by each application specific document.


11.3.1.3
Response Data 

	Byte(s)
	Description
	Length

	1 - Le
	Service Key TLV
	Le

	NOTE:
The TLV objects in the response data must be specified by each application specific document.


11.3.1
SERVICE KEY MANAGEMENT

11.3.1.1
Functional description

This function asks the UICC to perform a Service Key Management operation. 

Input:

· Service Type

· Master Key Identifier

· Payload

Output:

· Service Type

· Master Key Identifier

· Payload

11.3.1.2 Command parameters and data

	Code
	Value

	CLA
	As specified in clause 10.1.1

	INS
	As specified in clause 10.1.2

	P1
	'00'

	P2
	'00'

	Lc
	Length of the subsequent data field

	Data
	Service Type, Master Key Identifier, Payload

	Le
	Empty, '00', or maximum length of data expected in response


Command data:

	Byte(s)
	Description
	Length

	1
	Service Type (e.g. 3GPP MBMS)
	1

	2-A+1
	Master Key Identifier
	A

	A+1-A+B+1
	Payload
	B

	NOTE:
Payload in the command data must be specified by each application specific document.


11.3.1.3
Response Data 

	Byte(s)
	Description
	Length

	1
	Service Type (e.g. 3GPP MBMS)
	1

	2-A+1
	Master Key Identifier
	A

	A+1-A+B+1
	Payload
	B

	NOTE:
Payload in the response data must be specified by each application specific document.


Table 10.5: Coding of Instruction Byte of the Commands 
for a telecom application

	COMMAND 
	CLA 
	INS

	Command APDUs 
	
	

	SELECT FILE
	0X
	'A4'

	STATUS
	8X
	'F2'

	
	
	

	READ BINARY
	0X
	'B0'

	UPDATE BINARY
	0X
	'D6'

	READ RECORD
	0X
	'B2'

	UPDATE RECORD
	0X
	'DC'

	
	
	

	SEARCH RECORD
	0X
	'A2'

	INCREASE
	8X
	'32'

	
	
	

	VERIFY
	0X
	'20'

	CHANGE PIN
	0X
	'24'

	DISABLE PIN
	0X
	'26'

	ENABLE PIN
	0X
	'28'

	UNBLOCK PIN
	0X
	'2C'

	
	
	

	DEACTIVATE FILE
	0X
	'04'

	ACTIVATE FILE
	0X
	'44'

	
	
	

	AUTHENTICATE
	0X
	'88'

	GET CHALLENGE
	0X
	'84'

	
	
	

	TERMINAL PROFILE
	80
	'10'

	ENVELOPE
	80
	'C2'

	FETCH
	80
	'12'

	TERMINAL RESPONSE
	80
	'14'

	
	
	

	RETRIEVE SERVICE KEY
	0X
	‘40’

	SERVICE KEY MANAGEMENT
	0X
	‘41’

	
	
	

	MANAGE CHANNEL
	0X
	'70'

	
	
	

	Transmission oriented APDUs
	
	

	GET RESPONSE
	0X
	'C0'

	
	
	


