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7.5
MBMS Commands
The following commands are used for MBMS key management. The USIM shall implement this commands whether service MBMS is allocated in the USIM Service Table.

7.5.1 RETRIEVE SERVICE KEY

7.5.1.1
Command description

This function is used by the terminal to ask the USIM to calculate the MBMS Short Term Key (SK) associated with a particular MBMS Service Identifier (MBMS_ID). For this computation, The USIM uses the Broadcast Access Key (BAK) identified by the Broadcast Access Key Identifier (BAK_ID) stored under DFMBMS. 

Details of this key derivation procedure are described in [AA] and in 5.3.33 of the present document.

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

Input:

· Service Type = ‘01’ corrsponding to “3GPP MBMS”

· Service Identifier = MBMS_ID (as defined in [AA] )

· Session Key Identifier = BAK_ID  (as defined in  [AA])

· Service Key Seed = SK_RAND  (as defined in [AA])
Output:

· Service Key  =  SK (as defined in [AA])
7.5.1.2
Command parameters/data:
	Code
	Value

	CLA
	As specified in TS 31.101

	INS
	‘40’

	P1
	'00'

	P2
	'00'

	Lc
	Length of the subsequent data field

	Data
	Service Type, Service Identifier, Session Key Identifier, Service Key Seed

	Le
	Empty, '00', or maximum length of data expected in response


The command data contains:

-A Service Type byte: ‘01’ (“3GPP MBMS”)

-Three TLV objects for MBMS_ID, BAK_ID, SK_RAND


Note: Coding of MBMS TLV Objects is defined in Annex K 

Command data:

	Byte(s)
	Description
	Length

	1
	Service Type = ‘01’  (3GPP MBMS)
	1

	2-A+1
	MBMS_ID TLV
	A 

	A+1-A+B+1
	BAK_ID TLV 
	B 

	A+B+1-A+B+C+1
	SK_RAND TLV
	C (6)

	NOTE:
The TLV objects in the command are specified in annex K of this document.


Response parameters/data
	Byte(s)
	Description
	Length

	1 – 18
	SK TLV
	18

	NOTE:
The TLV object in the response are specified in annex K of this document.


7.5.2
SERVICE KEY MANAGEMENT

7.5.2.1
Command description

This function asks the USIM to perform a MBMS Management operation from one of the following list: 

-UPDATE_BAK

-DELETE BAK

-SUBSCRIBE

-UNSUBSCRIBE

-RETRIEVE_SUBSCRIPTION_INFORMATION

-UPDATE_COUNTERS
To perform the MBMS Management Operation, the USIM uses a RK which is located in a TBD specific key set as defined in [ ] ( "Open Platform Card Specification version 2.0.1”)

Details of this management  procedures are described in [AA] and in 5.3.33 of the present document.

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

Input:

· Service Type = ‘01’ corresponding to “3GPP MBMS”
· Key set Identifier where RK is located. 

· TK_RAND (as defined in [AA])
· OP_Encrypted

· OP_Digest

Output:

· Service Type = ‘01’ corresponding to “3GPP MBMS”
· Key set Identifier where RK is located. 

· TK_RAND (as defined in [AA])
· RES_Encrypted

· RES_Digest

7.5.2.2
Command parameters/data:

	Code
	Value

	CLA
	As specified in TS 31.101

	INS
	‘41’

	P1
	'00'

	P2
	'00'

	Lc
	Length of the subsequent data field

	Data
	Service Type, Master Key Identifier, Payload

	Le
	Empty, '00', or maximum length of data expected in response


Command data:

	Byte(s)
	Description
	Length

	1
	Service Type = ‘01’ (3GPP MBMS)
	1

	2-A+1
	Key Set Identifier 
	A

	A+1-A+B+1
	Payload
	B

	NOTE:
Payload in the command data must be specified by each application specific document.


11.3.1.3
Response Data 

	Byte(s)
	Description
	Length

	1
	Service Type (e.g. 3GPP MBMS)
	1

	2-A+1
	Master Key Identifier
	A

	A+1-A+B+1
	Payload
	B

	NOTE:
Payload in the response data must be specified by each application specific document.
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