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1 Introduction

This paper introduces a WLAN-SIM, an independent application on UICC, allowing secure subscriber authentication on WLAN interworking with 3GPP systems based with GSM security context.

2 Using a legacy SIM for I-WLAN authentication

In the LS from SA1 to SA3 and T3 (T3-030521), three technical solutions have been identified for (U)SIM authentication in I-WLAN:

· EAP-SIM (using a legacy SIM)

· Secured EAP-SIM (using an enhanced SIM)

· EAP-AKA (using a USIM)

The first and third solution found support, while the second did not. The drawback being that the SIM specification is frozen since REL-5 and enhancing the SIM is thus merely impossible.

Nevertheless, the risks of using a legacy SIM in the EAP-SIM protocol are known [ref T3-030383 and S3-020517]:

· Risk of cracking a weak A3A8 algorithm and the related cloning of subscriptions

· Risk of rogue access networks

· Risk compromising the privacy of the subscriber, IMSI, ADN……

· Risks of modification or theft of network related data.

Even though the risk of cracking a weak algorithm is solved by using a USIM in 2G mode and EAP-SIM, the other risks mentioned remain with this solution.

3 Alternative solution

In order to address the issues, Gemplus proposes to define a new independent, optional application on UICC, compatible with EAP-SIM, but without the security risks related to the use of a legacy SIM. This application:

· Shall protect the A3A8 algorithm by executing the EAP-SIM specific cryptographic calculations in the UICC.

· Shall not contain SIM specific data (IMSI, ADN, PLMN…) that are accessible from the WLAN terminal

· Shall decrypt and store Pseudonym and re-authentication id in the UICC

· Shall determine when to use Pseudonym instead of IMSI, to provide IMSI hiding to a full extend

· Shall derive and store EAP authentication key and WPA-Session key in UICC: protection of the WLAN session against hijacking.

· Shall be independent from SIM, while re-use of the credentials from the SIM on the same UICC shall also be an option, to possibly separate the I-WLAN subscription credentials from GSM and GPRS

· Shall be optional to leave the choice to implementing it to the operator.

Currently, the WLAN Smart Card Consortium, an initiative of about 23 companies and institutions, specifies such an independent application, the WLAN-SIM. Its specifications are available for public comments on their web site http://www.wlansmartcard.org (annexed to this contribution).

The WLAN-SIM has the characteristics mentioned above and as such merits to be analyzed, possibly enhanced and eventually be endorsed by T3.

4 Conclusion

There are operators who wish to implement WLAN with SIM based authentication, without supporting the related risks. WLAN-SIM of the WLAN Smart Card Consortium responds to this demand. 

However, the need for interoperability requires a standard application defined by 3GPP similar to SIM, USIM and ISIM. Therefore T3 should take the role of standardizing the WLAN-SIM as an optional application on UICC.

5 Proposal

Gemplus proposes that T3 confirms its wish to standardize an optional WLAN specific application on UICC in line with WLAN-SIM and subsequently will lead the effort in drafting the Technical Specification accordingly.
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